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Preface

Preface

This guide describes how to configure OcNOS.

IP Maestro Support

Monitor devices running OcNOS Release 6.3.4-70 and above using IP Maestro software.

Audience

This guide is intended for network administrators and other engineering professionals who configure OcNOS.

Conventions

Table P-1 shows the conventions used in this guide.

Table P-1: Conventions

Convention Description

Italics Emphasized terms; titles of books

Note: Special instructions, suggestions, or warnings

monospaced type Code elements such as commands, parameters, files, and directories

Chapter Organization

The chapters in command references are organized as described in Command Description Format.
The chapters in configuration guides are organized into these major sections:

* Anoverview that explains a configuration in words

» Topology with a diagram that shows the devices and connections used in the configuration

»  Configuration steps in a table for each device where the left-hand side shows the commands you enter and the
right-hand side explains the actions that the commands perform

* Validation which shows commands and their output that verify the configuration

Related Documentation

For information about installing OcNOS, see the Installation Guide for your platform.
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Feature Availability

The features described in this document that are available depend upon the OcNOS SKU that you purchased. See the
Feature Matrix for a description of the OcNOS SKUs.

Migration Guide

Check the Migration Guide for configuration changes to make when migrating from one version of OcNOS to another.

Support

For support-related questions, contact support@ipinfusion.com.

Comments

If you have comments, or need to report a problem with the content, contact techpubs@ipinfusion.com.
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Command Line Interface

Command Line Interface

This chapter introduces the OcNOS Command Line Interface (CLI) and how to use its features.

Overview

You use the CLI to configure, monitor, and maintain OcNOS devices. The CLlI is text-based and each command is
usually associated with a specific task.

You can give the commands described in this manual locally from the console of a device running OcNOS or remotely
from a terminal emulator such as putty or xterm. You can also use the commands in scripts to automate
configuration tasks.

Command Line Interface Help

You access the CLI help by entering a full or partial command string and a question mark “?”. The CLI displays the
command keywords or parameters along with a short description. For example, at the CLI command prompt, type:

> show ?

The CLI displays this keyword list with short descriptions for each keyword:

control-adjacency
control-channel

show ?
application-priority Application Priority
arp Internet Protocol (IP)
bfd Bidirectional Forwarding Detection (BFD)
bgp Border Gateway Protocol (BGP)
bi-1sp Bi-directional 1lsp status and configuration
bridge Bridge group commands
ce-vlan COS Preservation for Customer Edge VLAN
class-map Class map entry
cli Show CLI tree of current mode
clns Connectionless-Mode Network Service (CLNS)

Control Adjacency status and configuration
Control Channel status and configuration

cspf CSPF Information

customer Display Customer spanning-tree

cvlan Display CVLAN information

debugging Debugging functions (see also 'undebug')
etherchannel LACP etherchannel

ethernet Layer-2

If you type the ? in the middle of a keyword, the CLI displays help for that keyword only.

> show de?
debugging Debugging functions (see also 'undebug')

If you type the ? in the middle of a keyword, but the incomplete keyword matches several other keywords, OcNOS
displays help for all matching keywords.

> show i? (CLI does not display the question mark).
interface Interface status and configuration

ip IP information

isis ISIS information

© 2024 IP Infusion Inc. Proprietary 15



Command Line Interface

Command Completion

The CLI can complete the spelling of a command or a parameter. Begin typing the command or parameter and then
press the tab key. For example, at the CLI command prompt type sh:

> sh
Press the tab key. The CLI displays:

> show

If the spelling of a command or parameter is ambiguous, the CLI displays the choices that match the abbreviation. Type
show 1 and press the tab key. The CLI displays:

> show i
interface ip ipvé isis
> show i
The CLI displays the interface and ip keywords. Type n to select interface and press the tab key. The CLI
displays:

> show in
> show interface

Type ? and the CLI displays the list of parameters for the show interface command.

> show interface
IFNAME 1Interface name
| Output modifiers
> Output redirection
<cr>

The CLI displays the only parameter associated with this command, the TFNAME parameter.

Command Abbreviations

The CLI accepts abbreviations that uniquely identify a keyword in commands. For example:

> sh int xe0
is an abbreviation for:

> show interface xe0

Command Line Errors

Any unknown spelling causes the CLI to display the error Unrecognized command in response to the ?. The CLI
displays the command again as last entered.

> show dd?

% Unrecognized command
> show dd

When you press the Enter key after typing an invalid command, the CLI displays:

(config) #router ospf here

A

TA

% Invalid input detected at marker.

where the * points to the first character in error in the command.

16 © 2024 IP Infusion Inc. Proprietary



Command Line Interface

If a command is incomplete, the CLI displays the following message:

> show

Q

% Incomplete command.
Some commands are too long for the display line and can wrap mid-parameter or mid-keyword, as shown below. This
does not cause an error and the command performs as expected:

area 10.10.0.18 wvirtual-link 10.10.0.19 authent
ication-key 57393

Command Negation

Many commands have a no form that resets a feature to its default value or disables the feature. For example:
« The ip address command assigns an IPv4 address to an interface

* Theno ip address command removes an IPv4 address from an interface

Syntax Conventions

Table P-2 describes the conventions used to represent command syntax in this reference.

Table P-2: Syntax conventions

Convention Description Example
monospaced | Command strings entered on a command line show ip ospf
font

lowercase Keywords that you enter exactly as shown in the show ip ospf

command syntax.

UPPERCASE See Variable Placeholders IFNAME

() Optional parameters, from which you must select (A.B.C.D|<0-4294967295>)
one. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.

() Optional parameters, from which you select one or (A.B.C.D|<0-4294967295>)
none. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.

() Optional parameter which you can specify or omit. (IFNAME | )
Do not enter the parentheses or vertical bar as part
of the command.

{} Optional parameters, from which you must select {intra-area <1-255>|inter-area
one or more. Vertical bars delimit the selections. Do | <1-255>|external <1-255>}

not enter the braces or vertical bars as part of the
command.
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Table P-2: Syntax conventions (Continued)

Convention Description Example

[] Optional parameters, from which you select zero or [<1-65535>|AA:NN|internet|local-AS]|
more. Vertical bars delimit the selections. Do not no-advertise|no-export]
enter the brackets or vertical bars as part of the
command.

? Nonrepeatable parameter. The parameter that ?route-map WORD

follows a question mark can only appear once in a
command string. Do not enter the question mark as
part of the command.

Repeatable parameter. The parameter that followsa | set as-path prepend .<1-65535>
period can be repeated more than once. Do not
enter the period as part of the command.

Variable Placeholders

Table P-3 shows the tokens used in command syntax use to represent variables for which you supply a value.

Table P-3: Variable placeholders

Token Description

WORD A contiguous text string (excluding spaces)

LINE A text string, including spaces; no other parameters can follow this parameter
IFNAME Interface name whose format varies depending on the platform; examples are: eth0,

Ethernet0, ethernetO, xe0

A.B.C.D IPv4 address

A.B.C.D/M IPv4 address and mask/prefix
X:X::X:X IPv6 address

X:X::X:X/M IPv6 address and mask/prefix
HH:MM:SS Time format

AA:NN BGP community value

XX XX : XX XX : XX XX MAC address

<1-5> Numeric range
<1-65535>

<0-2147483647>
<0-4294967295>
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Command Description Format

Table P-4 explains the sections used to describe each command in this reference.

Table P-4: Command descriptions

Section

Description

Command Name

The name of the command, followed by what the command does and when should it be used

Command Syntax

The syntax of the command

Parameters

Parameters and options for the command

Default

The state before the command is executed

Command Mode

The mode in which the command runs; see Command Modes

Example

An example of the command being executed

Keyboard Operations

Table P-5 lists the operations you can perform from the keyboard.

Table P-5: Keyboard operations

Key combination

Operation

Left arrow or Ctrl+b

Moves one character to the left. When a command extends beyond a single line, you can press left
arrow or Ctrl+b repeatedly to scroll toward the beginning of the line, or you can press Ctrl+a to go
directly to the beginning of the line.

Right arrow or Ctrl-f

Moves one character to the right. When a command extends beyond a single line, you can press right
arrow or Ctrl+f repeatedly to scroll toward the end of the line, or you can press Ctrl+e to go directly to
the end of the line.

Esc, b Moves back one word

Esc, f Moves forward one word

Ctrl+e Moves to end of the line

Ctrl+a Moves to the beginning of the line

Ctrl+u Deletes the line

Ctrl+w Deletes from the cursor to the previous whitespace

Alt+d Deletes the current word

Ctrl+k Deletes from the cursor to the end of line

Ctrl+y Pastes text previously deleted with Ctrl+k, Alt+d, Ctrl+w, or Ctrl+u at the cursor
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Table P-5: Keyboard operations (Continued)

Key combination Operation

Ctrl+t Transposes the current character with the previous character
Ctrl+c Ignores the current line and redisplays the command prompt
Ctrl+z Ends configuration mode and returns to exec mode

Ctrl+l Clears the screen

Up Arrow or Ctrl+p Scroll backward through command history

Down Arrow or Ctrl+n Scroll forward through command history

Show Command Modifiers

You can use two tokens to modify the output of a show command. Enter a question mark to display these tokens:

# show users ?
| Output modifiers
> Qutput redirection

You can type the | (vertical bar character) to use output modifiers. For example:

> show rsvp | ?
begin Begin with the line that matches
exclude Exclude lines that match
include Include lines that match
last Last few lines

redirect Redirect output

Begin Modifier

The begin modifier displays the output beginning with the first line that contains the input string (everything typed after
the begin keyword). For example:

# show running-config | begin xel
...skipping

interface xel

ipv6e address fe80::204:75ff:fee6:5393/64
|

interface xe2

ipv6 address fe80::20d:56ff:fe96:725a/64
|

line con O

login

|
end

You can specify a regular expression after the begin keyword, This example begins the output at a line with either
“xe2” or “xe4”:

# show running-config | begin xe[3-4]

...skipping
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interface xe3
shutdown

|

interface xe4d
shutdown

|

interface svlanO.1
no shutdown

|

route-map myroute permit 3
|
route-map mymapl permit 10
|
route-map rmapl permit 3
|
line con O
login
line vty 0 4
login
|
end

Include Modifier

The include modifier includes only those lines of output that contain the input string. In the output below, all lines
containing the word “input” are included:

# show interface xel | include input
input packets 80434552, bytes 2147483647, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 1, missed 0

You can specify a regular expression after the include keyword. This examples includes all lines with “input” or
“output”:

#show interface xe0 | include (in]out)put
input packets 597058, bytes 338081476, dropped 0, multicast packets 0
input errors 0, length 0, overrun 0, CRC 0, frame 0, fifo 0, missed 0
output packets 613147, bytes 126055987, dropped 0
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window O

Exclude Modifier

The exclude modifier excludes all lines of output that contain the input string. In the following output example, all lines
containing the word “input” are excluded:

# show interface xel | exclude input
Interface xel
Scope: both
Hardware is Ethernet, address is 0004.75e6.5393
index 3 metric 1 mtu 1500 <UP,BROADCAST,RUNNING,MULTICAST>
VRF Binding: Not bound
Administrative Group(s): None
DSTE Bandwidth Constraint Mode is MAM
inet6 fe80::204:75ff:fee6:5393/64
output packets 4438, bytes 394940, dropped O
output errors 0, aborted 0, carrier 0, fifo 0, heartbeat 0, window 0
collisions 0
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You can specify a regular expression after the exclude keyword. This example excludes lines with “output” or “input”:

# show interface xe0 | exclude (in|out)put
Interface xeO0
Scope: both
Hardware is Ethernet Current HW addr: 001b.2139.6c4da
Physical:001b.2139.6c4a Logical: (not set)
index 2 metric 1 mtu 1500 duplex-full arp ageing timeout 3000
<UP, BROADCAST, RUNNING, MULTICAST>
VRF Binding: Not bound
Bandwidth 100m
DHCP client is disabled.
inet 10.1.2.173/24 broadcast 10.1.2.255
VRRP Master of : VRRP is not configured on this interface.
inet6 fe80::21b:21ff:fe39:6cd4a/64
collisions 0

Redirect Modifier

The redirect modifier writes the output into a file. The output is not displayed.

# show cli history | redirect /var/frame.txt
The output redirection token (>) does the same thing:

# show cli history >/var/frame.txt

Last Modifier

The 1ast modifier displays the output of last few number of lines (As per the user input). The last number ranges from
1 to 9999.

For example:

#show running-config | last 10
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String Parameters

The restrictions in Table P-6 apply for all string parameters used in OcNOS commands, unless some other restrictions
are noted for a particular command.

Table P-6: String parameter restrictions

Restriction Description
Input length 1965 characters or less
Restricted special characters “7 0 ST Y7, and =T

The “|” character is allowed only for the description command in interface
mode.

Command Modes

Commands are grouped into modes arranged in a hierarchy. Each mode has its own set of commands. Table P-7 lists
the command modes common to all protocols.

Table P-7: Common command modes

Name Description
Executive Also called view mode, this is the first mode to appear after you start the CLI. It is a base mode from where you
mode can perform basic commands such as show, exit, quit, help, and enable.
Privileged Also called enable mode, in this mode you can run additional basic commands such as debug, write, and
executive show.
mode
Configure Also called configure terminal mode, in this mode you can run configuration commands and go into other
mode modes such as interface, router, route map, key chain, and address family.

Configure mode is single user. Only one user at a time can be in configure mode.
Interface In this mode you can configure protocol-specific settings for a particular interface. Any setting you configure in
mode this mode overrides a setting configured in router mode.
Router This mode is used to configure router-specific settings for a protocol such as BGP or OSPF.
mode
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Command Mode Tree

The diagram below shows the common command mode hierarchy.

Start in
executive
mode

+ enable (password)

Privileged
executive
mode

+ configure terminal

Configure
mode

interface xe0 / \router ospf

Interface Router
mode mode

Figure P-1: Common command modes

To change modes:
1. Enter privileged executive mode by entering enable in Executive mode.

2. Enter configure mode by entering configure terminal in Privileged Executive mode.

The example below shows moving from executive mode to privileged executive mode to configure mode and finally to
router mode:

> enable mypassword

# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
(config)# router ospf

(config-router) #

Note: Each protocol can have modes in addition to the common command modes. See the command reference for
the respective protocol for details.
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Transaction-based Command-line Interface

The OcNOS command line interface is transaction based:

Any changes done in configure mode are stored in a separate candidate configuration that you can view with the
show transaction current command.

When a configuration is complete, apply the candidate configuration to the running configuration with the commit
command.

If a commit fails, no configuration is applied as the entire transaction is considered failed. You can continue to
change the candidate configuration and then retry the commi t.

Discard the candidate configuration with the abort transaction command.
Check the last aborted transaction with the show transaction last-aborted command.

Multiple configurations cannot be removed with a single commi t. You must remove each configuration followed by
a commit.

Note: All commands MUST be executed only in the default CML shell (cm1sh). If you log in as root and start imi sh,

then the system configurations will go out of sync. The imish shell is not supported and should not be started
manually.
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cHarTER 1 Link Layer Discovery Protocol Configuration

This chapter contains a complete sample Link Layer Discovery Protocol (LLDP) configuration.

LLDP is a neighbor discovery protocol that defines a method for network access devices using Ethernet connectivity to
advertise themselves to other devices on the same physical LAN, and then to store information about the network. It
allows a device to learn higher-layer management reachability and connection endpoint information from adjacent
devices. Using LLDP, a network device is able to advertise its identity, its capabilities and its media-specific
configuration, as well as learn the same information from other connected devices.

Note:

The 11dp-agent command is not supported for SVLAN, VLAN, and loop-back interfaces.

Topology
Figure 1-1 displays a sample LLDP topology.

/ \ Etht

Eth1 /

Figure 1-1: LLDP Topology

Interface Mode TLV

Default Agent

All configuration commands in the table below should be followed for each switch.

fconfigure terminal

Enter configure mode.

config) #bridge 1 protocol ieee vlan-bridge

Configure an IEEE VLAN-aware bridge.

config) #vlan database

Enter VLAN configure mode.

config-vlan)#vlan 2 bridge 1 state enable

Configure a VLAN and add it to the bridge.

config-vlan) ffexit

Exit the VLAN configuration mode.

Enter interface mode.

config-if) #switchport

Set switching characteristics on the port.

config-if) #bridge-group 1

Associate the interface to the bridge.

config-if)#lldp-agent

Enter into the default agent

(
(
(
(
(config) #interface ethl
(
(
(
(

if-11ldp-agent) #set 11dp enable txrx

Enable an LLDP agent on the port.

(if-1lldp-agent) #set 1lldp chassis-id-tlv ip-
address

Configure the subtype for chassis-id TLV

(if-11ldp-agent) #set 11ldp port-id-tlv mac-
address

Configure the subtype for port-id TLV

(if-1ldp-agent) #11dp tlv basic-mgmt port-
description select

Enable the port-description TLV to be transmitted
on the port

(if-1ldp-agent) #11dp tlv basic-mgmt system-
name select

Enable the system-name TLV to be transmitted on the
port
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(if-1ldp-agent) #11dp tlv basic-mgmt system-
capabilities select

Enable the system-capabilities TLV to be
transmitted on the port

(if-1ldp-agent) #11dp tlv basic-mgmt system-—
description select

Enable the system-description TLV to be
transmitted on the port

(if-1ldp-agent) #11dp tlv basic-mgmt
management-address select

Enable the management-address TLV to be
transmitted on the port

(if-1ldp-agent) #11ldp tlv ieee-8021-org-
specific port-vlanid select

Enable the VLAN-id TLV to be transmitted on the port

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific vlan-name select

Enable the VLAN-NAME TLV to be transmitted on the port

(if-11ldp-agent) #11dp tlv ieee-8021-org-
specific port-ptcl-vlanid select

Enable the Port and Protocol VLAN id TLV tobe
transmitted on the port

(if-1ldp-agent) #11ldp tlv ieee-8021-org-
specific ptcl-identity select

Enable the Protocol Identity TLV to be transmitted
on the port

(if-11ldp-agent) #11dp tlv ieee-8021-org-
specific vid-digest select

Enable the VID Usage Digest TLV to be transmitted
on the port

(if-1ldp-agent) #11dp tlv
specific mgmt-vid select

ieee-8021-org-

Enable the Management VID TLV to be transmitted on
the port

(if-1ldp-agent) #11dp tlv
specific link-agg select

ieee-8021-org-

Enable the Link Aggregation TLV to be transmitted
on the port

(if-1ldp-agent) #11dp tlv
specific mac-phy select

ieee-8023-0rg-

Enable the MAC/PHY Configuration/Status TLV to be
transmitted on the port

(if-1ldp-agent) #11dp tlv ieee-8023-org-
specific max-mtu-size select

Enable the Maximum Frame Size TLV to be transmitted on
the port

(if-1ldp-agent) #set 1ldp timer msg-fast-tx 5

Defines the time interval during fast transmission periods

(if-11ldp-agent) #set 1ldp tx-fast-init 6

Defines the number of LLDPDUs that are transmitted during a
fast transmission period

(if-1ldp-agent) #fexit

Exit the lldp agent mode

(config-if) #commit

Commit the candidate configuration to the running
configuration.

(config-if) ffexit

Exit interface mode.

Validation

1. Verify the LLDP configurations in the local switch

#show running-config 11ldp

!

interface ethl

1lldp-agent
set 1lldp
set 1lldp
set 1lldp
11dp tlv
11dp tlv
11dp tlv
11dp tlv
11dp tlv
11dp tlv
11dp tlv
11dp tlv

enable txrx
chassis-id-tlv ip-address
port-id-tlv mac-address

basic-mgmt
basic-mgmt
basic-mgmt
basic-mgmt
basic-mgmt

port-description select

system-name select
system-description select
system-capabilities select
management-address select
ieee-8021-org-specific port-vlanid select
ieee-8021-org-specific port-ptcl-vlanid select
ieee-8021-org-specific vlan-name select

30

© 2024 IP Infusion Inc. Proprietary



Link Layer Discovery Protocol Configuration

11dp tlv ieee-8021-org-specific ptcl-identity select
11dp tlv ieee-8021-org-specific vid-digest select
11dp tlv ieee-8021-org-specific mgmt-vid select

11dp tlv ieee-8021-org-specific link-agg select

11dp tlv ieee-8023-org-specific mac-phy select

11dp tlv ieee-8023-org-specific max-mtu-size select

set 1lldp timer msg-fast-tx 5
set 1ldp tx-fast-init 6

2. Verify the LLDP port statistics

#show 1ldp interface ethl nearest-bridge

Agent Mode

Enable (tx/rx) :Y/Y
Message fast transmit time : 5
Message transmit interval : 30
Reinitialisation delay H

MED Enabled : N
Device Type :
Traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total error frames received:
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs

OO OO WO

Nearest bridge

Not Defined

Customer Bridge

All configuration commands in the table below should be followed for each switch.

#configure terminal

Enter configure mode.

config) #bridge 1 protocol ieee vlan-bridge

Configure an IEEE VLAN-aware bridge.

config) #vlan database

Enter VLAN configure mode.

config-vlan) #vlan 2 bridge 1 state enable

Configure a VLAN and add it to the bridge.

config-vlan) #exit

Exit the VLAN configuration mode.

Enter interface mode.

config-if) #switchport

Set switching characteristics on the port.

config-if) #bridge-group 1

Associate the interface to the bridge.

config-if)#lldp-agent customer-bridge

Enter into the Customer Bridge agent

(
(
(
(
(config) #interface ethl
(
(
(
(

if-11dp-agent) #set 11ldp enable txrx

Enable an LLDP agent on the port.

(if-1ldp-agent) #set 11ldp chassis-id-tlv ip-
address

Configure the subtype for chassis-id TLV

(if-11dp-agent) #set 11dp port-id-tlv mac-
address

Configure the subtype for port-id TLV

(if-1lldp-agent) #1ldp tlv basic-mgmt port-
description select

Enable the port-description TLV to be transmitted on the port.
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(if-11ldp-agent) #11dp tlv basic-mgmt system-

name select

Enable the system-name TLV to be transmitted on the port.

(if-1ldp-agent) #11dp tlv basic-mgmt system-

capabilities select

Enable the system-capabilities TLV to be transmitted on the
port.

(if-1ldp-agent) #11dp tlv basic-mgmt system-—

description select

Enable the system-description TLV to be transmitted on the
port.

(if-11dp-agent) #11dp tlv basic-mgmt
management-address select

Enable the management-address TLV to be transmitted on
the port.

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific port-vlanid select

Enable the VLAN-id TLV to be transmitted on the port.

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific vlan-name select

Enable the VLAN-NAME TLV to be transmitted on the port.

(if-11dp-agent) #11dp tlv ieee-8021-org-
specific port-ptcl-vlianid select

Enable the Port and Protocol VLAN id TLV to be transmitted
on the port.

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific ptcl-identity select

Enable the Protocol Identity TLV to be transmitted on the
port.

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific vid-digest select

Enable the VID Usage Digest TLV to be transmitted on the
port

(if-11dp-agent) #11dp tlv ieee-8021-org-
specific mgmt-vid select

Enable the Management VID TLV to be transmitted on the
port.

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific link-agg select

Enable the Link Aggregation TLV to be transmitted on the
port.

(if-1ldp-agent) #11dp tlv ieee-8023-org-
specific mac-phy select

Enable the MAC/PHY Configuration/Status TLV to be
transmitted on the port

(if-11dp-agent) #11dp tlv ieee-8023-org-
specific max-mtu-size select

Enable the Maximum Frame Size TLV to be transmitted on
the port.

(if-1ldp-agent) #set 1ldp timer msg-fast-tx 5

Defines the time interval during fast transmission periods.

(if-11dp-agent) #set 11ldp tx-fast-init 6

Defines the number of LLD PDUs that are transmitted during
a fast transmission period.

(if-1ldp-agent) #fexit

Exit the lldp agent mode

(config-if) #commit

Commit the candidate configuration to the running
configuration.

(config-if) ffexit

Exit interface mode.

Validation

1. Verify the LLDP configurations in the local switch:

#show #show running-config 1lldp
|
interface ethl
lldp-agent customer-bridge
set 1lldp enable txrx

set 1ldp chassis-id-tlv ip-address
set 11ldp port-id-tlv mac-address

11dp tlv basic-mgmt port-description select

11dp tlv basic-mgmt system-name select

11dp tlv basic-mgmt system-description select

11ldp tlv basic-mgmt system-capabilities select
11dp tlv basic-mgmt management-address select

1lldp tlv ieee-8021-org-specific port-vlanid select
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11dp tlv ieee-8021-org-specific port-ptcl-vlanid select
11dp tlv ieee-8021-org-specific vlan-name select

11dp tlv ieee-8021-org-specific ptcl-identity select
11dp tlv ieee-8021-org-specific vid-digest select

11dp tlv ieee-8021-org-specific mgmt-vid select

11dp tlv ieee-8021-org-specific link-agg select

11ldp tlv ieee-8023-org-specific mac-phy select

11dp tlv ieee-8023-org-specific max-mtu-size select

set 1ldp timer msg-fast-tx 5

set 1lldp tx-fast-init 6

2. Verify the LLDP port statistics
#show 1lldp interface ethl customer-bridge

Agent Mode : Customer-bridge
Enable (tx/rx) T Y/Y

Message fast transmit time : 5

Message transmit interval : 30
Reinitialisation delay HE

MED Enabled : N

Device Type : Not Defined
Traffic statistics :

Total frames transmitted
Total entries aged

Total frames received

Total error frames received:
Total frames discarded
Total discarded TLVs

Total unrecognised TLVs

OO OO JO

Non-Tpmr-Bridge

The below configurations should be followed for each switch.

fconfigure terminal Enter configure mode.

config) #bridge 1 protocol ieee vlan-bridge Configure an IEEE VLAN-aware bridge.

config) #vlan database Enter VLAN configure mode.

config-vlan)#vlan 2 bridge 1 state enable Configure a VLAN and add it to the bridge.

(

(

(

(config-vlan) #exit Exit the VLAN configuration mode.
(config) #interface ethl Enter interface mode.

(config-if) #switchport Set switching characteristics on the port.
(config-if) #bridge-group 1 Associate the interface to the bridge.
(config-if) #11ldp-agent non-tpmr-bridge Enter into the Non tpmr Bridge agent
(if-11dp-agent) #set 11dp enable txrx Enable an LLDP agent on the port.

(if-lldp-agent) #set 1lldp chassis-id-tlv ip- Configure the subtype for chassis-id TLV
address

(if-11dp-agent) #set 11dp port-id-tlv mac- Configure the subtype for port-id TLV
address
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(if-11ldp-agent) #11dp
description select

tlv basic-mgmt port-

Enable the port-description TLV to be transmitted on the port

(if-lldp-agent) #1ldp tlv basic-mgmt system- Enable the system-name TLV to be transmitted on the port

name select

(if-lldp-agent) #1ldp tlv basic-mgmt system- Enable the system-capabilities TLV to be transmitted on the
capabilities select port

(if-11ldp-agent) #11dp tlv basic-mgmt system- Enable the system-description TLV to be transmitted on the

description select

port

(if-1ldp-agent) #11dp tlv basic-mgmt
management-address select

Enable the management-address TLV to be transmitted on
the port

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific port-vlanid select

Enable the VLAN-id TLV to be transmitted on the port

(if-11dp-agent) #11dp tlv ieee-8021-org-
specific vlan-name select

Enable the VLAN-NAME TLV to be transmitted on the port

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific port-ptcl-vlanid select

Enable the Port and Protocol VLAN id TLV to be transmitted
on the port

(if-1ldp-agent) #11dp tlv ieee-8021-org-
specific ptcl-identity select

Enable the Protocol Identity TLV to be transmitted on the port

(if-11dp-agent) #11dp tlv ieee-8021-org-
specific vid-digest select

Enable the VID Usage Digest TLV to be transmitted on the
port

(if-1ldp-agent) #11ldp tlv
specific mgmt-vid select

ieee-8021-org-

Enable the Management VID TLV to be transmitted on the
port

(if-1ldp-agent) #1ldp tlv
specific link-agg select

ieee-8021-org-

Enable the Link Aggregation TLV to be transmitted on the port

(if-11dp-agent) #11ldp tlv
specific mac-phy select

ieee-8023-org-

Enable the MAC/PHY Configuration/Status TLV to be
transmitted on the port

(if-1ldp-agent) #11dp tlv ieee-8023-org-
specific max-mtu-size select

Enable the Maximum Frame Size TLV to be transmitted on
the port

(if-11ldp-agent) #set 1lldp timer msg-fast-tx 5

Defines the time interval during fast transmission periods

(if-1ldp-agent) #set 1lldp tx-fast-init 6

Defines the number of LLD PDUs that are transmitted during
a fast transmission period

(if-1lldp-agent) #exit

Exit the lldp agent mode

(config-if) #commit

Commit the candidate configuration to the running
configuration.

(config-if) #exit

Exit interface mode.

Validation

1. Verify the LLDP configurations in the local switch:
#show running-config 1lldp

lldp-agent non-tpmr-bridge
set 1lldp enable txrx
set 1ldp chassis-id-tlv ip-address
set 1lldp port-id-tlv mac-address
11dp tlv basic-mgmt port-description select
11ldp tlv basic-mgmt system-name select
11dp tlv basic-mgmt system-description select
11dp tlv basic-mgmt system-capabilities select
11dp tlv basic-mgmt management-address select
11dp tlv ieee-8021-org-specific port-vlanid select

34
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1ldp tlv
1ldp tlv
1ldp tlv
11ldp tlv
11ldp tlv
11ldp tlv
11dp tlv
11dp tlv
set 1lldp
set 1lldp

ieee-8021-org-specific
ieee-8021-org-specific
ieee-8021-org-specific
ieee-8021-org-specific
ieee-8021-org-specific
ieee-8021-org-specific
ieee-8023-org-specific
ieee-8023-org-specific
timer msg-fast-tx 5
tx-fast-init 6

2. Verify the LLDP port statistics
#show 1lldp interface ethl non-tmpr-bridge

Agent Mode : Non
Enable (tx/rx) T Y/Y
Message fast transmit time : 5
Message transmit interval : 30
Reinitialisation delay : 2
MED Enabled T Y

Device Type : Not
Traffic statistics :

Total frames transmitted
Total entries aged

Total frames received

Total error frames received:
Total frames discarded
Total discarded TLVs

Total unrecognised TLVs

7

OO O O o0 O

port-ptcl-vlanid select
vlan-name select
ptcl-identity select
vid-digest select
mgmt-vid select
link-agg select

mac-phy select
max-mtu-size select

-TPMR-bridge

Defined

Media Endpoint Devices TLV

Switch A

config) #interface ethl

Enter interface mode.

config-if)#lldp-agent

Enter the default agent.

if-1ldp-agent) #set 1ldp enable txrx

Set the admin status of the LLDP agent.

if-1ldp-agent) #exit

Exit agent mode.

config-if) #1ldp-agent customer-bridge

Enter the customer-bridge agent.

Set the admin status of the LLDP agent.

if-1ldp-agent) #exit

Exit agent mode.

config-if) #lldp-agent non-tpmr-bridge

Enter the non-tpmr-bridge agent.

if-1ldp-agent) #set 1ldp enable txrx

Set the admin status of the LLDP agent.

if-1ldp-agent) #exit

Exit agent mode.

(
(
(
(
(
(if-1ldp-agent) #set 11ldp enable txrx
(
(
(
(
(

config-if) #set 11ldp med-devtype net-connect Enterthe med-devtype agent and set the device type to

network connectivity.
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(config-if) #fexit Exit agent mode.

(config-if) #commit Commit the candidate configuration to the running
configuration.

Validation

#show run 11dp

|

!

interface ethl

lldp-agent
set 11ldp enable txrx

set 1ldp med-devtype net-connect
lldp-agent non-tpmr-bridge
set 1lldp enable txrx
lldp-agent customer-bridge
set 1lldp enable txrx

#show 1ldp interface ethl

Agent Mode : Customer-bridge
Enable (tx/rx) : Y/Y
Message fast transmit time : 1
Message transmit interval : 30
Reinitialisation delay : 2
MED Enabled Y
Device Type : Network Connectivity
Traffic statistics
Total frames transmitted : 97
Total entries aged : 1
Total frames received : 92

Total error frames received: 0

Total frames discarded : 0
Total discarded TLVs : 0
Total unrecognised TLVs : 0
Agent Mode : Non-TPMR-bridge
Enable (tx/rx) :Y/Y
Message fast transmit time : 1
Message transmit interval : 30
Reinitialisation delay : 2
MED Enabled : N
Device Type : Network Connectivity
Traffic statistics
Total frames transmitted 89
Total entries aged 0
Total frames received 0
Total error frames received: 0
Total frames discarded 0
Total discarded TLVs 0
Total unrecognised TLVs 0
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Agent Mode : Nearest bridge
Enable (tx/rx) : Y/Y

Message fast transmit time : 1

Message transmit interval : 30
Reinitialisation delay )

MED Enabled : N

Device Type

Traffic statistics

Total frames transmitted
Total entries aged

Total frames received

Total error frames received:
Total frames discarded
Total discarded TLVs

Total unrecognised TLVs

#

O O O O O O w

Switch B

Network Connectivity

config) #interface ethl

Enter interface mode.

config-if) #11ldp-agent

Enter the default agent.

if-1ldp-agent) #set 11ldp enable txrx

Set the admin status of the LLDP agent.

if-1ldp-agent) #exit

Exit agent mode.

config-if)#lldp-agent customer-bridge

Enter the customer-bridge agent.

Set the admin status of the LLDP agent.

if-1ldp-agent) #exit

Exit agent mode.

config-if) #lldp-agent non-tpmr-bridge

Enter the non-tpmr-bridge agent.

if-1ldp-agent) #set 11ldp enable txrx

Set the admin status of the LLDP agent.

if-1ldp-agent) #exit

Exit agent mode.

(
(
(
(
(
(if-11ldp-agent) #set 11ldp enable txrx
(
(
(
(
(

config-if)#set 1lldp med-devtype ep-class3

Enter the med-devtype agent and set the device type to
endpoint class 3.

(config-if) #exit

Exit agent mode.

(config-if) #commit

Commit the candidate configuration to the running
configuration.

Validation
#show running-config 1lldp
|
!
interface ethl
lldp-agent
set 1lldp enable txrx
set 1ldp chassis-id-tlv ip-address
set 1ldp med-devtype ep-class3
lldp-agent non-tpmr-bridge
set 1lldp enable txrx
set 1ldp chassis-id-tlv ip-address
lldp-agent customer-bridge
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set 1lldp enable txrx
set 11ldp chassis-id-tlv ip-address

#show 1ldp interface ethl

Agent Mode : Customer-bridge
Enable (tx/rx) : Y/Y
Message fast transmit time : 1
Message transmit interval : 30
Reinitialisation delay : 2
MED Enabled T Y
Device Type : End Point Class-3
Traffic statistics
Total frames transmitted 11
Total entries aged : 0
Total frames received : 12

Total error frames received: 0

Total frames discarded : 0
Total discarded TLVs H0)
Total unrecognised TLVs : 0
Agent Mode : Non-TPMR-bridge
Enable (tx/rx) :Y/Y
Message fast transmit time : 1
Message transmit interval : 30
Reinitialisation delay : 2
MED Enabled T Y
Device Type : End Point Class-3

Traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total error frames received:
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
Agent Mode : Nearest bridge
Enable (tx/rx) : Y/Y
Message fast transmit time : 1

O O O O O o J

Message transmit interval : 30
Reinitialisation delay : 2
MED Enabled Y
Device Type : End Point Class-3
Traffic statistics
Total frames transmitted
Total entries aged
Total frames received
Total error frames received:
Total frames discarded
Total discarded TLVs

O O O O O
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Total unrecognised TLVs : 0

Global Mode TLV

LLDPv2 TLVs can be configured globally, making it applicable for all interfaces where LLDP is enabled.

Topology
\ Eth Eth1 /
Figure 1-2: LLDP topology
SW1
SWl#configure terminal Enter Configure mode

SW1 (config)#11ldp tlv-select basic-mgmt port- Enable LLDP port description TLV in global mode
description

SW1l (config)#1ldp tlv-select basic-mgmt Enable LLDP system name TLV in global mode

system-name

SW1 (config) #1ldp tlv-select basic-mgmt Enable LLDP system capabilities TLV in global mode

system-capabilities

SW1 (config) #11dp tlv-select basic-mgmt Enable LLDP system description TLV in global mode

system-description

SW1 (config)#1ldp tlv-select basic-mgmt Enable LLDP management address TLV in global mode

management-address

SW1 (config) #interface ethl Enter interface mode

SW1 (config-if) #1ldp-agent Enter LLDP interface mode

SW1l(if-1ldp-agent) #set 1lldp enable txrx Enable LLDP TLV transmit and receive for the nearest bridge

SW1l(if-1ldp-agent) #exit Exit LLDP mode

SW1 (config-if) #commit Commit the candidate configuration to the running
configuration.

SW1 (config-if) #fexit Exit interface mode

SW1 (config) #end Exit the configure mode

SW2

SW2#configure terminal Enter Configure mode

SW2 (config) #11dp tlv-select basic-mgmt port- Enable LLDP port description TLV in global mode
description

SW2 (config) #11ldp tlv-select basic-mgmt Enable LLDP system name TLV in global mode
system—-name

SW2 (config) #11dp tlv-select basic-mgmt Enable LLDP system capabilities TLV in global mode
system-capabilities

SW2 (config) #11dp tlv-select basic-mgmt Enable LLDP system description TLV in global mode
system-description
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SW2 (config) #11ldp tlv-select basic-mgmt
management-address

Enable LLDP management address TLV in global mode

SW2 (config) #interface ethl

Enter interface mode

SW2 (config-if) #1ldp-agent

Enter LLDP interface mode

Enable LLDP TLV transmit and receive for the nearest bridge

SW2 (if-1ldp-agent) #exit

Exit LLDP mode

(
(
SW2 (if-1ldp-agent) #set 1lldp enable txrx
(
(

SW2 (config-if) #commit

Commit the candidate configuration to the running
configuration.

SW2 (config-if) #exit

Exit interface mode

SW2 (config) #end

Exit the configure mode

Validation

SWl#show running-config 11ldp
I

11dp tlv-select basic-mgmt port-description

11dp tlv-select basic-mgmt system-name

11ldp tlv-select basic-mgmt system-capabilities

11ldp tlv-select basic-mgmt system-description
11dp tlv-select basic-mgmt management-address

|
interface ethl
lldp-agent

set 1lldp enable txrx

SWl#show 11dp neighbors

Loc PortID Rem Host Name

Nearest bridge Neighbors

Interface Name : ethl
Mandatory TLVs
Chassis id type MAC address

Port id type MAC address

Time to live : 121
Basic Management TLVs
System Name : SW2

System Description
NOS,1.3.6.241a
Port Description : ethl

Rem Chassis Id

Rem Port Id Agent Mode

cc37.abbb.ed81 Nearest bridge

[cc37.ab56.6d80]
[cc37.abbb.ed81]

Hardware Model:EC AS4610-54, Software version: Oc
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Remote System Capabilities : Bridge

Router
Capabilities Enabled : Router
Management Address : MAC Address [cc37.abbb.ed81]
Interface Number subtype : ifindex
Interface Number 10046
OID Number : 0
802.1 Org specific TLVs
Port vlan id : 0
Port & Protocol vlan id : 0
Remote Configured VLANs : None
Remote Protocols Advertised: None
Remote VID Usage Digest : 0
Remote Management Vlan : 0
Link Aggregation Capability: not capable of being aggregated
Link Aggregation Status : not currently in aggregation

Link Aggregation Port ID
802.3 Org specific TLVs

AutoNego Support : Not-Supported

AutoNego Status : Disabled

AutoNego Capability : 0

Operational MAU Type : 0 [unknown]
Max Frame Size

SW1#

LLDP-MED

LLDP extensions and behavior requirements are described specifically in the areas of network Configuration and
policy, device location (including for Emergency Call Service / E911), Power over Ethernet management, and inventory
management.

Based on the device type, different TLVs are advertised by the Station.

LLDP-MED Network Connectivity Device

LLDP-MED Network Connectivity Devices, as defined in this Standard, provide access to the IEEE 802 based LAN
infrastructure for LLDP-MED Endpoint Devices. An LLDP-MED Network Connectivity Device is a LAN access device
based on any of the following technologies:

*  LAN Switch/Router

+ |EEE 802.1 Bridge

+ |EEE 802.3 Repeater (included for historical reasons)
+ |EEE 802.11 Wireless Access Point

* Any device that supports the IEEE 802.1AB and MED extensions defined by this Standard and can relay IEEE 802
frames via any method.

Configuration Command

set 1ldp med-devtype net-connect

© 2024 IP Infusion Inc. Proprietary 41



Link Layer Discovery Protocol Configuration

LLDP-MED Generic Endpoint (Class I)

The LLDP-MED Generic Endpoint (Class ) definition is applicable to all endpoint products that require the base LLDP
discovery services, however do not support IP media or act as an end-user communication appliance. Such devices
may include (but are not limited to) IP Communication Controllers, other communication related servers, or any device
requiring basic services.

Configuration command:

set 1ldp med-devtype ep-classl

LLDP-MED Generic Endpoint (Class 2)

The LLDP-MED Media Endpoint (Class Il) definition is applicable to all endpoint products that have IP media
capabilities however may or may not be associated with a particular end user. Capabilities include all of the capabilities
defined for the previous Generic Endpoint Class (Class I), and are extended to include aspects related to media
streaming. Example product categories expected to adhere to this class include (but are not limited to) Voice / Media
Gateways, Conference Bridges, Media Servers, and similar

Configuration command:

set 1ldp med-devtype ep-class?2

LLDP-MED Generic Endpoint (Class 3)

The LLDP-MED Communication Endpoint (Class Ill) definition is applicable to all endpoint products that act as end
user communication appliances supporting IP media. Capabilities include all of the capabilities defined for the previous
Generic Endpoint (Class 1) and Media Endpoint (Class Il) classes, and are extended to include aspects related to end
user devices. Example product categories expected to adhere to this class include (but are not limited to) end user
communication appliances, such as IP Phones, PC-based softphones, or other communication appliances that directly
support the end user.

Configuration command:

set 1ldp med-devtype ep-class3

Switch A

#configure terminal Enter configure mode.

(config) #bridge 1 protocol ieee vlan-bridge Configure an |IEEE VLAN-aware bridge.

(config) #vlan database Enter VLAN configure mode.

(config-vlan) #vlan 2 bridge 1 state enable  Configure a VLAN and add it to the bridge.

(config-vlan) #exit Exit the VLAN configuration mode.
(config) #interface ethl Enter interface mode.

(config-if) #switchport Set switching characteristics on the port.
(config-if) #bridge-group 1 Associate the interface to the bridge.
(config-if) #lldp-agent Enter into the default agent
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(if-11ldp-agent) #set 11dp enable txrx

Enable an LLDP agent on the port.

(if-1lldp-agent) #exit

Exit the lldp agent mode

(if-config-if)#lldp-agent customer-bridge

Enter into the customer-bridge agent.

(if-11dp-agent) #set 11dp enable txrx

Enable an LLDP agent on the port.

(if-1lldp-agent) #exit

Exit the lldp agent mode

(config-if) #1lldp-agent non-tpmr-bridge

Enter into the non-tpmr-bridge agent

(if-1ldp-agent) #set 11ldp enable txrx

Enable an LLDP agent on the port.

(if-1ldp-agent) #exit

Exit the lldp agent mode

(config-if) #set 11ldp med-devtype net-
connect

Configure the med device type

(config-if) #exit

Exit interface mode.

(config-if) #commit

Commit the candidate configuration to the running
configuration.

Switch B

fconfigure terminal

Enter configure mode.

config) #bridge 1 protocol ieee vlan-bridge

Configure an IEEE VLAN-aware bridge.

config) #vlan database

Enter VLAN configure mode.

config-vlan)#vlan 2 bridge 1 state enable

Configure a VLAN and add it to the bridge.

config-vlan) ffexit

Exit the VLAN configuration mode.

config) #interface ethl

Enter interface mode.

config-if) #switchport

Set switching characteristics on the port.

config-if) #bridge-group 1

Associate the interface to the bridge.

config-if)#lldp-agent

Enter into the default agent

if-11ldp-agent) #set 1lldp enable txrx

Enable an LLDP agent on the port.

Exit the lldp agent mode

config-if) #1lldp-agent customer-bridge

Enter into the customer-bridge agent

if-11ldp-agent) #set 1lldp enable txrx

Enable an LLDP agent on the port.

if-lldp-agent) #exit

Exit the lldp agent mode

config-if) #1lldp-agent non-tpmr-bridge

Enter into the non-tpmr-bridge agent

if-11ldp-agent) #set 1lldp enable txrx

Enable an LLDP agent on the port.

if-lldp-agent) #exit

Exit the lldp agent mode

config-if) #set 11dp med-devtype ep-class3

Configure the med device type

config-if) #fexit

Exit interface mode.

(
(
(
(
(
(
(
(
(
(if-1ldp-agent) #exit
(
(
(
(
(
(
(
(
(

config-if) #fcommit

Commit the candidate configuration to the running
configuration.
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Validation

1.

Verify the LLDP configurations on Switch A:

#show running-config 1lldp
|
|
interface ethl
lldp-agent
set 1lldp enable txrx

set 1ldp med-devtype net-connect

lldp-agent non-tpmr-bridge
set 1lldp enable txrx
lldp-agent customer-bridge

set 1lldp enable txrx
|

2. Verify the LLDP port statistics on Switch A:

#show 1ldp interface ethl

Agent Mode

Enable (tx/rx)
Message fast transmit time
Message transmit interval
Reinitialisation delay
MED Enabled
Device Type
Traffic statistics
Total frames transmitted
Total entries aged
Total frames received

Total error frames received:

Total frames discarded
Total discarded TLVs
Total unrecognised TLVs

Agent Mode

Enable (tx/rx)
Message fast transmit time
Message transmit interval
Reinitialisation delay
MED Enabled
Device Type
Traffic statistics
Total frames transmitted
Total entries aged
Total frames received

Total error frames received:

Total frames discarded
Total discarded TLVs
Total unrecognised TLVs

Agent Mode

Enable (tx/rx)
Message fast transmit time
Message transmit interval
Reinitialisation delay
MED Enabled

Device Type
Traffic statistics

Customer-bridge

Y/Y

1

30

2

Y

Network Connectivity

11

0

10

0

0

0

0
Non-TPMR-bridge
Y/Y

1

30

2

N

Network Connectivity

OO OO OO J

Nearest bridge

Y/Y

1

30

2

N

Network Connectivity

44
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Total frames transmitted
Total entries aged

Total frames received

Total error frames received:
Total frames discarded
Total discarded TLVs

Total unrecognised TLVs

OO OO OO

#show 1lldp interface ethl non-tpmr-bridge

Agent Mode : Non-TPMR-bridge
Enable (tx/rx) :Y/Y
Message fast transmit time : 5
Message transmit interval : 30
Reinitialisation delay : 2
MED Enabled : N
Device Type : Not Defined

Traffic statistics

Total frames transmitted
Total entries aged

Total frames received

Total error frames received:
Total frames discarded
Total discarded TLVs :
Total unrecognised TLVs : 0

OO OO O BN

3. Verify the LLDP configurations for end device ep-class3 on Switch B:

#show running-config 1lldp
|
interface ethl

set 1ldp med-devtype ep-class3
lldp-agent

set 1lldp enable txrx

11dp tlv med network-policy select
lldp-agent non-TPMR-bridge

set 1lldp enable txrx

11dp tlv med network-policy select
lldp-agent customer-bridge

set 1lldp enable txrx

11dp tlv med network-policy select
|

4. Verify the LLDP port statistics on Switch B:

#show 1lldp interface ethl

Agent Mode : Customer-bridge
Enable (tx/rx) :Y/Y
Message fast transmit time : 1
Message transmit interval : 30
Reinitialisation delay I
MED Enabled Y
Device Type : End Point Class-3
Traffic statistics :
Total frames transmitted 124
Total entries aged : 0
Total frames received : 125
Total error frames received: O
Total frames discarded : 0
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Total discarded TLVs : 0
Total unrecognised TLVs : 0
Agent Mode : Non-TPMR-bridge
Enable (tx/rx) 1 Y/Y
Message fast transmit time : 1
Message transmit interval : 30
Reinitialisation delay H
MED Enabled Y

Device Type : End Point Class-3
Traffic statistics :
Total frames transmitted
Total entries aged
Total frames received
Total error frames received:
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs
Agent Mode : Nearest bridge
Enable (tx/rx) : Y/Y
Message fast transmit time : 1
Message transmit interval : 30
Reinitialisation delay H
MED Enabled Y
Device Type : End Point Class-3
Traffic statistics :
Total frames transmitted
Total entries aged
Total frames received
Total error frames received:
Total frames discarded
Total discarded TLVs
Total unrecognised TLVs

20

oNeoNoNeNeNGN

20

OO O OO o
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cHarTER2 Provider Bridging Configuration

This chapter contains sample provider bridging configurations.

A provider bridged network is a virtual bridged Local Area Network that comprises provider bridges (SVLAN bridges
and provider edge bridges) and attached LANs, under the administrative control of a single service provider. Provider
bridges interconnect the separate MACs of the IEEE 802 LANs that compose a provider bridged network, relaying
frames to provide connectivity between all the LANs that provide customer interfaces for each service instance.

Single Provider Bridge Configuration

Topology

£ ety eth?

Simulated Network Traffic SW1 (PEB)

SW2 (PB)

ethl eth2 ethl

SW3 (PEB) Simulated Network Traffic

Figure 2-3: Single provider bridge configuration

Configuration

SW1 (PEB)

SWl#configure terminal

Enter configuration mode

SW1 (config) #bridge 1 protocol provider-rstp
edge

Create bridge

SW1 (config) #vlan database

Enter VLAN configuration mode

SW1 (config-vlan) #vlan 2 type customer bridge
1 state enable

Create customer vlian VLAN 2

SW1 (config-vlan)#vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW1 (config-vlan) #exit

Exit VLAN configuration mode

SW1 (config) #cvlan registration table mapl
bridge 1

Create cvlan registration table map1

SW1 (config-cvlan-registration) #cvlan 2 svlan
200

Map cvlan2 with svlan 200

SW1 (config-cvlan-registration) #exit

Exit registration table

SW1 (config) #interface ethl

Enter interface configuration mode for eth1

SW1 (config-if) #switchport

Configure switchport

(
(
(
(

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1l (config-if) #switchport mode customer-edge
hybrid

Configure switchport mode customer edge

SW1 (config-if) #switchport customer-edge
access vlan 2

Associate customer vlan2 with interface
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SW1 (config-if) #switchport customer-edge vlan
registration mapl

Attach registration table map1 with interface

SW1 (config-if) #exit

Exit interface mode

Enter interface configuration mode for eth2

SW1 (config-if) #switchport

Make interface as switchport

(

SW1 (config-if)#interface eth?2
(
(

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW1 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW1 (config-if) #commit

Commit the configuration.

SW1 (config-if) #exit

Exit interface configuration mode

SW2 (PB)

SW2#configure terminal

Enter configuration mode

SW2 (config) #bridge 1 protocol provider-rstp

Create provider bridge

SW2 (config) #vlan database

Enter VLAN configuration mode

SW2 (config-vlan) #vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW2 (config-vlan) #exit

Exit VLAN configuration mode

SW2 (config) #interface ethl

Enter interface configuration mode for eth1

Make interface as switchport

(
(
SW2 (config-if) #switchport
SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW2 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW2 (config-if) #exit

Exit interface configuration mode

Enter interface configuration mode for eth2

SW2 (config-if) #switchport

Make interface as switchport

(

SW2 (config-if)#interface eth?2
(
(

SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW2 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW2 (config-if) #commit

Commit the configuration.

SW2 (config-if) #exit

Exit interface configuration mode

SW3 (PEB)

SW3#configure terminal

Enter configuration mode

SW3 (config) #bridge 1 protocol provider-rstp
edge

Create bridge

SW3 (config) #vlan database

Enter VLAN configuration mode

48
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SW3 (config-vlan) #vlan 2 type customer bridge
1 state enable

Create customer vian VLAN 2

SW3 (config-vlan) #vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW3 (config-vlan) #exit

Exit VLAN configuration mode

SW3 (config) #cvlan registration table mapl
bridge 1

Create cvlan registration table map1

SW3 (config-cvlan-registration) #cvlan 2 svlan
200

Map cvlan2 with svlan 200

SW3 (config-cvlan-registration) #exit

Exit registration table

SW3 (config) #interface ethl

Enter interface configuration mode for eth1

Configure switchport

(
(
SW3 (config-if) #switchport
SW3 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW3 (config-if) #witchport mode customer-edge
hybrid

Configure switchport mode customer edge

SW3 (config-if) #switchport customer-edge
access vlan 2

Associate customer vlan2 with interface

SW3 (config-if) #switchport customer-edge vlan
registration mapl

Attach registration table map1 with interface

SW3 (config-if) #fexit

Exit interface mode

SW3 (config-if)#interface eth?2

Enter interface configuration mode for eth2

SW3 (config-if) #switchport

Make interface as switchport

(
(
(
(

SW3 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW3 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW3 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW3 (config-if) #commit

Commit the configuration.

SW3 (config-if) #fexit

Exit interface configuration mode

Validation

SW3#sh br

bridge 1 is running on provider-rstp edge
Ageout time is global and if something is
ffected here also

configured for vxlan then it will be a

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— i i ettt et e
1 200 ethl 0000.0000.0£00 1 300

1 200 eth2 0001.0000.0800 1 300
SWl#sh br

bridge 1 is running on provider-rstp edge

Ageout time is global and if something is configured for vxlan then it will be a

ffected here also

Bridge CVLAN SVLAN BVLAN Port

MAC Address

0000.0000.0£00 1

Time-out
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1 200 ethl 0001.0000.0800

SWl#sh cvlan registration table

Bridge Table Name Port List
1 mapl ethl
CVLAN ID SVLAN ID

2 200

1

300

Two Provider Bridge Configuration

Topology

1X1A-2

SW4 (PEB)

eth3

eth2

SW2 (PB)

IXIA-1
Figure 2-4: Two provider bridge configuration

eth2 / eth2

SW1 (PEB)
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Configuration

SW1 (PEB)

SWl#configure terminal

Enter configuration mode

SW1 (config) #bridge 1 protocol provider-rstp
edge

Create bridge

SW1 (config) #vlan database

Enter VLAN configuration mode

SW1 (config-vlan) #vlan 2 type customer bridge
1 state enable

Create customer vlian VLAN 2

SW1l (config-vlan) #vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW1 (config-vlan) #exit

Exit VLAN configuration mode

SW1 (config) #cvlan registration table mapl
bridge 1

Create cvlan registration table map1

SW1 (config-cvlan-registration) #cvlan 2 svlan
200

Map cvlan2 with svlan 200

SW1 (config-cvlan-registration) #exit

Exit registration table

SW1 (config) #interface ethl

Enter interface configuration mode for eth1

Configure switchport

(
(
SW1 (config-if) #switchport
SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #witchport mode customer-edge
hybrid

Configure switchport mode customer edge

SW1 (config-if) #switchport customer-edge
access vlan 2

Associate customer vlan2 with interface

SW1l (config-if) #switchport customer-edge vlan
registration mapl

Attach registration table map1 with interface

SW1 (config-if) #fexit

Exit interface mode

SW1l (config-if)#interface eth2

Enter interface configuration mode for eth2

SW1 (config-if) #switchport

Make interface as switchport

(
(
(
(

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW1 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW1 (config-if)#interface eth3

Enter interface configuration mode for eth2

Make interface as switchport

(
SW1 (config-if) #switchport
SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW1 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW1 (config-if) #commit

Commit the configuration.

SW1 (config-if) #exit

Exit interface configuration mode
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SW2 (PB)

SW2#configure terminal

Enter configuration mode

SW2 (config) #bridge 1 protocol provider-rstp

Create provider bridge

SW2 (config) #vlan database

Enter VLAN configuration mode

SW2 (config-vlan) #vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW2 (config-vlan) #exit

Exit VLAN configuration mode

SW2 (config) #interface eth3

Enter interface configuration mode for eth1

Make interface as switchport

(
(
SW2 (config-if) #switchport
SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW2 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW2 (config-if) #exit

Exit interface configuration mode

Enter interface configuration mode for eth2

SW2 (config-if) #switchport

Make interface as switchport

(

SW2 (config-if)#interface eth?2
(
(

SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW2 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW2 (config-if) #commit

Commit the configuration.

SW2 (config-if) #exit

Exit interface configuration mode

SW3 (PB)

SW3#configure terminal

Enter configuration mode

SW3 (config) #bridge 1 protocol provider-rstp

Create provider bridge

SW3 (config) #vlan database

Enter VLAN configuration mode

SW3 (config-vlan) #vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW3 (config-vlan) #exit

Exit VLAN configuration mode

SW3 (config) #interface eth3

Enter interface configuration mode for eth1

Make interface as switchport

(
(
SW3 (config-if) #switchport
SW3 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW3 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW3 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW3 (config-if) #exit

Exit interface configuration mode

SW3 (config-if)#interface eth?2

Enter interface configuration mode for eth2

SW3 (config-if) #switchport

Make interface as switchport
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SW3 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW3 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW3 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW3 (config-if) #commit

Commit the configuration.

SW3 (config-if) #exit

Exit interface configuration mode

SW4 (PEB)

SWadf#configure terminal

Enter configuration mode

SW4 (config) #bridge 1 protocol provider-rstp
edge

Create bridge

SW4 (config) #vlan database

Enter VLAN configuration mode

SW4 (config-vlan) #vlan 2 type customer bridge
1 state enable

Create customer vian VLAN 2

SW4 (config-vlan) #vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW4 (config-vlan) #exit

Exit VLAN configuration mode

SW4 (config) #cvlan registration table mapl
bridge 1

Create cvlan registration table map1

SW4 (config-cvlan-registration) #cvlan 2 svlan
200

Map cvlan2 with svlan 200

SW4 (config-cvlan-registration) #exit

Exit registration table

SW4 (config) #interface ethl

Enter interface configuration mode for eth1

Configure switchport

(
(
SW4 (config-if) #switchport
SW4 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW4 (config-if) #witchport mode customer-edge
hybrid

Configure switchport mode customer edge

SW4 (config-if) #switchport customer-edge
access vlan 2

Associate customer vlan2 with interface

SW4 (config-if) #switchport customer-edge vlan
registration mapl

Attach registration table map1 with interface

SW4 (config-if) #fexit

Exit interface mode

SW4 (config-if)#interface eth2

Enter interface configuration mode for eth2

SW4 (config-if) #switchport

Make interface as switchport

(
(
(
(

SW4 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW4 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW4 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW4 (config-if) #interface eth3

Enter interface configuration mode for eth2

Make interface as switchport

(
SW4 (config-if) #switchport
SW4 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW4 (config-if) #switchport mode provider-
network

Configure switchport pnp port
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SW4 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW4 (config-if) #commit

Commit the configuration.

SW4 (config-if) #exit

Exit interface configuration mode

Validation

SW4#sh br

bridge 1 is running on provider-rstp edge

Ageout time is global and if something is configured for vxlan then it will be affected
here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— e T i ettt Tt
1 200 ethl 0000.0000.0a00 1 300

1 200 eth2 0001.0000.0b0O0 1 300
SWl#sh br

bridge 1 is running on provider-rstp edge
Ageout time is global and if something is configured for vxlan then it will be affected
here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— e e S e et e e
1 200 ethl 0000.0000.0b00 1 300
1 200 eth3 0001.0000.0a00 1 300
SWl#sh cvlan registration table
Bridge Table Name Port List
1 mapl ethl
CVLAN ID SVLAN ID
2 200
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Layer 2 Protocol Tunneling (L2PT/L2CP Tunneling)

L2CP tunneling provides support for tunneling Control plane frames between CE nodes.

When control frames received at CEP port of PE bridge, predefined multicast address (01-00-C2-CD-CD-D0) is used

for tunneling the packets across service provider network. If control packets are customer vlan tagged or untagged,
then PE bridge will append corresponding service vlan tag to the control packet as per registration table / vlan

translation table mapped to the port and send it across the service provider as a data packet.

When tunneled control packet with multicast address (01-00-C2-CD-CD-DO0) received on PNP port, the multicast

address is replaced with corresponding control packet multicast address and cvlan/svlan removal or updating is done
as per registration table / vlan translation table.

Topology
Figure 2-5 displays a sample Provider Bridged topology with customer equipment.
V0LAMN 2
WLAM 2 CE-A-1 Host-A-1
Host-A-2 CE-A-2 —
= .- ETH1T |
=TH1  ETH1|
ETH1
8.8.8.5/24
‘-JLAN 3
Host-B-1

ETH1 |
- ETH1,

588 BJ'24
Figure 2-5: Provider Bridging with Customer Equipment Topology

Configuring the L2PT Protocol on the Interface

The following L2PT protocols are supported:

EFM: Ethernet first mile (Link OAM)

ELMI: Ethernet Local Management Interface
LACP: Link Aggregation Control Protocol
LLDP: Link Layer Discovery Protocol

STP: Spanning Tree Protocols
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PB1
PBl#configure terminal Enter Configure mode.
PB1 (config) #interface eth?2 Enter Interface mode
PB1 (config-if) #12protocol stp peer Configure STP protocol as peer
PB1 (config-if) #12protocol elmi tunnel Configure Elmi protocol as tunnel
PB1 (config-if) #12protocol 1lldp tunnel Configure LLDP protocol as tunnel
PB1 (config-if) #12protocol lacp discard Configure LACP protocol as discard
PB1 (config-if) #12protocol efm discard Configure EFM protocol as discard
PB1 (config-if) #commit Commit the configuration.
PB1 (config-if) #fexit Exit of the interface
Validation
PBl#show l2protocol processing interface eth2
Bridge Interface Name Protocol Processing Status
1 eth?2 stp Peer
1 eth? gmrp Peer
1 eth? gvrp Peer
1 eth? mmrp Peer
1 eth? mvrp Peer
1 eth? lacp Discard
1 eth? 11dp Tunnel
1 eth? efm Discard
1 eth? elmi Tunnel
1 eth?2 ptp Peer
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Provider Bridging with VLAN Translation

This is a sample configurations to verify functionality to support provider-bridging feature with extended SVLAN
translation as below:

Double tagged frame sent by CP with an inner This is translated to a different Inner & QOuter
and outer tag Tag or to a different single tagged VLAN

CPs may also send single tagged VLANS

&

This is translated to a different Inner &
Outer VLAM pair or to a different single
VLAN

Topology

pnp

IXIA-1 IXIA-2

Figure 2-6: Provider Bridging with VLAN Traslation Topology
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PEB1

Bridge Configuration

#configure terminal

Enter configure mode.

(config) #bridge 1 protocol provider-rstp edge

Enter Configure bridge type as provider-RSTP edge bridge

(config) #commit

Commit the configuration.

(config) #exit

Exit configure mode.

VLAN Configuration

fconfigure terminal

Enter configure mode.

(config) #vlan database

Enter VLAN database

(config-vlan)# vlan 2-500 type customer
bridge 1 state enable

Configure customer VLANSs on bridge 1

(config-vlan) #vlan 501-1005 type service
point-point bridge 1 state enable

Configure service VLANSs on bridge 1

(config-vlan) #commit

Commit the configuration.

(config-vlan) #end

Exit VLAN database and configure mode.

CVLAN Registration Table Configuration

fconfigure terminal

Enter configure mode.

(
1

config) #cvlan registration table mapl bridge

Configure CVLAN registration table as map1

config-cvlan-registration) #cvlan 2 svlan 6

Map CVLAN to SVLAN

config-cvlan-registration) #cvlan 3 svlan 7

Map CVLAN to SVLAN

Commit the configuration.

( )
( )
(config-cvlan-registration) #commit
( )

config-cvlan-registration) #end

End the CVLAN registration mode

CEP Port Configuration

fconfigure terminal

Enter configure mode.

config) #interface ge3

Enter the interface mode

Configure switchport

(
(config-if) #switchport
(config-if) #bridge-group 1

Attach port to bridge

(config-if) #switchport mode customer-edge
hybrid

Configure port as customer-edge hybrid port

(config-if) #switchport customer-edge hybrid
allowed vlan all

Add all VLANs configured above to this CEP port

(config-if) #switchport customer-edge vlan
registration mapl

Attach the Map1 to CEP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.
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PNP Port Configuration

#configure terminal

Enter configure mode.

config) #interface ge9

Enter the interface mode

config-if) #switchport

Configure switchport

Attach port to bridge

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(
(
(config-if) #bridge-group 1
(
(

config-if) #switchport provider-network
allowed vlan all

Add all VLANs configured above to this PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

PEB2

Bridge Configuration

fconfigure terminal

Enter configure mode.

(config)# bridge 1 protocol provider-rstp
edge

Enter configure bridge type as provider-RSTP edge bridge

(config-if) #commit

Commit the configuration.

(config) #exit

Exit configure mode.

VLAN Configuration

fconfigure terminal

Enter configure mode.

(config) #vlan database

Enter VLAN database

(config-vlan) #vlan 2-500 type customer bridge
1 state enable

Configure customer VLANSs on bridge 1

(config-vlan) #vlan 501-1005 type service
point-point bridge 1 state enable

Configure service VLANs on bridge 1

(config-if) #commit

Commit the configuration.

(config-vlan) #end

Exit VLAN database and configure mode.

CVLAN Registration Table Configuration

#configure terminal

Enter configure mode.

(config) #cvlan registration table mapl bridge
1

Configure CVLAN registration table as map1

config-cvlan-registration) #cvlan 2 svlan 6

Map CVLAN to SVLAN

config-cvlan-registration) #cvlan 3 svlan 7

Map CVLAN to SVLAN

config-cvlan-registration) #commit

Commit the configuration.

( )
( )
( )
( )

config-cvlan-registration) #end

End the CVLAN registration mode
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CEP Port Configuration

#configure terminal

Enter configure mode.

config) #interface ge3

Enter the interface mode

Configure switchport

(
(config-if) #switchport
(config-if) #bridge-group 1

Attach port to bridge

(config-if) #switchport mode customer-edge
hybrid

Configure port as customer-edge hybrid port

(config-if) #switchport customer-edge hybrid
allowed vlan all

Add all VLANs configured above to this CEP port

(config-if) #switchport customer-edge vlan
registration mapl

Attach the Map1 to CEP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

PNP Port Configuration

fconfigure terminal

Enter configure mode.

config) #interface ge9

Enter the interface mode

config-if) #switchport

Configure switchport

Attach port to bridge

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(
(
(config-if) #bridge-group 1
(
(

config-if) #switchport provider-network
allowed vlan all

Add all VLANs configured above to this PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

Translation Cases
Casel-(CS-C'S)

Configuration on PEB2

#configure terminal

Enter configure mode.

(config) #interface ge?9

Enter the interface mode

(config-if) #switchport provider-network vlan
translation cvlan 2 svlan 6 cvlan 3 svlan 7

Translate CVLAN and SVLAN to new CVLAN and new
SVLAN on PNP port

Validation for Case 1

When tagged traffic with CVLAN 2 is sent from IXIA-1 to IXIA-2 with both CTAG and STAG entering provider network
and gets translated to new CVLAN and SVLAN as per Case1.

PEB2#show bridge
Bridge CVLAN SVLAN BVLAN Port MAC Address
————————— o -
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1 1 ge2’
1 6 ge9
1 7 ge?9
1 7 ge9

1402.eclc.3144 1 300
6400.6ale.d%ab 1 300
0000.0500.0400 1 300
6400.6ale.d%ab 1 300

New SVLAN 7 is observed on PEB2 after translation. Also, captured packets on CEP show new CVLAN 3.

When tagged traffic for CVLAN 3 is sent from IXIA-2 to IXIA-1
PEBl#show bridge

Bridge CVLAN SVLAN BVLAN Port
————————— R it e
1 1 ge9
1 6 ge3
1 6 ge9

MAC Address FWD Time-out
e +-———— o +
74e6.e2af.598b 1 300
0000.0500.0400 1 300
0000.0500.0700 1 300

When traffic is reversed and traffic has both new CVLAN 3 and SVLAN 7 on provider network from IXIA-2, translation
to old CVLAN 2 and SVLAN 6 happens. Also, captured packets have CVLAN as 2.

Case2-(CS-9’)
Configuration on PEB2

CVLAN Registration Table Configuration

#configure terminal

Enter configure mode.

(config) #cvlan registration table mapl bridge
1

Configure CVLAN registration table as map1

(config-cvlan-registration) #cvlan 2 svlan 6

Map CVLAN to SVLAN

(config-cvlan-registration) #cvlan 3 svlan 7
untagged-pep

Map CVLAN to SVLAN

(config-cvlan-registration) #commit

Commit the configuration.

(config-cvlan-registration) #end

End the CVLAN registration mode

CEP Port Configuration

#configure terminal

Enter configure mode.

(config) #interface ge3

Enter the interface mode

(config-if) #switchport customer-edge hybrid
vlian 3

Allow access VLAN 3 configured above to this CEP port

(config-if) #switchport customer-edge hybrid
allowed vlan add 2-3

Allow other VLANSs configured to this CEP port

(config-if) #switchport customer-edge vlan
registration mapl

Attach the Map1 to CEP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

PNP Port Configuration

#configure terminal

Enter configure mode.

(config)#interface ge9

Enter the interface mode
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(config-if) #no switchport provider-network
vlan translation cvlan 2 svlan 6

Unconfigure Translation Case1 from PNP port

(config-if) #switchport provider-network vlan
translation cvlan 2 svlan 6 svlan 7

Configure Translation Case2 on PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

Validation for Case 2

When tagged traffic with CVLAN 2 is sent from IXIA-1 to IXIA-2 with both CTAG and STAG entering provider network

and translated to new SVLAN as per Case2.

PEB2#show bridge

Bridge CVLAN SVLAN BVLAN Port
————————— R s A
1 1 ge27
1 7 ge9

MAC Address FWD Time-out
——— e +-———— o +
1402.eclc.3144 1 300
0000.0500.0400 1 300

New SVLAN 7 is observed on PEB2 after translation. At CEP port connected to IXIA-2, untagged traffic should be

received.

When tagged traffic for CVLAN 3 is sent from IXIA-2 to IXIA-1.

PEBl#show bridge

Bridge CVLAN SVLAN BVLAN Port
————————— i e
1 1 ge9
1 6 ge3
1 6 ge?9

MAC Address FWD Time-out
e Rt Fo———- Fom +
74e6.e2af.598b 1 300
0000.0500.0400 1 300
0000.0500.0700 1 300

When traffic is reversed and traffic has both new CVLAN 3 and SVLAN 7 from IXIA-2, translatiom to old CVLAN 2 and

SVLAN 6 happens. Also, captured packets have CVLAN as 2.

Case3-(S-98')
Configuration on PEB1

CVLAN Registration Table Configuration

fconfigure terminal

Enter configure mode.

(config) #cvlan registration table mapl bridge
1

Configure CVLAN registration table as map1

config-cvlan-registration) #cvlan 2 svlan 6

Map CVLAN to SVLAN

config-cvlan-registration) #cvlan 3 svlan 7

Map CVLAN to SVLAN

config-cvlan-registration) #commit

Commit the configuration.

( )
( )
( )
( )

config-cvlan-registration) #end

End the CVLAN registration mode

CEP Port Configuration

#configure terminal

Enter configure mode.

(config) #interface ge3

Enter the interface mode
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(config-if) #switchport customer-edge hybrid
vlan 2

Allow access VLAN 2 configured above to this CEP port

(config-if) #switchport customer-edge hybrid
allowed vlan add 2-3

Allow other VLANSs configured to this CEP port

(config-if) #switchport customer-edge vlan
registration mapl

Attach the Map1 to CEP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

Configuration on PEB2

CEP Port Configuration (should be configured as PNP in this case)

#configure terminal

Enter configure mode.

config) #interface ge3

Enter the interface mode

Configure switchport

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(
(config-if) #switchport
(
(

config-if) #switchport provider-network
allowed vlan all

Add all VLANs configured above to this PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

PNP Port Configuration

fconfigure terminal

Enter configure mode.

(config) #interface ge9

Enter the interface mode

(config-if) #no switchport provider-network
vlan translation cvlan 2 svlan 6

Unconfigure Translation Case2 from PNP port

(config-if) #switchport provider-network wvlan
translation svlan 6 svlan 7

Configure Translation Case3 on PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

Validation for Case 3

When tagged traffic with CVLAN 2 is sent from IXIA-1 to IXIA-2 with only STAG entering provider network and

translation happens to new SVLAN as per Case3.

PEB2#show bridge

Bridge CVLAN SVLAN BVLAN Port
————————— e e e
1 1 ge27

1 6 ge9

1 6 ge9

MAC Address FWD Time-out
i to——- Fomm +
1402.eclc.3144 1 300
0000.0500.0400 1 300
6400.6ale.d9%a5 1 300

New SVLAN 7 is observed on PEB2 At PNP port connected to IXIA-2.
When double tagged traffic of CVLAN 2 and SVLAN 7 is sent from IXIA-2 to IXIA-1:

PEBl#show bridge
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Bridge CVLAN SVLAN BVLAN Port
————————— R e e e e
1 1 ge?9
1 7 ge3
1 6 ge9

MAC Address FWD Time-out
e e b e t-——- tommm +
74e6.e2af.598b 1 300
0000.0500.0400 1 300
0000.0500.0700 1 300

Here we get a tagged traffic of CVALN 2 when the captured at IXIA-1.

Case4-(S-C’'S’)
Configuration on PEB1

CVLAN Registration Table Configuration

fconfigure terminal

Enter configure mode.

(config) #cvlan registration table mapl bridge
1

Configure CVLAN registration table as map1

(config-cvlan-registration) #cvlan 2 svlan 6
untagged-pep

Map CVLAN to SVLAN

(config-cvlan-registration) #cvlan 3 svlan 7

Map CVLAN to SVLAN

(config-cvlan-registration) #commit

Commit the configuration.

(config-cvlan-registration) #end

End the CVLAN registration mode

CEP Port Configuration

fconfigure terminal

Enter configure mode.

(config) #interface ge3

Enter the interface mode

(config-if) #switchport customer-edge hybrid
vlan 2

Allow access VLAN 2 configured above to this CEP port

(config-if) #switchport customer-edge hybrid
allowed vlan add 2-3

Allow other VLANSs configured to this CEP port

(config-if) #switchport customer-edge wvlan
registration mapl

Attach the Map1 to CEP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

Configuration on PEB2

CEP Port Configuration (should be configured as PNP in this case)

fconfigure terminal

Enter configure mode.

config) #interface ge3

Enter the interface mode

config-if) #switchport

Configure switchport

Attach port to bridge

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(

( )

(config-if) #bridge-group 1
( )

(

config-if) #switchport provider-network
allowed vlan all

Add all VLANs configured above to this PNP port
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(config-if) #commit Commit the configuration.

(config-if) #end Exit interface and configure mode.

PNP Port Configuration

#configure terminal Enter configure mode.
(config) #interface ge9 Enter the interface mode
(config-if) #no switchport provider-network Unconfigure Translation Case2 from PNP port

vlan translation svlan 6 svlan 7

(config-if) #switchport provider-network vlan  Configure Translation Case3 on PNP port
translation svlan 6 cvlan 3 svlan 7

(config-if) #commit Commit the configuration.

(config-if) #end Exit interface and configure mode.

Validation for Case 4

When tagged traffic with CVLAN 2 is sent from IXIA-1 to IXIA-2 enters provider network and translation happens to new
CVLAN and new SVLAN as per Case4.

PEB2#show bridge

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— -4 —— 4
1 1 ge27 1402.eclc.3144 1 300
1 6 ge?9 0000.0500.0400 1 300
1 6 ge9 6400.6ale.d9%ab 1 300

When you observe the traffic received in IXIA-2, you can observe that new CVLAN 3 and SVLAN 7 tags can be seen.
Here the VLAN 2 will be a data packet.

When tagged traffic for CVLAN 3 and SVLAN 7 is sent from IXIA-2 to IXIA-1:
PEBl#show bridge

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— i e Tt it e
1 6 ge3 0000.0500.0400 1 300
1 7 ge9 0000.0500.0700 1 300

When you observe, in PEB1 the packets will be dropped at the CEP port since only a single S tagged packets is
obtained in the PNP.

Case5-(C-C’S)
Configuration on PEB1

CVLAN Registration Table Configuration

#configure terminal Enter configure mode.

(config) #cvlan registration table mapl bridge Configure CVLAN registration table as map1
1

(config-cvlan-registration) #cvlan 2 cvlan3 Map CVLAN to C'VLAN and SVLAN
svlan 4

(config-cvlan-registration) #cvlan 5 cvlan 6 Map CVLAN to C'VLAN and SVLAN
svlan 7
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(config-cvlan-registration) #commit

Commit the configuration.

(config-cvlan-registration) #end

End the CVLAN registration mode

CEP Port Configuration

#configure terminal

Enter configure mode.

config) #interface ge3

Enter the interface mode

Configure switchport

(
(config-if) #switchport
(config-if) #bridge-group 1

Attach port to bridge

(config-if) #switchport mode customer-edge
hybrid

Configure port as customer-edge hybrid port

(config-if) #switchport customer-edge hybrid
allowed vlan all

Allow other VLANSs configured to this CEP port

(config-if) #switchport customer-edge wvlan
registration mapl

Attach the Map1 to CEP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

Configuration on PEB2

CEP Port Configuration (should be configured as PNP in this case)

fconfigure terminal

Enter configure mode.

config) #interface ge3

Enter the interface mode

config-if) #switchport

Configure switchport

Attach port to bridge

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(

( )

(config-if) #bridge-group 1
( )

(

config-if) #switchport provider-network
allowed vlan all

Add all VLANs configured above to this PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

PNP Port Configuration

#configure terminal

Enter configure mode.

config) #interface ge9

Enter the interface mode

config-if) #switchport

Configure switchport

Attach port to bridge

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(

( )

(config-if) #bridge-group 1
( )

(

config-if) #switchport provider-network
allowed vlan all

Add all VLANs configured above to this PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.
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Validation for Case 5

When tagged traffic with CVLAN 2 is sent from IXIA-1 to IXIA-2 with both CTAG and STAG entering provider network
and gets translated to new CVLAN and SVLAN as per Case1.

PEB2#show bridge

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— it e Tt it
1 1 ge27 1402.eclc.3144 1 300
1 6 ge?9 0000.0500.0400 1 300
1 6 ge9 6400.6ale.d9%ab 1 300

When the packet is captured at PNP port of PEB2 CVLAN of 3 and SVLAN of 4 is seen.
When tagged traffic for CVLAN 6 and SVLAN 7 is sent from IXIA-2 to IXIA-1:
PEBl#show bridge

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
————————— e T e et At
1 1 ge9 74e6.e2af.598b 1 300
1 4 ge3 0000.0500.0400 1 300
1 7 ge9 0000.0500.0700 1 300

When traffic is reversed and traffic has both new CVLAN 6 and SVLAN 7 on provider network from IXIA-2, translation
to CVLAN 5 and SVLAN 7 happens. Also, captured packets have CVLAN as 2 based on the entry in the cvlan
registration table.

Switchport ethertype
Bridge Configuration (for 0x88a8)
Configuration on PEB1

CVLAN Registration Table Configuration

#configure terminal Enter configure mode.

(config) #cvlan registration table mapl bridge Configure CVLAN registration table as map1
1

config-cvlan-registration) #cvlan 2 svlan 4 Map CVLAN to SVLAN
#cvlan 3 svlan 6 Map CVLAN to SVLAN

( )
( )
(config-cvlan-registration) #commit Commit the configuration.
( )

config-cvlan-registration

config-cvlan-registration) #end End the CVLAN registration mode

Configuration on PEB2
CEP Port Configuration (should be configured as PNP in this case)

CEP Port Configuration

#configure terminal Enter configure mode.
(config) #interface ge3 Enter the interface mode
(config-if) #switchport Configure switchport
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(config-if) #bridge-group 1

Attach port to bridge

(config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(config-if) #switchport provider-network
allowed vlan all

Add all VLANs configured above to this PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

PNP Port Configuration

fconfigure terminal

Enter configure mode.

config) #interface ge9

Enter the interface mode

config-if) #switchport

Configure switchport

Attach port to bridge

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(
(
(config-if) #bridge-group 1
(
(

config-if) #switchport provider-network
allowed vlan all

Add all VLANs configured above to this PNP port

(config-if) #dotlad ethertype 0x88a8

Change the TPID of the SVLAN to 0x88a8

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

Validation for Switchport ethertype
To validate, send tagged traffic of VLAN 2 from IXIA-1.

Now at eth9 of PB2, capture the packets through IXIA-2 and verify that the traffic is received with double tag.
If the 2 tags CVLAN tag 2 will have the TPID of 0x8100 and SVLAN tag 4 will have a TPID of 0x88a8.

Provider Bridging QoS Configuration

This chapter contains sample provider bridging configurations for QoS.
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Scenario: 1 Traffic flow from CEP to PNP

Topology

wed

Figure 2-7: Provider Bridging with QoS Topology

Bridge Configuration

#configure terminal

Enter configure mode.

(config)# bridge 1 protocol provider-rstp
edge

Enter configure bridge type as provider-RSTP edge bridge

(config) #commit

Commit the configuration.

(config) #exit

Exit configure mode.

VLAN Configuration

#configure terminal

Enter configure mode.

(config) #vlan database

Enter VLAN database

(config-vlan) #vlan 2-500 type customer bridge
1 state enable

Configure customer VLANSs on bridge 1

(config-vlan)#vlan 501-1005 type service
point-point bridge 1 state enable

Configure service VLANs on bridge 1

(config-vlan) #commit

Commit the configuration.

(config-vlan) #end

Exit VLAN database and configure mode.

CVLAN Registration Table Configuration

#configure terminal

Enter configure mode.

(config) #cvlan registration table mapl bridge
1

Configure CVLAN registration table as map1

(config-cvlan-registration) #cvlan 2 svlan 501

Map CVLAN to SVLAN

(config-cvlan-registration) #commit

Commit the configuration.

(config-cvlan-registration) #end

End the CVLAN registration mode
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CEP Port Configuration

#configure terminal

Enter configure mode.

config) #interface xe2

Enter the interface mode

Configure switchport

(
(config-if) #switchport
(config-if) #bridge-group 1

Attach port to bridge

(config-if) #switchport mode customer-edge
hybrid

Configure port as customer-edge hybrid port

(config-if) #switchport customer-edge hybrid
allowed vlan all

Add all VLANs configured above to this CEP port

(config-if) #switchport customer-edge vlan
registration mapl

Attach the Map1 to CEP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

PNP Port Configuration

fconfigure terminal

Enter configure mode.

config) #interface xe3

Enter the interface mode

config-if) #switchport

Configure switchport

Attach port to bridge

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(

( )

(config-if) #bridge-group 1
( )

(

config-if) #switchport provider-network
allowed vlan add 501

Add all VLANs configured above to this PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

QoS Configurations

#configure terminal

Enter configure mode.

(config) #hardware-profile filter gos-ext
enable

Enabling Ingress extended QoS group for QoS support with
statistics

(config-if) #gos enable

Enabling QoS

(config-if) #gos statistics

Enabling QoS statistics

(config-if) #qgos
custl

profile cos-to-queue cosg-

Configure QoS map profile

config-ingress-cos-map) #cos 0 queue 1

Configuring the cos value to be mapped to queue

(config-ingress-cos-map) #exit

Exit configure mode.

(config) #gos profile queue-color-to-cos cosg-
servicel

Configuring profile for queue color to cos map

config-egress-cos-map) #queue 1 cos 3

Configuring the queue value to be cos remarked.

config-egress—-cos-map) #exit

Exit configure mode

(
(
(config) #cvlan registration table mapl bridge
1

Enter CVLAN registration mode
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(config-cvlan-registration) #cvlan 2 svlan 501
cos-to-queue cosg-custl

Map CVLAN to SVLAN with QoS map profile. Eg: when
vlan 2 customer traffic with cos 0 value is received, queue
will be assigned to 1 based on mapping.

(config-cvlan-registration) #end

End the CVLAN registration mode

(config) #interface xe3

Enter the interface mode

(config-if) #gos map-profile queue-color-to-
cos cosg-servicel

Map the profile to the PNP port. Eg: when traffic goes out of
queue 1, cos value on service vlan header will be modified
to 3 as remarking is enabled on the interface.

(config-if) #gos remark cos enable

Enabling Cos Remark on the Network Interface.

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

Validation for Scenario 1

#show cvlan registration table mapl

Bridge Table Name Port L
1 mapl xe?2
CVLAN ID T-CVLAN ID SVLAN T
Cos
2 - 501
#show gos-profile interface xe?2
profile name: default
profile type: cos-to-queue (Ingress)
mapping:
e e | —-
INPUT | OUTPUT \
e e | —-
COSs | DETI | Queue | Color |
—————— - - F—————— | —-
0 0 0 green | 0
1 0 1 green | 1
2 0 2 green | 2
3 0 3 green | 3
4 0 4 green | 4
5 0 5 green \ 5
9 0 9 green \ o
7 0 7 green \ 7
profile name: default
profile type: queue-color-to-cos (Egre
Status: Inactive
mapping:
________________ e ———— ‘ —
INPUT | OUTPUT \ INPUT
OUTPUT
________________ e ———— ‘ —
Queue | Color | COS |  Queue | C

ist

Profile Name Egress remark-

cosg-custl No

EFR R R R R
do U WN PO

ss)

olor | Queue | Color |
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——————— Rt e it B
0 green 0 | O yellow 0

1 green 1 | 1 vellow 1

2 green 2 | 2 yellow 2

3 green 3 | 3 yellow 3

4 green 4 | 4 yellow 4

5 green 5 | 5 yellow 5

6 green 6 \ 6 yellow 6

7 green 7 |7 yellow 7

#show gos-profile interface xe3

profile name:

profile type:

default

cos-to-queue (Ingress)

mapping:
——————————————— - |
INPUT | OUTPUT | INPUT |
——————————————— e L e L L L L D i o
COS | DEI | Queue | Color | COS | DEI |
——————— el R B i LD L LR G et L L L LR
0 0 0 green | 0 1
1 0 1 green |1 1
2 0 2 green | 2 1
3 0 3 green |3 1
4 0 4 green | 4 1
5 0 5 green | 5 1
6 0 6 green | 6 1
7 0 7 green | 7 1
profile name: cosg-servicel
profile type: queue-color-to-cos (Egress)
Status: Active
mapping:
———————————————— - ———_
INPUT | OUTPUT | INPUT | OUTPUT
OUTPUT
———————————————— - ———_
Queue | Color | COS | Queue | Color | COS
——————— -t | =
0 green 0 | 0 yellow 0
1 green 3 | 1 yvellow 3
2 green 2 | 2 yvellow 2
3 green 3 | 3 yellow 3
4 green 4 | 4 yellow 4
5 green 5 | 5 vellow 5
6 green 6 | 6 yellow 6
7 green 7 |7 vellow 7

~N o U1l bW NP O

~o ok WP O

~N o Ul W O

red
red
red
red
red
red
red
red

red
red
red
red
red
red
red
red

oUW O

oUW wo
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Scenario: 2 Traffic flow from PNP to CEP

Topology

xeld

Figure 2-8: Provider Bridging with QoS Topology

Bridge Configuration

fconfigure terminal

Enter configure mode.

(config)# bridge 1 protocol provider-rstp
edge

Enter configure bridge type as provider-RSTP edge bridge

(config) #commit

Commit the configuration.

(config) #exit

Exit configure mode.

VLAN Configuration

fconfigure terminal

Enter configure mode.

(config) #vlan database

Enter VLAN database

(config-vlan) #vlan 2-500 type customer bridge
1 state enable

Configure customer VLANSs on bridge 1

(config-vlan) #vlan 501-1005 type service
point-point bridge 1 state enable

Configure service VLANSs on bridge 1

(config-vlan) #commit

Commit the configuration.

(config-vlan) #end

Exit VLAN database and configure mode.

CVLAN Registration Table Configuration

fconfigure terminal

Enter configure mode.

(config) #cvlan registration table mapl bridge
1

Configure CVLAN registration table as map1

(config-cvlan-registration) #commit

Commit the configuration.

(config-cvlan-registration) #end

End the CVLAN registration mode
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CEP Port Configuration

#configure terminal

Enter configure mode.

config) #interface xe2

Enter the interface mode

Configure switchport

(
(config-if) #switchport
(config-if) #bridge-group 1

Attach port to bridge

(config-if) #switchport mode customer-edge
hybrid

Configure port as customer-edge hybrid port

(config-if) #switchport customer-edge hybrid
allowed vlan all

Add all VLANs configured above to this CEP port

(config-if) #switchport customer-edge vlan
registration mapl

Attach the Map1 to CEP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

PNP Port Configuration

fconfigure terminal

Enter configure mode.

config) #interface xe3

Enter the interface mode

config-if) #switchport

Configure switchport

Attach port to bridge

config-if) #switchport mode provider-network

Configure port as Provider Network Port (PNP)

(

( )

(config-if) #bridge-group 1
( )

(

config-if) #switchport provider-network
allowed vlan add 501

Add all VLANs configured above to this PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode.

QoS Configurations

#configure terminal

Enter configure mode.

(config) #hardware-profile filter gos-ext
enable

Enabling Ingress extended QoS group for QoS support with
statistics

(config-if) #gos enable

Enabling QoS

(config-if) #gos statistics

Enabling QoS statistics

(config-if) #qgos
custl

profile cos-to-queue cosg-

Configure QoS map profile

config-ingress-cos-map) #cos 2 queue 5

Configuring the cos value to be mapped to queue. Eg:
when double tagged traffic with cos 2 for outer vlan is
received, queue will be assigned to 5 based on mapping.

config-ingress-cos-map) #exit

Exit configure mode.

(
(config) #cvlan registration table mapl bridge
1

Enter CVLAN registration mode

(config-cvlan-registration) #cvlan 2 svlan 501
remark-cos

Map CVLAN to SVLAN with remark cos enabled. Eg: when
double tagged traffic with cos 2 for outer vian is received,
queue will be assigned to 5 based on mapping and cos
value will be changed to 5 when it goes out of cep port
since remark cos is enabled.
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(config-cvlan-registration) #cvlan 3 svlan 501
remark-cos

Map CVLAN to SVLAN without remark cos. Eg: when
double tagged traffic with cos 2 for outer vlan is received,
and cos value will be forwarded as it is when it goes out of
cep port since remark cos is not enabled for customer2.

config-cvlan-registration) #fend

End the CVLAN registration mode

config) #configure terminal

Enter configure mode

config) #interface xe3

Enter the interface mode

(
(
(
(config—iﬁ)#qos map-profile cos-to-queue
cosg-service

Map the profile to the PNP port

(config-if) #commit

Commit the configuration.

(config-if) #end

Exit interface and configure mode

Validation for Scenario 2

#show cvlan registration table mapl

Bridge Table Name Port List
1 mapl xe?2
CVLAN ID T-CVLAN ID SVLAN ID Profile Name Egress remark-
Cos
2 - 501 N/A Yes
3 - 501 N/A No
#show gos-profile interface xe2
profile name: default
profile type: cos-to-queue (Ingress)
mapping:
——————————————— - | —
INPUT | OUTPUT \ INPUT | OUTPUT
——————————————— - |
COSs | DEI | Queue | Color | COSs | DEI | Queue | Color
——————— el B L P B e e et L D L S I DL it e s
0 0 0 green | 0 1 0 yellow
1 0 1 green | 1 1 1 yellow
2 0 2 green \ 2 1 2 vellow
3 0 3 green | 3 1 3 yvellow
4 0 4 green | 4 1 4 yvellow
5 0 5 green | 5 1 5 yellow
6 0 6 green | 6 1 6 yellow
7 0 7 green |7 1 7 yvellow
profile name: default
profile type: queue-color-to-cos (Egress)
Status: Inactive
mapping:
e tm—————— | ———mmmmm fmm—————— | =———mm e +=——
INPUT | OUTPUT \ INPUT | OUTPUT | INPUT |
OUTPUT
e tm—————— | ———mmmmm fmm—————— | =———mm e +=——
Queue | Color | COS |  Queue | Color | COS |  Queue | Color | COS
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——————— Rt e it B
0 green 0 | O yellow 0

1 green 1 | 1 vellow 1

2 green 2 | 2 yellow 2

3 green 3 | 3 yellow 3

4 green 4 | 4 yellow 4

5 green 5 | 5 yellow 5

6 green 6 \ 6 yellow 6

7 green 7 |7 yellow 7

#show gos-profile interface xe3

profile name:

profile type:

cosg-service

cos-to-queue (Ingress)

mapping:
——————————————— - |
INPUT | OUTPUT | INPUT |
——————————————— e L e L L L L D i o
COS | DEI | Queue | Color | COS | DEI |
——————— el R B i LD L LR G et L L L LR
0 0 0 green | 0 1
1 0 1 green |1 1
2 0 5 green | 2 1
3 0 3 green |3 1
4 0 4 green | 4 1
5 0 5 green | 5 1
6 0 6 green | 6 1
7 0 7 green | 7 1
profile name: default
profile type: queue-color-to-cos (Egress)
Status: Inactive
mapping:
———————————————— - ———_
INPUT | OUTPUT | INPUT | OUTPUT
OUTPUT
———————————————— - ———_
Queue | Color | COS | Queue | Color | COS
——————— -t | =
0 green 0 | 0 yellow 0
1 green 1 | 1 yellow 1
2 green 2 | 2 yvellow 2
3 green 3 | 3 yellow 3
4 green 4 | 4 yellow 4
5 green 5 | 5 vellow 5
6 green 6 | 6 yellow 6
7 green 7 |7 vellow 7

~N o U1k WwWOo O

~o ok WP O

~N o Ul W O

red
red
red
red
red
red
red
red

red
red
red
red
red
red
red
red

oUW O
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Provider Bridging Untagged-pep Configuration

This is a sample configuration to verify functionality to support provider-bridging with untagged-pep feature.

For the below topology configuration,

1.  While sending tagged traffic untagged-pep CVLAN 2, it should drop in provider edge bridge.

2. And while sending tagged traffic CVLAN 3 to the provider network, will egress with CVLAN 3 and SVLAN 12 tag
and the same CVLAN and SVLAN tag from provider network, will egress with only CVLAN tag

3. And also for untagged traffic to the provider network, will egress with SVLAN 11 tag

Topology
f A £ y A
’/ \\ / \\ ,"{ \~
m eth2 eth2 ethl eth2 ethl
IXIA-1 SW1 (PEB) Sw2 (PB) SW2 (PEB) IXIA-2
Figure 2-9: Provider bridging untagged-pep configuration
Configuration
SW1 (PEB)
SWl#configure terminal Enter configuration mode
SW1 (config) #bridge 1 protocol provider-rstp Create bridge
edge
SW1 (config) #vlan database Enter VLAN configuration mode
SW1l (config-vlan) #vlan 2-10 type customer Create customer vlan VLAN 2-10
bridge 1 state enable
SW1 (config-vlan) #vlan 11-15 type service Create service vlan VLAN 11-15
point-point bridge 1 state enable
SW1 (config-vlan) #exit Exit VLAN configuration mode
SW1 (config) #cvlan registration table mapl Create cvlan registration table map1
bridge 1
SW1 (config-cvlan-registration) #cvlan 2 svlan Map cvlan2 with svian 11
11 untagged-pep
SW1 (config-cvlan-registration) #cvlan 3 svlan Map cvlan3 with svlan 12
12
SWl (config-cvlan-registration)#cvlan 4 svlian Map cvlan4 with svian 14
14
SW1 (config-cvlan-registration) fexit Exit registration table
SW1 (config) #interface ethl Enter interface configuration mode for eth1
SW1 (config-if) #switchport Configure switchport
SW1 (config-if) #bridge-group 1 Associate interface with bridge-group 1
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SW1 (config-if) #witchport mode customer-edge
hybrid

Configure switchport mode customer edge

SW1l (config-if) #switchport customer-edge
hybrid vlan 2

Associate customer vlan2 with interface

SW1 (config-if) #switchport customer-edge
hybrid allowed vlan all

Associate all customer vlan with interface

SW1 (config-if) #switchport customer-edge vlan
registration mapl

Attach registration table map1 with interface

SW1 (config-if) #exit

Exit interface mode

Enter interface configuration mode for eth2

SW1 (config-if) #switchport

Make interface as switchport

(

SW1 (config-if)#interface eth?2
(
(

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW1 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW1 (config-if) #commit

Apply the commit

SW1 (config-if) #exit

Exit interface configuration mode

SW1 (config) #end

Exit configuration mode

SW2 (PB)

SW2#configure terminal

Enter configuration mode

SW2 (config) #bridge 1 protocol provider-rstp

Create provider bridge

SW2 (config) #vlan database

Enter VLAN configuration mode

SW2 (config-vlan) # vlan 2-15 type service
point-point bridge 1 state enable

Create service vlan VLAN2-15

SW2 (config-vlan) #exit

Exit VLAN configuration mode

config) #interface ethl

Enter interface configuration mode for eth1

SW2 (config-if) #switchport

Make interface as switchport

(
(
(
(

SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW2 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW2 (config-if) #exit

Exit interface configuration mode

SW2 (config-if)#interface eth?2

Enter interface configuration mode for eth2

Make interface as switchport

(
(
SW2 (config-if) #switchport
SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW2 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW2 (config-if) #commit

Apply the commit
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SW2 (config-if) #exit

Exit interface configuration mode

SW2 (config) #end

Exit configuration mode

SW3 (PEB)

SW3#configure terminal

Enter configuration mode

SW3 (config) #bridge 1 protocol provider-rstp
edge

Create bridge

SW3 (config) #vlan database

Enter VLAN configuration mode

SW3 (config-vlan) #vlan 2-10 type customer
bridge 1 state enable

Create customer vlian VLAN 2-10

SW3 (config-vlan) #vlan 11-15 type service
point-point bridge 1 state enable

Create service vlan VLAN11-15

SW3 (config-vlan) #exit

Exit VLAN configuration mode

SW3 (config) #cvlan registration table mapl
bridge 1

Create cvlan registration table map1

SW3 (config-cvlan-registration) #cvlan 2 svlan
11 untagged-pep

Map cvlan2 with svlan 200

SW3 (config-cvlan-registration) #cvlan 3 svlan
12

Map cvlan3 with svlan 12

SW3 (config-cvlan-registration) #cvlan 4 svlan
14

Map cvlan4 with svlan 14

SW3 (config-cvlan-registration) #exit

Exit registration table

SW3 (config) #interface ethl

Enter interface configuration mode for eth1

SW3 (config-if) #switchport

Configure switchport

(
(
(
(

SW3 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW3 (config-if) #witchport mode customer-edge
hybrid

Configure switchport mode customer edge

SW3 (config-if) #switchport customer-edge
hybrid vlan 2

Associate customer vlan2 with interface

SW3 (config-if) #switchport customer-edge
hybrid allowed vlan all

Associate all customer vlan with interface

SW3 (config-if) #switchport customer-edge vlan
registration mapl

Attach registration table map1 with interface

SW3 (config-if) #fexit

Exit interface mode

config-if)#interface eth?2

Enter interface configuration mode for eth2

SW3 (config-if) #switchport

Make interface as switchport

(
(
(
(

SW3 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW3 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW3 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW3 (config-if) #commit

Apply the commit

SW3 (config-if) #exit

Exit interface configuration mode

SW3 (config) #end

Exit configuration mode
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Validation

SW3#sh bridge
bridge 1 is running on provider-rstp edge

Ageout time is global and if something is configured for vxlan then it will be affected
here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
1 4 14 eth2 0000.0100.0007 1 300
SWl#sh bridge

bridge 1 is running on provider-rstp edge

Ageout time is global and if something is configured for vxlan then it will be affected
here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out
1 14 ethl 0000.0100.0007 1 300

SWl#sh cvlan registration table mapl

Bridge Table Name Port List

1 mapl ethl

CVLAN ID T-CVLAN ID SVLAN ID CCOS SCOS CCFI SCFI
3 - 12

2 - 11

4 - 14
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This chapter contains sample provider bridging configurations for Customer-Network Port (CNP).

A provider bridged network is a virtual bridged Local Area Network that comprises provider bridges (SVLAN bridges
and provider edge bridges) and attached LANs, under the administrative control of a single service provider. Provider
bridges interconnect the separate MACs of the IEEE 802 LANs that compose a provider bridged network, relaying
frames to provide connectivity between all the LANs that provide customer interfaces for each service instance.

Customer-Network Port (CNP)

In Q-in-Q, the customer network port is similar to provider network port, which can be present in provider-edge bridge
(PEB) or provider bridge core (PB), where it can be directly connected to a dedicated customer network. Only SVLAN
ids are configurable on Customer network port and learning and forwarding occurs based on SVLAN.

STAG-based Interface

In this case, the customer will be sending traffic with SVLAN, which will be learned and forwarded via provider network.
In this example, the xe1 interface allows S-TAG 100-200 and 400 traffic from customer.

(config) #interface xel

(config-if) #switchport

(config-if) #dotlad ethertype 0x88a8

(config-if) #bridge-group 1

(config-if) #switchport mode customer-network

(config—-if) #switchport customer-network allowed vlan add 100-200,400

Port-based Interface

In this case, the customer traffic with C-VLAN/untagged, received on interface will be stacked with a customer-network
SVLAN ID and will be forwarded via provider network. While egressing out of customer-network port for the default
SVLAN, the outer SVLAN id will be stripped and the packet will be sent as C-TAG or untagged to customer device.

In this example, the xe1 interface allows C-TAG/untagged traffic from customers, adding an SVLAN ID 100 before
forwarding to the provider network. While egressing out, the SVLAN ID100 will be stripped.

(config) #interface xel

(config-if) #switchport

(config-if) #dotlad ethertype 0x88a8

(config-if) #bridge-group 1

(config-if) #switchport mode customer-network

(config-if) #switchport customer-network allowed vlan add 100
(config-if) #switchport customer-network wvlan 100
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Topology

Simulated Network Traffic SW1 (PEB)

SW2 (PB)

ethl eth? ethl

SW3 (PEB) Simulated Network Traffic

Figure 3-10: Single provider bridge configuration

Configuration

SW1 (PEB)

SWl#configure terminal

Enter configuration mode

SW1 (config) #bridge 1 protocol provider-rstp
edge

Create bridge

SW1 (config) #vlan database

Enter VLAN configuration mode

SW1 (config-vlan) #vlan 100,200 type service
point-point bridge 1 state enable

Create service vlan VLAN 100, 200

SW1 (config-vlan) #exit

Exit VLAN configuration mode

SW1 (config) #interface ethl

Enter interface configuration mode for eth1

Configure switchport

(
(
SW1l (config-if) #switchport
SW1 (config-if) #dotlad ethertype 0x88a8

Add Provider Bridging Service VLAN tag identifier

SW1 (config-if) #switchport mode customer-
network

Configure switchport mode for CNP(customer network port)

SW1 (config-if) #switchport customer-network
allowed vlan add 200

Associate vlan 200 with interface

SW1l (config-if) #switchport customer-network
vlan 200

Add vlan 200 as default SVLAN-ID for traffic with CVLAN/
untagged

SW1 (config-if) #fexit

Exit interface mode

config-if)#interface eth?2

Enter interface configuration mode for eth2

SW1 (config-if) #switchport

Make interface as switchport

(
(
(
(

SW1 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW1 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW1 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW1 (config-if) #commit

Commit the configuration.

SW1 (config-if) #fexit

Exit interface configuration mode
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SW2 (PB)

SW2#configure terminal

Enter configuration mode

SW2 (config) #bridge 1 protocol provider-rstp

Create provider bridge

SW2 (config) #vlan database

Enter VLAN configuration mode

SW2 (config-vlan) #vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW2 (config-vlan) #exit

Exit VLAN configuration mode

SW2 (config) #interface ethl

Enter interface configuration mode for eth1

Make interface as switchport

(
(
SW2 (config-if) #switchport
SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW2 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW2 (config-if) #exit

Exit interface configuration mode

Enter interface configuration mode for eth2

SW2 (config-if) #switchport

Make interface as switchport

(

SW2 (config-if)#interface eth?2
(
(

SW2 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW2 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW2 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW2 (config-if) #commit

Commit the configuration.

SW2 (config-if) #exit

Exit interface configuration mode

SW3 (PEB)

SW3#configure terminal

Enter configuration mode

SW3 (config) #bridge 1 protocol provider-rstp
edge

Create bridge

SW3 (config) #vlan database

Enter VLAN configuration mode

SW3 (config-vlan) #vlan 200 type service
point-point bridge 1 state enable

Create service vlan VLAN200

SW3 (config-vlan) #exit

Exit VLAN configuration mode

SW3 (config) #interface ethl

Enter interface configuration mode for eth1

Configure switchport

SW3 (config-if) #dotlad ethertype 0x88a8

Add Provider Bridging Service VLAN tag identifier

(
(
SW3 (config-if) #switchport
(
(

SW3 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW3 (config-if) #switchport mode customer-
network

Configure switchport CNP port

SW3 (config-if) #switchport customer-network
allowed vlan add 200

Associate vlan 200 with interface

SW3 (config-if) #switchport customer-network
vlian 200

Add vlan 200 as default SVLAN-ID for traffic with CVLAN/

untagged
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SW3 (config-if) #exit

Exit interface mode

SW3 (config-if)#interface eth?2

Enter interface configuration mode for eth2

Make interface as switchport

(
(
SW3 (config-if) #switchport
SW3 (config-if) #bridge-group 1

Associate interface with bridge-group 1

SW3 (config-if) #switchport mode provider-
network

Configure switchport pnp port

SW3 (config-if) #switchport provider-network
allowed vlan all

Associate all svlan to the port

SW3 (config-if) #commit

Commit the configuration.

SW3 (config-if) #exit

Exit interface configuration mode

Validation

SW3#show bridge
bridge 1 is running on provider-rstp edge

Ageout time is global and if something is configured for vxlan then it will be affected

here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD Time-out

————————— i s st it R s &
200 ethl 0000.0000.0£00 1 300
200 eth?2 0001.0000.0800 1 300

SWl#show bridge
bridge 1 is running on provider-rstp edge

Ageout time is global and if something is configured for vxlan then it will be affected

here also

Bridge CVLAN SVLAN BVLAN Port MAC Address FWD  Time-out

————————— s S et s St e T e PP
200 eth2 0000.0000.0£00 1 300
200 ethl 0001.0000.0800 1 300
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cHAPTER4 Spanning Tree Protocol Configuration

This chapter contains a complete sample Spanning Tree Protocol (STP) configuration.

Spanning Tree Protocol (STP) is a network protocol that ensures a loop-free topology for Ethernet networks. The basic
function of STP is to prevent bridge loops. Spanning tree also allows a network design to include redundant links to
provide automatic backup paths if an active link fails, thus, eliminating the need to manually enable or disable the
backup links.

Topology
The following example is a simple multi-bridge topology.
Elridge 1
/. eth3 eths
Bridge 3
etha
Bridge 2
ethd &m
eths
‘\jthc ethd
eth2 .
EIndge 4

Figure 4-11: STP Topology

Note: Run the switchport command on each port to change to Layer-2 mode.

Configurations

Bridge 1

Bridgel#configure terminal Enter configure mode.

Bridgel (config) #bridge 1 protocol ieee Add a bridge (1) to the spanning tree table

Bridgel (config) #interface eth2 Enter interface mode.

Bridgel (config-if) #switchport Configure interface as a layer 2 port.

Bridgel (config-if) #bridge-group 1 Associate the interface with bridge group 1.

Bridgel (config-if) #commit Commit the candidate configuration to the running
configuration.

Bridgel (config-if) #exit Exit interface mode.

Bridgel (config) #interface eth3 Enter interface mode.

Bridgel (config-if) #switchport Configure interface as a layer 2 port.

Bridgel (config-if) #bridge-group 1 Associate the interface with bridge group 1.
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Bridgel (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridgel (config-if) #exit

Exit interface mode.

Bridgel (config) #interface eth4

Enter interface mode.

Configure interface as a layer 2 port.

Bridgel (config-if) #bridge-group 1

Associate the interface with bridge group 1.

(
(
Bridgel (config-if) #switchport
(
(

Bridgel (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridgel (config-if) #exit

Exit interface mode.

Bridgel (config) #interface ethb

Enter interface mode

Configure interface as a layer 2 port.

Bridgel (config-if) #bridge-group 1

Associate the interface with bridge group 1.

(
(
Bridgel (config-if) #switchport
(
(

Bridgel (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridgel (config-if) #exit

Exit interface mode.

Bridge 2

Bridge2#configure terminal

Enter configure mode.

Bridge2 (config) #bridge 2 protocol ieee

Add a bridge (2) to the spanning tree table

Bridge?2 (config) #interface eth2

Enter interface mode.

Configure interface as a layer 2 port.

Bridge2 (config-if) #bridge-group 2

Associate the interface with bridge group 2.

(
(
Bridge2 (config-if) #switchport
(
(

Bridge?2 (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridge?2 (config-if) #exit

Exit interface mode.

Bridge2 (config) #interface eth3

Enter interface mode.

Bridge?2 (config-if) #switchport

Configure interface as a layer 2 port.

Bridge2 (config-if) #bridge-group 2

Associate the interface with bridge group 2.

Exit interface mode.

Bridge2 (config) #interface eth4

Enter interface mode.

Bridge2 (config-if) #switchport

Configure interface as a layer 2 port.

Bridge?2 (config-if) #bridge-group 2

Associate the interface with bridge group 2.

(
(
(
(
Bridge2 (config-if) #exit
(
(
(
(

Bridge2 (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridge?2 (config-if) #exit

Exit interface mode.

Bridge2 (config) #interface ethb

Enter interface mode

Configure interface as a layer 2 port.

Bridge?2 (config-if) #bridge-group 2

Associate the interface with bridge group 2.

(
(
Bridge2 (config-if) #switchport
(
(

Bridge2 (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridge?2 (config-if) #exit

Exit interface mode.
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Bridge 4

Bridged#configure terminal

Enter configure mode.

Bridged (config) #bridge 4 protocol ieee

Add a bridge (4) to the spanning tree table

Bridged (config) #interface eth?

Enter interface mode.

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group 4

Associate the interface with bridge group 4.

(
(
Bridged (config-if) #switchport
(
(

Bridged (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridged (config-if) #exit

Exit interface mode.

Bridged (config) #interface eth3

Enter interface mode.

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group 4

Associate the interface with bridge group 4.

(
(
Bridged (config-if) #switchport
(
(

Bridged (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridged (config-if) #exit

Exit interface mode.

Bridged (config) #interface eth4

Enter interface mode.

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group 4

Associate the interface with bridge group 4.

(
(
Bridged (config-if) #switchport
(
(

Bridged (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridged (config-if) #exit

Exit interface mode.

Bridged (config) #interface ethb

Enter interface mode

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group 4

Associate the interface with bridge group 4.

(
(
Bridged (config-if) #switchport
(
(

Bridged (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridged (config-if) #exit

Exit interface mode.

Bridge 3

Bridge3#configure terminal

Enter configure mode.

Bridge3 (config) #bridge 3 protocol ieee

Add a bridge (3) to the spanning tree table

Bridge3 (config) #interface eth2

Enter interface mode.

Configure interface as a layer 2 port.

Bridge3 (config-if) #bridge-group 3

Associate the interface with bridge group 3.

(
(
Bridge3 (config-if) #switchport
(
(

Bridge3 (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridge3 (config-if) #exit

Exit interface mode.

Enter interface mode.

Bridge3 (config-if) #switchport

Configure interface as a layer 2 port.

(

Bridge3 (config) #interface eth3
(
(

Bridge3 (config-if) #bridge-group 3

Associate the interface with bridge group 3.
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Bridge3 (config-if) #commit Commit the candidate configuration to the running
configuration.

Bridge3 (config-if) #exit Exit interface mode

Validation

Bridge 1

#show spanning-tree
1: Bridge up - Spanning Tree Enabled
Root Path Cost 0 - Priority 32768
Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 - Root port O
Root Id 80005254000be278
Bridge Id 80005254000be278
15 topology changes - last topology change Sat Jul 10 09:44:56 2021
portfast bpdu-filter disabled
portfast bpdu-guard disabled
ethl: Port Number 3 - Ifindex 3 - Port Id 0x8003 - path cost 250 - designated cost 0
ethl: Designated Port Id 0x8003 - state Forwarding -Priority 128
ethl: Designated root 80005254000be278
ethl: Designated Bridge 80005254000be278
ethl: Message Age 0 - Max Age 20
ethl: Hello Time 2 - Forward Delay 15
ethl: Forward Timer 0 - Msg Age Timer O - Hello Timer 0 - topo change timer O

e e

ethl: forward-transitions 1
ethl: Restricted-role OFF
ethl: No portfast configured - Current portfast off

ethl: bpdu-guard default - Current bpdu-guard off
ethl: bpdu-filter default - Current bpdu-filter off
ethl: no root guard configured - Current root guard off

eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - path cost 250 - designated cost 0
eth2: Designated Port Id 0x8004 - state Forwarding -Priority 128

eth2: Designated root 80005254000be278

eth2: Designated Bridge 80005254000be278

eth2: Message Age 0 - Max Age 20

eth2: Hello Time 2 - Forward Delay 15

eth2: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change timer 0

eth2: forward-transitions 1

eth2: Restricted-role OFF

eth2: No portfast configured - Current portfast off

eth2: bpdu-guard default - Current bpdu-guard off
eth2: bpdu-filter default - Current bpdu-filter off
eth2: no root guard configured - Current root guard off

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - path cost 250 - designated cost 0
eth3: Designated Port Id 0x8005 - state Forwarding -Priority 128

eth3: Designated root 80005254000be278

eth3: Designated Bridge 80005254000be278

eth3: Message Age 0 - Max Age 20

0 ® O A O O A O I A A A A O A A A A AN O A A AN AN AN A A A A AN AN AN A A A A A o O A o°

(0]
(0]
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O ® O O O A A A IO A A A A O A A A A AN A A A A A A O O O o° o°

oe  oe

eth3: Hello Time 2 - Forward Delay 15

eth3: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change timer O
eth3: forward-transitions 1

eth3: Restricted-role OFF

eth3: No portfast configured - Current portfast off

eth3: bpdu-guard default - Current bpdu-guard off
eth3: bpdu-filter default - Current bpdu-filter off
eth3: no root guard configured - Current root guard off

ethd4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - path cost 250 - designated cost 0
ethd4: Designated Port Id 0x8006 - state Forwarding -Priority 128

ethd4: Designated root 80005254000be278

eth4: Designated Bridge 80005254000be278

eth4: Message Age 0 - Max Age 20

eth4: Hello Time 2 - Forward Delay 15

eth4: Forward Timer 0 - Msg Age Timer O - Hello Timer 0 - topo change timer O

eth4: forward-transitions 1

eth4: Restricted-role OFF

eth4: No portfast configured - Current portfast off

ethd4: bpdu-guard default - Current bpdu-guard off
eth4: bpdu-filter default - Current bpdu-filter off
eth4: no root guard configured - Current root guard off

Default: Bridge up - Spanning Tree Enabled

Default: Root Path Cost 0 - Root Port 0 - Bridge Priority 32768

Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6
Default: Root Id 8000000000000000

Default: Bridge Id 8000000000000000

Default: last topology change Thu Jan 1 00:00:00 1970

Default: 0 topology change(s) - last topology change Thu Jan 1 00:00:00 1970

Default: portfast bpdu-filter disabled
Default: portfast bpdu-guard disabled

#show spanning-tree interface ethl

0 0 A O O O O A O O O o° o o°

1: Bridge up - Spanning Tree Enabled
Root Path Cost 0 - Priority 32768
Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 - Root port O
Root Id 80005254000be278
Bridge Id 80005254000be278
15 topology changes - last topology change Sat Jul 10 09:44:56 2021
portfast bpdu-filter disabled
portfast bpdu-guard disabled
ethl: Port Number 3 - Ifindex 3 - Port Id 0x8003 - path cost 250 - designated cost 0
ethl: Designated Port Id 0x8003 - state Forwarding -Priority 128
ethl: Designated root 80005254000be278
ethl: Designated Bridge 80005254000be278
ethl: Message Age 0 - Max Age 20
ethl: Hello Time 2 - Forward Delay 15

e e
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o0 o© 0 o0 o° oo oP

ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:

Bridge 2

#show spanning-tree

Forward Timer 0 - Msg Age Timer 0O - Hello Timer 0 - topo change timer O
forward-transitions 1

Restricted-role OFF

No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off
bpdu-filter default - Current bpdu-filter off
no root guard configured - Current root guard off

% 2: Bridge up - Spanning Tree Enabled

% 2: Root Path Cost 250 - Priority 32768

% 2: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 - Root port 3
% 2: Root Id 80005254000be278

% 2: Bridge Id 8000525400b210cd

% 2: 5 topology changes - last topology change Sat Jul 10 09:44:30 2021

% 2: portfast bpdu-filter disabled

% 2: portfast bpdu-guard disabled

% ethl: Port Number 3 - Ifindex 3 - Port Id 0x8003 - path cost 250 - designated cost 0
% ethl: Designated Port Id 0x8003 - state Forwarding -Priority 128

% ethl: Designated root 80005254000be278

% ethl: Designated Bridge 80005254000be278

% ethl: Message Age 0 - Max Age 20

% ethl: Hello Time 2 - Forward Delay 15

% ethl: Forward Timer 0 - Msg Age Timer 18 - Hello Timer 0 - topo change timer O

% ethl: forward-transitions 1

% ethl: Restricted-role OFF

% ethl: No portfast configured - Current portfast off

% ethl: bpdu-guard default - Current bpdu-guard off

% ethl: bpdu-filter default - Current bpdu-filter off

% ethl: no root guard configured - Current root guard off

% eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - path cost 250 - designated cost 0
% eth2: Designated Port Id 0x8004 - state Blocked -Priority 128

% eth2: Designated root 80005254000be278

% eth2: Designated Bridge 80005254000be278

% eth2: Message Age 0 - Max Age 20

% eth2: Hello Time 2 - Forward Delay 15

% eth2: Forward Timer 0 - Msg Age Timer 17 - Hello Timer 0 - topo change timer O

% eth2: forward-transitions 0

% eth2: Restricted-role OFF

% eth2: No portfast configured - Current portfast off

% eth2: bpdu-guard default - Current bpdu-guard off

% eth2: bpdu-filter default - Current bpdu-filter off

% eth2: no root guard configured - Current root guard off

% eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - path cost 250 - designated cost
250

% eth3: Designated Port Id 0x8005 - state Blocked -Priority 128

% eth3: Designated root 80005254000be278

% eth3: Designated Bridge 800052540047dc01
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eth3:
eth3:
eth3:
eth3:
eth3:
eth3:
eth3:
eth3:
eth3:

ethd:

N o® o o© d© d© o© o o° o° oo oP

a1
(@)

ethd:
eth4:
ethd:
eth4:
eth4d:
eth4d:
ethd:
eth4:
eth4:
eth4:
ethd:
ethd:

0 0 A O O O A O AN A A N A A AN A A ° o° o°

o°  oe

Default:
Default:
Default:
Default:
Default:
Default:
Default:

Default:
Default:

Message Age 3 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 13 - Hello Timer 0 - topo change timer O
forward-transitions 1

Restricted-role OFF

No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off
bpdu-filter default - Current bpdu-filter off
no root guard configured - Current root guard off

Port Number 6 - Ifindex 6 - Port Id 0x8006 - path cost 250 - designated cost

Designated Port Id 0x8006 - state Blocked -Priority 128

Designated root 80005254000be278

Designated Bridge 800052540047dc01

Message Age 3 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 13 - Hello Timer 0 - topo change timer O
forward-transitions 1

Restricted-role OFF

No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off
bpdu-filter default - Current bpdu-filter off
no root guard configured - Current root guard off

Bridge up - Spanning Tree Enabled

Root Path Cost 0 - Root Port 0 - Bridge Priority 32768

Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6
Root Id 8000000000000000

Bridge Id 8000000000000000

last topology change Thu Jan 1 00:00:00 1970

0 topology change(s) - last topology change Thu Jan 1 00:00:00 1970

portfast bpdu-filter disabled
portfast bpdu-guard disabled

#show spanning-tree interface ethl

Root

Root

DD DNDDNDDN

ethl:
ethl:
ethl:
ethl:
ethl:

0 ® O O O A A A O O o° oJ° o°

2: Bridge up - Spanning Tree Enabled

Path Cost 250 - Priority 32768

Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 - Root port 3

Id 80005254000be278

Bridge Id 8000525400b210cd

5 topology changes - last topology change Sat Jul 10 09:44:30 2021
portfast bpdu-filter disabled

portfast bpdu-guard disabled

Port Number 3 - Ifindex 3 - Port Id 0x8003 - path cost 250 - designated cost 0
Designated Port Id 0x8003 - state Forwarding -Priority 128

Designated root 80005254000be278

Designated Bridge 80005254000be278

Message Age 0 - Max Age 20
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ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:

0 0 © OO O o° oo oP

Bridge 3

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 17 - Hello Timer 0 - topo change timer O
forward-transitions 1

Restricted-role OFF

No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off
bpdu-filter default - Current bpdu-filter off
no root guard configured - Current root guard off

#sho spanning-tree

3: Bridge up - Spanning Tree Enabled

% 3: Root Path Cost 250 - Priority 32768

% 3: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 - Root port 3
% 3: Root Id 80005254000be278

% 3: Bridge Id 8000525400686eb9

% 3: 2 topology changes - last topology change Sat Jul 10 09:37:36 2021

% 3: portfast bpdu-filter disabled

% 3: portfast bpdu-guard disabled

% ethl: Port Number 3 - Ifindex 3 - Port Id 0x8003 - path cost 250 - designated cost 0
% ethl: Designated Port Id 0x8005 - state Forwarding -Priority 128

% ethl: Designated root 80005254000be278

% ethl: Designated Bridge 80005254000be278

% ethl: Message Age 0 - Max Age 20

% ethl: Hello Time 2 - Forward Delay 15

% ethl: Forward Timer 0 - Msg Age Timer 18 - Hello Timer 0 - topo change timer O
% ethl: forward-transitions 1

% ethl: Restricted-role OFF

% ethl: No portfast configured - Current portfast off

% ethl: bpdu-guard default - Current bpdu-guard off

% ethl: bpdu-filter default - Current bpdu-filter off

% ethl: no root guard configured - Current root guard off

% eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - path cost 250 - designated cost
250

% eth2: Designated Port Id 0x8004 - state Forwarding -Priority 128

% eth2: Designated root 80005254000be278

% eth2: Designated Bridge 8000525400686eb9

% eth2: Message Age 1 - Max Age 20

% eth2: Hello Time 2 - Forward Delay 15

% eth2: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change timer O
% eth2: forward-transitions 1

% eth2: Restricted-role OFF

% eth2: No portfast configured - Current portfast off

% eth2: bpdu-guard default - Current bpdu-guard off

% eth2: bpdu-filter default - Current bpdu-filter off

% eth2: no root guard configured - Current root guard off

% Default: Bridge up - Spanning Tree Enabled - topology change detected

% Default: Root Path Cost 0 - Root Port 0 - Bridge Priority 32768

% Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6
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o° o° oo oP

o°  oP

Default: Root Id 8000000000000000

Default: Bridge Id 8000000000000000

Default: last topology change Sat Jul 10 09:37:04 2021

Default: 1 topology change(s) - last topology change Sat Jul 10 09:37:04 2021

Default: portfast bpdu-filter disabled
Default: portfast bpdu-guard disabled

# show spanning-tree interface ethl

% 3: Bridge up - Spanning Tree Enabled

% 3: Root Path Cost 250 - Priority 32768

% 3: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 - Root port 3
% 3: Root Id 80005254000be278

% 3: Bridge Id 8000525400686eb9

% 3: 2 topology changes - last topology change Sat Jul 10 09:37:36 2021

% 3: portfast bpdu-filter disabled

% 3: portfast bpdu-guard disabled

% ethl: Port Number 3 - Ifindex 3 - Port Id 0x8003 - path cost 250 - designated cost 0
% ethl: Designated Port Id 0x8005 - state Forwarding -Priority 128

% ethl: Designated root 80005254000be278

% ethl: Designated Bridge 80005254000be278

% ethl: Message Age 0 - Max Age 20

% ethl: Hello Time 2 - Forward Delay 15

% ethl: Forward Timer 0 - Msg Age Timer 17 - Hello Timer 0 - topo change timer 0
% ethl: forward-transitions 1

% ethl: Restricted-role OFF

% ethl: No portfast configured - Current portfast off

% ethl: bpdu-guard default - Current bpdu-guard off

% ethl: bpdu-filter default - Current bpdu-filter off

% ethl: no root guard configured - Current root guard off

Bridge 4

#show spanning-tree

0 o A0 A O O A O A A O O A o° o° o°

4:

OB DB DD

Bridge up - Spanning Tree Enabled
Root Path Cost 250 - Priority 32768
Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 - Root port 3
Root Id 80005254000be278
Bridge Id 800052540047dcO1l
4 topology changes - last topology change Sat Jul 10 09:44:56 2021
portfast bpdu-filter disabled
portfast bpdu-guard disabled
ethl: Port Number 3 - Ifindex 3 - Port Id 0x8003 - path cost 250 - designated cost 0
ethl: Designated Port Id 0x8006 - state Forwarding -Priority 128
ethl: Designated root 80005254000be278
ethl: Designated Bridge 80005254000be278
ethl: Message Age 0 - Max Age 20
ethl: Hello Time 2 - Forward Delay 15
ethl: Forward Timer 0O - Msg Age Timer 17 - Hello Timer 0 - topo change timer 0
ethl: forward-transitions 1
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ethl: Restricted-role OFF
ethl: No portfast configured - Current portfast off

ethl: bpdu-guard default - Current bpdu-guard off
ethl: bpdu-filter default - Current bpdu-filter off
ethl: no root guard configured - Current root guard off

eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - path cost 250 - designated cost

N o© o o° o© oo oo oe

(@)
(@)

eth2: Designated Port Id 0x8004 - state Forwarding -Priority 128

eth2: Designated root 80005254000be278

eth2: Designated Bridge 800052540047dc01

eth2: Message Age 1 - Max Age 20

eth2: Hello Time 2 - Forward Delay 15

eth2: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change timer 0
eth2: forward-transitions 1

eth2: Restricted-role OFF

eth2: No portfast configured - Current portfast off

eth2: bpdu-guard default - Current bpdu-guard off
eth2: bpdu-filter default - Current bpdu-filter off
eth2: no root guard configured - Current root guard off

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - path cost 250 - designated cost

N o o® o0 o© o d° o© o o° o© o d° o° o°

(@)
(@)

eth3: Designated Port Id 0x8005 - state Forwarding -Priority 128

eth3: Designated root 80005254000be278

eth3: Designated Bridge 800052540047dc01

eth3: Message Age 1 - Max Age 20

eth3: Hello Time 2 - Forward Delay 15

eth3: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change timer 0
eth3: forward-transitions 1

eth3: Restricted-role OFF

eth3: No portfast configured - Current portfast off

eth3: bpdu-guard default - Current bpdu-guard off
eth3: bpdu-filter default - Current bpdu-filter off
eth3: no root guard configured - Current root guard off

eth4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - path cost 250 - designated cost

N o© o o0 o© ® d° o© o o° o© o d° o° o°

(@)
(@)

ethd4: Designated Port Id 0x8006 - state Forwarding -Priority 128

eth4: Designated root 80005254000be278

eth4: Designated Bridge 800052540047dc01

eth4: Message Age 1 - Max Age 20

eth4: Hello Time 2 - Forward Delay 15

eth4: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change timer O
eth4: forward-transitions 1

eth4: Restricted-role OFF

eth4: No portfast configured - Current portfast off

ethd4: bpdu-guard default - Current bpdu-guard off
eth4: bpdu-filter default - Current bpdu-filter off
eth4: no root guard configured - Current root guard off

0 © A O ° A A o O O o° oJ° o°
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show spanning-tree interface ethl

Bridge up - Spanning Tree Enabled

Root Path Cost 250 - Priority 32768

Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 - Root port 3

Root Id 80005254000be278

Bridge Id 800052540047dc01

4 topology changes - last topology change Sat Jul 10 09:44:56 2021

portfast bpdu-filter disabled

portfast bpdu-guard disabled
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:
ethl:

Port Number 3 - Ifindex 3 - Port Id 0x8003 - path cost 250 - designated cost O
Designated Port Id 0x8006 - state Forwarding -Priority 128

Designated root 80005254000be278

Designated Bridge 80005254000be278

Message Age 0 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 18 - Hello Timer 0 - topo change timer O
forward-transitions 1

Restricted-role OFF

No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off
bpdu-filter default - Current bpdu-filter off
no root guard configured - Current root guard off
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cHarTER5 RSTP Configuration

This chapter contains a complete sample Rapid Spanning Tree Protocol (RSTP) configuration. RSTP provides rapid
convergence of a spanning tree. It speeds up the reconfiguration of the tree after a change by using alternate ports.

Topology

The following example is a simple multi-bridge topology.

Bridge 1

eth3
ethz
f eth3

ethd

"
eths \
‘\jtn

eth2

Bridge 2

H;;\\\\xy
Bridge 3
ethz

5

J

-‘
*

eth3

etni/

ethd

Bridge 4
Figure 5-12: RSTP Topology

Note:

Run the switchport command on each port to change to Layer-2 mode.

Configuration

Bridge 1

Bridgel#configure terminal

Enter configure mode.

Bridgel (config) #bridge 1 protocol rstp

Add a bridge (1) to the rapid spanning tree table

Bridgel (config) #interface eth?

Enter interface mode.

Bridgel (config-if) #switchport

Configure interface as a layer 2 port.

Bridgel (config-if) #bridge-group 1

Associate the interface with bridge group 1.

Bridgel (config-if) #exit

Exit interface mode.

Bridgel (config) #interface eth3

Enter interface mode.

Configure interface as a layer 2 port.

Bridgel (config-if) #bridge-group 1

Associate the interface with bridge group 1.

Bridgel (config-if) #exit

Exit interface mode.

Bridgel (config) #interface ethd

Enter interface mode.

Bridgel (config-if) #switchport

Configure interface as a layer 2 port.

Bridgel (config-if) #bridge-group 1

Associate the interface with bridge group 1.

(
(
(
(
(
(
Bridgel (config-if) #switchport
(
(
(
(
(
(

Bridgel (config-if) #exit

Exit interface mode.
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Bridgel (config) #interface ethb

Enter interface mode

Bridgel (config-if) #switchport

Configure interface as a layer 2 port.

Associate the interface with bridge group 1.

Bridgel (config-if) #commit

Commit the configure on the node.

(
(
Bridgel (config-if) #bridge-group 1
(
(

Bridgel (config-if) #exit

Exit interface mode.

Bridge 2

Bridge2#configure terminal

Enter configure mode.

Bridge2 (config) #bridge 2 protocol rstp

Add a bridge (2) to the rapid spanning tree table

Bridge2 (config) #interface eth2

Enter interface mode.

Bridge?2 (config-if) #switchport

Configure interface as a layer 2 port.

Bridge2 (config-if) #bridge-group 2

Associate the interface with bridge group 2.

Bridge?2 (config-if) #exit

Exit interface mode.

Bridge?2 (config) #interface eth3

Enter interface mode.

Bridge2 (config-if) #switchport

Configure interface as a layer 2 port.

Bridge2 (config-if) #bridge-group 2

Associate the interface with bridge group 2.

Bridge?2 (config-if) #exit

Exit interface mode.

Bridge2 (config) #interface eth4

Enter interface mode.

Bridge2 (config-if) #switchport

Configure interface as a layer 2 port.

Bridge?2 (config-if) #bridge-group 2

Associate the interface with bridge group 2.

Bridge2 (config-if) #exit

Exit interface mode.

Bridge2 (config) #interface ethb

Enter interface mode

Bridge?2 (config-if) #switchport

Configure interface as a layer 2 port.

Bridge2 (config-if) #bridge-group 2

Associate the interface with bridge group 2.

Bridge?2 (config-if) #commit

Commit the configure on the node.

(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(
(

Bridge2 (config-if) #exit

Exit interface mode.

Bridge 3

Bridge3#configure terminal

Enter configure mode.

Bridge3 (config) #bridge 3 protocol rstp

Add a bridge (3) to the rapid spanning tree table

Bridge3 (config) #interface eth2

Enter interface mode.

Bridge3 (config-if) #switchport

Configure interface as a layer 2 port.

Bridge3 (config-if) #bridge-group 3

Associate the interface with bridge group 3.

Bridge3 (config-if) #exit

Exit interface mode.

Enter interface mode.

Bridge3 (config-if) #switchport

Configure interface as a layer 2 port.

Bridge3 (config-if) #bridge-group 3

Associate the interface with bridge group 3.

Bridge3 (config-if) #commit

Commit the configure on the node.

(
(
(
(
(
Bridge3 (config) #interface eth3
(
(
(
(

Bridge3 (config-if) #exit

Exit interface mode.
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Bridge 4

Bridged#configure terminal

Enter configure mode.

Bridged (config) #bridge 4 protocol rstp

Add a bridge (4) to the rapid spanning tree table

Bridged (config) #interface eth?

Enter interface mode.

Bridged (config-if) #switchport

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group 4

Associate the interface with bridge group 4.

Bridged (config-if) #exit

Exit interface mode.

Bridge4 (config) #interface eth3

Enter interface mode.

Bridged (config-if) #switchport

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group 4

Associate the interface with bridge group 4.

Bridged (config-if) #exit

Exit interface mode.

Enter interface mode.

Bridged (config-if) #switchport

Configure interface as a layer 2 port.

Bridge4 (config-if) #bridge-group 4

Associate the interface with bridge group 4.

Bridged (config-if) #exit

Exit interface mode.

Bridged (config) #interface ethb

Enter interface mode

Bridged (config-if) #switchport

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group 4

Associate the interface with bridge group 4.

Bridged (config-if) #commit

Commit the configure on the node.

(
(
(
(
(
(
(
(
(
Bridged (config) #interface eth4
(
(
(
(
(
(
(
(

Bridged (config-if) #exit

Exit interface mode.

Validation

show spanning-tree, show spanning-tree interface <if-name>

Bridge 1

#show spanning-tree

o

1: Bridge up - Spanning Tree Enabled

- topology change detected

% 1: Root Path Cost 200000 - Root Port 6 - Bridge Priority 32768

% 1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6

% 1: Root Id 800052540046£f549

% 1: Bridge Id 80005254009cb7e6

% 1: last topology change Tue Aug 11 02:25:01 2020

% 1: 30 topology change(s) - last topology change Tue Aug 11 02:25:01 2020
1: portfast bpdu-filter disabled

iscarding

eth2: Root 800052540046£549

A° 0 o o o° o° o° TJ o o o

1: portfast bpdu-guard disabled
eth2: Port Number 4 - Ifindex 4

eth2: Designated Path Cost 200000
eth2: Configured Path Cost 200000
eth2: Designated Port Id 0x8004 - Priority 128 -

- Port Id 0x8004 - Role Alternate - State

- Add type Explicit ref count 1

eth2: Designated Bridge 8000525400751db5
eth2: Message Age 1 - Max Age 20
eth2: Hello Time 2 - Forward Delay 15
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eth2: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 0 - topo change
imer O

eth2: forward-transitions 2

eth2: Restricted-role OFF

eth2: Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
eth2: No portfast configured - Current portfast off

eth2: bpdu-guard default - Current bpdu-guard off
eth2: bpdu-filter default - Current bpdu-filter off
eth2: no root guard configured - Current root guard off

eth2: Configured Link Type point-to-point - Current point-to-point
eth2: No auto-edge configured - Current port Auto Edge off

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Alternate - State

iscarding
eth3: Designated Path Cost 200000
eth3: Configured Path Cost 200000 - Add type Explicit ref count 1

eth3: Designated Port Id 0x8005 - Priority 128 -
eth3: Root 800052540046£549

eth3: Designated Bridge 8000525400751db5

eth3: Message Age 1 - Max Age 20

eth3: Hello Time 2 - Forward Delay 15

eth3: Forward Timer 0 - Msg Age Timer 3 - Hello Timer 0 - topo change
imer O

eth3: forward-transitions 3

eth3: Restricted-role OFF

eth3: Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
eth3: No portfast configured - Current portfast off

eth3: bpdu-guard default - Current bpdu-guard off
eth3: bpdu-filter default - Current bpdu-filter off
eth3: no root guard configured - Current root guard off

eth3: Configured Link Type point-to-point - Current point-to-point
eth3: No auto-edge configured - Current port Auto Edge off

eth4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Rootport - State

orwarding
ethd4: Designated Path Cost 0
eth4: Configured Path Cost 200000 - Add type Explicit ref count 1

eth4: Designated Port Id 0x8006 - Priority 128 -
eth4: Root 800052540046£549

eth4: Designated Bridge 800052540046£549

eth4: Message Age 0 - Max Age 20

eth4: Hello Time 2 - Forward Delay 15

eth4: Forward Timer 0 - Msg Age Timer 3 - Hello Timer 0 - topo change
imer O

ethd4: forward-transitions 6

ethd4: Restricted-role OFF

ethd4: Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
eth4: No portfast configured - Current portfast off

eth4: bpdu-guard default - Current bpdu-guard off
ethd4: bpdu-filter default - Current bpdu-filter off
eth4: no root guard configured - Current root guard off

eth4: Configured Link Type point-to-point - Current point-to-point
eth4: No auto-edge configured - Current port Auto Edge off

eth5: Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Alternate - State

AC o Do A o A o A A A AN N A (T A AN AN N A A AN A ] AN A A A N AN AN AN AN AN AN (T AN N A N AN N AN AN TN A A A A AN A N AN O A (T o

iscarding
eth5: Designated Path Cost 200000
eth5: Configured Path Cost 200000 - Add type Explicit ref count 1
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ethb5: Designated Port Id 0x8004 - Priority 128 -

eth5: Root 800052540046£549

ethb5: Designated Bridge 800052540065fd8c

eth5: Message Age 1 - Max Age 20

ethb5: Hello Time 2 - Forward Delay 15

ethb: Forward Timer 0 - Msg Age Timer 3 - Hello Timer 0 - topo change

imer O

ethb5: forward-transitions 4

eth5: Restricted-role OFF

eth5: Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
eth5: No portfast configured - Current portfast off

eth5: bpdu-guard default - Current bpdu-guard off
ethb: bpdu-filter default - Current bpdu-filter off
eth5: no root guard configured - Current root guard off

eth5: Configured Link Type point-to-point - Current point-to-point
eth5: No auto-edge configured - Current port Auto Edge off

Default: Bridge up - Spanning Tree Enabled
Default: Root Path Cost 0 - Root Port 0 - Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count

Default: Root Id 8000000000000000
Default: Bridge Id 8000000000000000
Default: last topology change Thu Jan 1 00:00:00 1970

Default: 0 topology change(s) - last topology change Thu Jan 1 00:00:00
970

% Default: portfast bpdu-filter disabled
% Default: portfast bpdu-guard disabled

Bridge 2

#show spanning-tree

o°

o©°

o©°
NN N

o oe

o\

o

A o A (T A® o Ad° o o° o o o ] o° o° o

2:

N

e
e
e
e
e
e
e

e
e

e
e
e

Bridge up - Spanning Tree Enabled - topology change detected

Root Path Cost 200000 - Root Port 7 - Bridge Priority 32768

Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6
Root Id 800052540046£549

Bridge Id 8000525400751db5

last topology change Tue Aug 11 02:25:00 2020

22 topology change(s) - last topology change Tue Aug 11 02:25:00 2020

portfast bpdu-filter disabled
portfast bpdu-guard disabled
th2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - Role Designated - State

orwarding

th2: Designated Path Cost 200000

th2: Configured Path Cost 200000 - Add type Explicit ref count 1
th2: Designated Port Id 0x8004 - Priority 128 -

th2: Root 800052540046£549

th2: Designated Bridge 8000525400751db5

th2: Message Age 1 - Max Age 20

th2: Hello Time 2 - Forward Delay 15

th2: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change

imer O

th2: forward-transitions 3
th2: Restricted-role OFF
th2: Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
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eth2: No portfast configured - Current portfast off

eth?2: bpdu-guard default - Current bpdu-guard off
eth2: bpdu-filter default - Current bpdu-filter off
eth2: no root guard configured - Current root guard off

eth2: Configured Link Type point-to-point - Current point-to-point
eth2: No auto-edge configured - Current port Auto Edge off

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Designated - State

orwarding
eth3: Designated Path Cost 200000
eth3: Configured Path Cost 200000 - Add type Explicit ref count 1

eth3: Designated Port Id 0x8005 - Priority 128 -
eth3: Root 800052540046£549

eth3: Designated Bridge 8000525400751db5

eth3: Message Age 1 - Max Age 20

eth3: Hello Time 2 - Forward Delay 15

eth3: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
imer O

eth3: forward-transitions 3

eth3: Restricted-role OFF

eth3: Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
eth3: No portfast configured - Current portfast off

eth3: bpdu-guard default - Current bpdu-guard off
eth3: bpdu-filter default - Current bpdu-filter off
eth3: no root guard configured - Current root guard off

eth3: Configured Link Type point-to-point - Current point-to-point
eth3: No auto-edge configured - Current port Auto Edge off

eth4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Alternate - State

iscarding
eth4: Designated Path Cost 0
eth4: Configured Path Cost 200000 - Add type Explicit ref count 1

eth4: Designated Port Id 0x8007 - Priority 128 -
eth4: Root 800052540046£549

eth4: Designated Bridge 800052540046£549

eth4: Message Age 0 - Max Age 20

ethd4: Hello Time 2 - Forward Delay 15

ethd4: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 0 - topo change
imer O

ethd4: forward-transitions 3

eth4: Restricted-role OFF

eth4: Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
eth4: No portfast configured - Current portfast off

eth4: bpdu-guard default - Current bpdu-guard off
ethd4: bpdu-filter default - Current bpdu-filter off
ethd4: no root guard configured - Current root guard off

ethd4: Configured Link Type point-to-point - Current point-to-point
eth4: No auto-edge configured - Current port Auto Edge off

eth5: Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Rootport - State

orwarding
eth5: Designated Path Cost O
eth5: Configured Path Cost 200000 - Add type Explicit ref count 1

ethb5: Designated Port Id 0x8004 - Priority 128 -
eth5: Root 800052540046£549

eth5: Designated Bridge 800052540046f549

ethb: Message Age 0 - Max Age 20

ethb5: Hello Time 2 - Forward Delay 15

0C o A° o A A A ] A O A AN N AN AN AN N AN AN (T AN N AN AN AN AN AN TN N N AN AN A N AN N AN AN (T AN AN AN AN O A N ] A O A O A ° o

102 © 2024 IP Infusion Inc. Proprietary



RSTP Configuration

ethb5:
imer O

ethb:
ethb:
ethb:
ethb:
ethb:
ethb:
ethb:
ethb:
ethb:

00 0 A A A e A AC oA° o° (T oo

o©°

Default:
Default:
Default:

o©°

O o°

o°

Default:
Default:
Default:

Default:
970

o°

o°

= o°

% Default:
% Default:

Bridge 3

#show span
3: Bridg
Root
Forwa
Root
Bridg
last
16 to

o° o° o o° o o°
wwwwww

o°

w

portf

3: portf
eth2:

orwarding

eth?2:
eth?2:
eth?2:
eth2:
eth2:
eth2:
eth2:

eth2:
imer O

eth?2:
eth?2:
eth2:
eth2:
eth2:
eth2:
eth2:
eth2:
eth?2:

A o A A A A AN A AN (T A A A A O A O° A ] A° o° o

Forward Timer 0 - Msg Age Timer 4 - Hello Timer 0 - topo change

forward-transitions 2

Restricted-role OFF

Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off
bpdu-filter default - Current bpdu-filter off
no root guard configured - Current root guard off

Configured Link Type point-to-point - Current point-to-point
No auto-edge configured - Current port Auto Edge off

Bridge up - Spanning Tree Enabled
Root Path Cost 0 - Root Port 0 - Bridge Priority 32768
Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count

Root Id 8000000000000000

Bridge Id 8000000000000000

last topology change Thu Jan 1 00:00:00 1970

0 topology change(s) - last topology change Thu Jan 1 00:00:00

portfast bpdu-filter disabled
portfast bpdu-guard disabled

ning-tree

e up - Spanning Tree Enabled - topology change detected

Path Cost 200000 - Root Port 5 - Bridge Priority 32768

rd Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6

Id 800052540046£549

e Id 800052540065fd8c

topology change Tue Aug 11 02:25:00 2020

pology change(s) - last topology change Tue Aug 11 02:25:00 2020

ast bpdu-filter disabled
ast bpdu-guard disabled
Port Number 4 - Ifindex 4 - Port Id 0x8004 - Role Designated - State

Designated Path Cost 200000

Configured Path Cost 200000 - Add type Explicit ref count 1
Designated Port Id 0x8004 - Priority 128 -

Root 800052540046£549

Designated Bridge 800052540065fd8c

Message Age 1 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change

forward-transitions 2

Restricted-role OFF

Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off
bpdu-filter default - Current bpdu-filter off
no root guard configured - Current root guard off

Configured Link Type point-to-point - Current point-to-point
No auto-edge configured - Current port Auto Edge off
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eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Rootport - State
orwarding

eth3: Designated Path Cost 0

eth3: Configured Path Cost 200000 - Add type Explicit ref count 1
eth3: Designated Port Id 0x8005 - Priority 128 -

eth3: Root 800052540046£549

eth3: Designated Bridge 800052540046£549

eth3: Message Age 0 - Max Age 20

eth3: Hello Time 2 - Forward Delay 15

eth3: Forward Timer 0 - Msg Age Timer 3 - Hello Timer 0 - topo change
imer O

eth3: forward-transitions 2

eth3: Restricted-role OFF

eth3: Version Rapid Spanning Tree Protocol - Receive RSTP - Send RSTP
eth3: No portfast configured - Current portfast off

eth3: bpdu-guard default - Current bpdu-guard off
eth3: bpdu-filter default - Current bpdu-filter off
eth3: no root guard configured - Current root guard off

eth3: Configured Link Type point-to-point - Current point-to-point
eth3: No auto-edge configured - Current port Auto Edge off
Default: Bridge up - Spanning Tree Enabled
Default: Root Path Cost 0 - Root Port 0 - Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count

Default: Root Id 8000000000000000
Default: Bridge Id 8000000000000000
Default: last topology change Thu Jan 1 00:00:00 1970

Default: 0 topology change(s) - last topology change Thu Jan 1 00:00:00
970
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% Default: portfast bpdu-filter disabled
% Default: portfast bpdu-guard disabled

Bridge 4

#show spanning-tree

% 4: Bridge up - Spanning Tree Enabled - topology change detected

% 4: Root Path Cost 0 - Root Port 0 - Bridge Priority 32768

% 4: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6
% 4: Root Id 800052540046£549

% 4: Bridge Id 800052540046£549

% 4: last topology change Tue Aug 11 02:24:58 2020

% 4: 6 topology change(s) - last topology change Tue Aug 11 02:24:58 2020

N

portfast bpdu-filter disabled
4: portfast bpdu-guard disabled

eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - Role Designated - State
orwarding

eth2: Designated Path Cost 0

eth2: Configured Path Cost 200000 - Add type Explicit ref count 1
eth2: Designated Port Id 0x8004 - Priority 128 -

eth2: Root 800052540046£549

eth2: Designated Bridge 800052540046£549

eth2: Message Age 0 - Max Age 20

eth2: Hello Time 2 - Forward Delay 15

eth2: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
imer O

eth?2: forward-transitions 1

A (T oC A o o° o o° o o° ] o o o
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eth?2:
eth?2:
eth?2:
eth2:
eth2:
eth2:
eth?2:
eth2:

eth3:
orwarding

eth3:
eth3:
eth3:
eth3:
eth3:
eth3:
eth3:

eth3:
imer O

eth3:
eth3:
eth3:
eth3:
eth3:
eth3:
eth3:
eth3:
eth3:

ethd:
orwarding

eth4:
eth4:
eth4:
eth4:
eth4:
ethd:
ethd:

eth4:
imer O

eth4:
eth4:
eth4:
eth4:
ethd:
ethd:
ethd:
ethd:
ethd:

ethb:
orwarding

ethb5:
ethb5:
ethb5:
ethb5:
ethb5:

0C o A° o° A ] A O A O A AN AN AN AN AN N (T A A A AN N AN N AN ] AN N AN AN N AN N AN N AN N (T AN N AN AN AN AN O ] N N A O A O A o o

Restricted-role OFF

Version Rapid Spanning Tree Protocol - Receive None - Send RSTP
No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off

bpdu-filter default - Current bpdu-filter off

no root guard configured - Current root guard off
Configured Link Type point-to-point - Current point-to-point

No auto-edge configured - Current port Auto Edge off

Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Designated - State

Designated Path Cost 0

Configured Path Cost 200000 - Add type Explicit ref count 1
Designated Port Id 0x8005 - Priority 128 -

Root 800052540046£549

Designated Bridge 800052540046£549

Message Age 0 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change

forward-transitions 1

Restricted-role OFF

Version Rapid Spanning Tree Protocol - Receive None - Send RSTP
No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off

bpdu-filter default - Current bpdu-filter off

no root guard configured - Current root guard off
Configured Link Type point-to-point - Current point-to-point

No auto-edge configured - Current port Auto Edge off

Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Designated - State

Designated Path Cost 0

Configured Path Cost 200000 - Add type Explicit ref count 1
Designated Port Id 0x8006 - Priority 128 -

Root 800052540046£549

Designated Bridge 800052540046£549

Message Age 0 - Max Age 20

Hello Time 2 - Forward Delay 15

Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change

forward-transitions 1

Restricted-role OFF

Version Rapid Spanning Tree Protocol - Receive None - Send RSTP
No portfast configured - Current portfast off

bpdu-guard default - Current bpdu-guard off

bpdu-filter default - Current bpdu-filter off

no root guard configured - Current root guard off
Configured Link Type point-to-point - Current point-to-point

No auto-edge configured - Current port Auto Edge off

Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Designated - State

Designated Path Cost 0

Configured Path Cost 200000 - Add type Explicit ref count 1
Designated Port Id 0x8007 - Priority 128 -

Root 800052540046£549

Designated Bridge 800052540046£549
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ethb5: Message Age 0 - Max Age 20
ethb5: Hello Time 2 - Forward Delay 15

ethb5: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
imer O

eth5: forward-transitions 1
eth5: Restricted-role OFF

eth5: Version Rapid Spanning Tree Protocol - Receive None - Send RSTP
eth5: No portfast configured - Current portfast off

ethb5: bpdu-guard default - Current bpdu-guard off

ethb5: bpdu-filter default - Current bpdu-filter off

eth5: no root guard configured - Current root guard off

0C o° o° O° A O A O (T o° A o°

eth5: Configured Link Type point-to-point - Current point-to-point
ethb5: No auto-edge configured - Current port Auto Edge off

o o

o

Default: Bridge up - Spanning Tree Enabled
Default: Root Path Cost 0 - Root Port 0 - Bridge Priority 32768
Default: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count

o\

O o°

o°

Default: Root Id 8000000000000000
Default: Bridge Id 8000000000000000
Default: last topology change Thu Jan 1 00:00:00 1970

Default: 0 topology change(s) - last topology change Thu Jan 1 00:00:00
970

o©°

o©°

— o

% Default: portfast bpdu-filter disabled
% Default: portfast bpdu-guard disabled
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cHarTER6  MSTP Configuration

This chapter contains a complete sample Multiple Spanning Tree Protocol (MSTP) configuration. MSTP allows multiple
VLANS to be grouped into one spanning-tree instance. Every MST instance has a spanning-tree that is independent of
other spanning-tree instances providing multiple forwarding paths for data traffic.

Topology

This example gives a simple multi-bridge topology and its configuration.

Bridge 1

/ eth3 eths
ethz
f eth3

thd
Bridge 3
ethz

Bridge 2 etha

eth2

"
eths \
\-eth

eth3

5 eth/
—

Bridge 4

Figure 6-13: MSTP Topology

Note:

Run the switchport command on each port to change to Layer-2 mode.

Configuration

Bridge 1

Bridgel#configure terminal

Enter configure mode.

Bridgel (config) #bridge 1 protocol mstp

Add a bridge (1) to the multiple spanning tree table.

Bridgel (config) #vlan database

Enter the VLAN configuration mode.

Bridgel (config-vlan) #vlan 2 bridge 1 state
enable

Enable the state of VLAN 2 on bridge 1. Specifying an enable
state allows forwarding of frames over VLAN 2 on bridge 1.

Bridgel (config-vlan) #vlan 3 bridge 1 state
enable

Enable the state of VLAN 3 on bridge 1. Specifying an enable
state allows forwarding of frames over VLAN 3 on bridge 1.

Bridgel (config-vlan) #vlan 4 bridge 1 state
enable

Enable the state of VLAN 4 on bridge 1. Specifying an enable
state allows forwarding of frames over VLAN 4 on bridge 1.

Bridgel (config-vlan) #vlan 5 bridge 1 state
enable

Enable the state of VLAN 5 on bridge 1. Specifying an enable
state allows forwarding of frames over VLAN 5 on bridge 1.

Bridgel (config-vlan) #commit

Commit the candidate configuration to the running configuration.

Bridgel (config-vlan) #exit

Exit the VLAN configuration mode.

Bridgel (config) #spanning-tree mst
configuration

Enter the Multiple Spanning Tree
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Bridgel (config-mst) #bridge 1
vlan 2

instance 2

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridgel (config-mst) #bridge 1
vlian 3

instance 3

Create another instance of VLAN. The VLANs must be created
before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridgel (config-mst) #bridge 1
vlan 4

instance 4

Create another instance of VLAN. The VLANs must be created
before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridgel (config-mst) #bridge 1
vlan 5

instance 5

Create another instance of VLAN. The VLANs must be created
before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridgel (config-mst) #commit

Commit the candidate configuration to the running configuration.

Bridgel (config-mst) #exit

Exit MST Configuration mode.

Bridgel (config) #interface eth2

Enter interface mode for eth2

Bridgel (config-if) #switchport

Configure interface as a layer 2 port.

Bridgel (config-if) #bridge-group

Associating the interface to bridge-group 1

(
(
(
(
(
(

Bridgel (config-if) #bridge-group instance Assigning bridge-group 1 to this instance
2

Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
3

Bridgel (config-if) #bridge-group instance Assigning bridge-group 1 to this instance
4

Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
5

Bridgel (config-if) #commit Commit the candidate configuration to the running configuration.
Bridgel (config-if) #exit Exit interface mode.

Bridgel (config) #interface eth3 Enter interface mode for eth3.

Bridgel (config-if) #switchport Configure interface as a layer 2 port.
Bridgel (config-if) #bridge-group Associating the interface to bridge-group 1
Bridgel (config-if) #bridge-group instance Assigning bridge-group 1 to this instance
2

Bridgel (config-if) #bridge-group instance Assigning bridge-group 1 to this instance
3

Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
4

Bridgel (config-if) #bridge-group instance Assigning bridge-group 1 to this instance
5

Bridgel (config-if) #commit Commit the candidate configuration to the running configuration.
Bridgel (config-if) #exit Exit interface mode.

Bridgel (config) #interface eth4 Enter interface mode for eth4.

Bridgel (config-if) #switchport Configure interface as a layer 2 port.
Bridgel (config-if) #bridge-group Associating the interface to bridge-group 1
Bridgel (config-if) #bridge-group instance Assigning bridge-group 1 to this instance

2
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Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
3

Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
4

Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
5

Bridgel (config-if) #commit Commit the candidate configuration to the running configuration.
Bridgel (config-if) #exit Exit interface mode.

Bridgel (config) #interface ethb Enter interface mode for ethb.

Bridgel (config-if) #switchport Configure interface as a layer 2 port.
Bridgel (config-if) #bridge-group 1 Associating the interface to bridge-group 1
Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
2

Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
3

Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance
4

Bridgel (config-if) #bridge-group 1 instance Assigning bridge-group 1 to this instance

5

Bridgel (config-if) #commit

Commit the candidate configuration to the running configuration.

Bridgel (config-if) #exit

Exit interface mode.

Bridge 2

Bridge2#configure terminal

Enter configure mode.

Bridge?2 (config) #bridge 2 protocol mstp

Add a bridge (2) to the multiple spanning

Assign priority to this bridge.

Bridge2 (config) #vlan database

Enter the VLAN configuration mode.

(

Bridge2 (config) #bridge 2 priority 4096
(
(

Bridge2 (config-vlan) #vlan 2 bridge 2 state Enable the state of VLAN 2 on bridge 2. Specifying an enable
enable state allows forwarding of frames over VLAN 2 on bridge 2.
Bridge2 (config-vlan) #vlan 3 bridge 2 state Enable the state of VLAN 3 on bridge 2. Specifying an enable
enable state allows forwarding of frames over VLAN 3 on bridge 2
Bridge2 (config-vlan) #vlan 4 bridge 2 state Enable the state of VLAN 4 on bridge 2. Specifying an enable
enable state allows forwarding of frames over VLAN 4 on bridge 2
Bridge2 (config-vlan) #vlan 5 bridge 2 state Enable the state of VLAN 5 on bridge 2. Specifying an enable

enable

state allows forwarding of frames over VLAN 5 on bridge 2

Bridge2 (config-vlan) #commit

Commit the candidate configuration to the running
configuration.

Bridge2 (config-vlan) #fexit

Exit the VLAN configuration mode.

Bridge2 (config) #spanning-tree mst
configuration

Enter the Multiple Spanning Tree configuration mode

Bridge?2 (config-mst) #bridge 2 instance 2
vlan 2

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MST]). If the
VLAN range is not specified the MSTI will not be created.
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Bridge?2 (config-mst) #bridge 2 instance 3

vlan 3

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MST]). If the
VLAN range is not specified the MSTI will not be created.

Bridge?2 (config-mst) #bridge 2 instance 4

vlan 4

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MST]). If the
VLAN range is not specified the MSTI will not be created.

Bridge2 (config-mst) #bridge 2 instance 5

vlan 5

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MST]). If the
VLAN range is not specified the MSTI will not be created.

Bridge2 (config-mst) #commit

Commit the candidate configuration to the running
configuration.

Bridge?2 (config-mst) #fexit

Exit MST Configuration mode.

Bridge2 (config) #interface eth2

Enter interface mode for eth2

Configure interface as a layer 2 port.

Bridge?2 (config-if) #bridge-group 2

Associating the interface to bridge-group 2

(
(
Bridge2 (config-if) #switchport
(
(

Bridge2 (config-if) #bridge-group 2 instance Assigning bridge-group 2 to this instance

2

Bridge?2 (config-if) #bridge-group 2 instance Assigning bridge-group 2 to this instance

3

Bridge?2 (config-if) #bridge-group 2 instance Assigning bridge-group 2 to this instance

4

Bridge2 (config-if) #bridge-group 2 instance Assigning bridge-group 2 to this instance

5

Bridge2 (config-if) #commit Commit the candidate configuration to the running
configuration.

Bridge?2 (config-if) #exit Exit interface mode.

Bridge2 (config) #interface eth3 Enter interface mode for eth3

Bridge2 (config-if) #switchport Configure interface as a layer 2 port.

Bridge2 (config-if) #bridge-group 2 Associating the interface to bridge-group 2

Bridge?2 (config-if) #bridge-group 2 instance Assigning bridge-group 2 to this instance

2

Bridge2 (config-if) #bridge—-group 2 instance Assigning bridge-group 2 to this instance

3

Bridge2 (config-if) #bridge-group 2 instance Assign bridge-group 2 to this instance and set a port priority in

3 priority 16 order of 16 for it. MSTP uses port priority as a tiebreaker to
determine which port should forward frames for a particular
instance on a LAN, or which port should be the root port for an
instance. A lower value implies better priority.

Bridge?2 (config-if) #bridge-group 2 instance Assigning bridge-group 2 to this instance

4

Bridge2 (config-if) #bridge-group 2 instance Assign bridge-group 2 to this instance and set a port priority in

4 priority 16 order of 16 for it. MSTP uses port priority as a tiebreaker to
determine which port should forward frames for a particular
instance on a LAN, or which port should be the root port for an
instance. A lower value implies better priority

Bridge2 (config-if) #bridge-group 2 instance Assigning bridge-group 2 to this instance

5

Bridge2 (config-if) #commit

Commit the candidate configuration to the running
configuration.
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Bridge?2 (config-if) #exit

Exit interface mode

Bridge2 (config) #interface eth4

Enter interface mode for eth4

Configure interface as a layer 2 port.

Bridge2 (config-if) #bridge-group

Associating the interface to bridge-group 2

(
(
Bridge2 (config-if) #switchport
(
(

Bridge2 (config-if) #bridge-group instance Assigning bridge-group 2 to this instance

2

Bridge2 (config-if) #bridge-group instance Assigning bridge-group 2 to this instance

3

Bridge2 (config-if) #bridge-group instance Assigning bridge-group 2 to this instance

4

Bridge?2 (config-if) #bridge-group instance Assigning bridge-group 2 to this instance

5

Bridge2 (config-if) #commit Commit the candidate configuration to the running
configuration.

Bridge2 (config-if) #exit Exit interface mode.

Bridge2 (config) #interface ethb Enter interface mode for eth5

Bridge2 (config-if) #switchport Configure interface as a layer 2 port.

Bridge2 (config-if) #bridge-group Associating the interface to bridge-group 2

Bridge2 (config-if) #bridge-group instance Assigning bridge-group 2 to this instance

2

Bridge?2 (config-if) #bridge-group instance Assigning bridge-group 2 to this instance

3

Bridge?2 (config-if) #bridge-group instance Assigning bridge-group 2 to this instance

4

Bridge2 (config-if) #bridge-group instance Assigning bridge-group 2 to this instance

5

Bridge2 (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridge2 (config-if) #exit

Exit interface mode.

Bridge 3

Bridge3#configure terminal

Enter configure mode.

Bridge3 (config) #bridge 3 protocol mstp

Add a bridge (3) to the multiple spanning tree table

Bridge3 (config) #vlan database

Enter the VLAN configuration mode.

Bridge3 (config-vlan) #vlan 2 bridge 3 state

enable

Enable the state of VLAN 2 on bridge 3. Specifying an enable
state allows forwarding of frames over VLAN 2 on bridge 3.

Bridge3 (config-vlan) #vlan 3 bridge 3 state

enable

Enable the state of VLAN 3 on bridge 3. Specifying an enable
state allows forwarding of frames over VLAN 3 on bridge 3.

Bridge3 (config-vlan) #vlan 4 bridge 3 state

enable

Enable the state of VLAN 4 on bridge 3. Specifying an enable
state allows forwarding of frames over VLAN 4 on bridge 3.

© 2024 IP Infusion Inc. Proprietary

111



MSTP Configuration

Bridge3 (config-vlan) #vlan 5 bridge 3 state
enable

Enable the state of VLAN 5 on bridge 3. Specifying an enable
state allows forwarding of frames over VLAN 5 on bridge 3.

Bridge3 (config-vlan) #commit

Commit the candidate configuration to the running
configuration.

Bridge3 (config-vlan) #fexit

Exit the VLAN configuration mode.

Bridge3 (config) #spanning-tree mst
configuration

Enter the Multiple Spanning Tree Configuration mode.

Bridge3 (config-mst) #bridge 3 instance 2

vlan 2

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridge3 (config-mst) #bridge 3 instance 3

vlan 3

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridge3 (config-mst) #bridge 3 instance 4

vlan 4

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridge3 (config-mst) #bridge 3 instance 5

vlan 5

Create an instance of VLAN. The VLANs must be created
before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridge3 (config-mst) #commit

Commit the candidate configuration to the running
configuration.

Bridge3 (config-mst) fexit

Exit MST Configuration mode.

Enter interface mode for eth2

Bridge3 (config-if) #switchport

Configure interface as a layer 2 port.

(

Bridge3 (config) #interface eth2
(
(

Bridge3 (config-if) #bridge-group 3

Associating the interface to bridge-group 3

Bridge3 (config-if) #bridge-group 3
instance 2

Assigning bridge-group 3 to this instance

Bridge3 (config-if) #bridge-group 3
instance 3

Assigning bridge-group 3 to this instance

Bridge3 (config-if) #bridge-group 3
instance 4

Assigning bridge-group 3 to this instance

Bridge3 (config-if) #bridge-group 3
instance 5

Assigning bridge-group 3 to this instance

Bridge3 (config-if) #commit

Commit the candidate configuration to the running
configuration.

Bridge3 (config-if) #exit

Exit interface mode.

Bridge3 (config) #interface eth3

Enter interface mode for eth3

Bridge3 (config-if) #switchport

Configure interface as a layer 2 port.

(
(
(
(

Bridge3 (config-if) #bridge-group 3

Associating the interface to bridge-group 3

Bridge3 (config-if) #bridge-group 3
instance 2

Assigning bridge-group 3 to this instance

Bridge3 (config-if) #bridge-group 3
instance 3

Assigning bridge-group 3 to this instance

Bridge3 (config-if) #bridge-group 3
instance 4

Assigning bridge-group 3 to this instance
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Bridge3 (config-if) #bridge-group 3 Assigning bridge-group 3 to this instance

instance 5

Bridge3 (config-if) #commit Commit the candidate configuration to the running
configuration.

Bridge3 (config-if) #exit Exit interface mode.

Bridge 4

Bridged#configure terminal Enter configure mode.

Bridged (config) #bridge 4 protocol mstp Add a bridge (4) to the multiple spanning tree table

Bridged (config) #vlan database Enter the VLAN configuration mode.

Bridged (config-vlan) #vlan 2 bridge 4 state Enable the state of VLAN 2 on bridge 4. Specifying an enable

enable state allows forwarding of frames over VLAN 2 on bridge 4.

Bridge4 (config-vlan) #vlan 3 bridge 4 state Enable the state of VLAN 3 on bridge 4. Specifying an enable

enable state allows forwarding of frames over VLAN 3 on bridge 4.

Bridge4 (config-vlan) #vlan 4 bridge 4 state Enable the state of VLAN 4 on bridge 4. Specifying an enable

enable state allows forwarding of frames over VLAN 4 on bridge 4.

Bridged (config-vlan) #vlan 5 bridge 4 state Enable the state of VLAN 5 on bridge 4. Specifying an enable

enable state allows forwarding of frames over VLAN 5 on bridge 4.

Bridged (config-vlan) #commit Commit the candidate configuration to the running configuration.

Bridged (config-vlan) #fexit Exit the VLAN configuration mode.

Bridged (config) #spanning-tree mst Enter the Multiple Spanning Tree Configuration mode.

configuration

Bridged (config-mst) #bridge 4 instance 2 Create an instance of VLAN. The VLANs must be created

vlan 2 before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridge4 (config-mst) #bridge 4 instance 3 Create an instance of VLAN. The VLANs must be created

vlan 3 before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridged (config-mst) #bridge 4 instance 4 Create an instance of VLAN. The VLANs must be created

vlan 4 before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridged (config-mst) #bridge 4 instance 5 Create an instance of VLAN. The VLANs must be created

vlan 5 before being associating with an MST instance (MSTI). If the
VLAN range is not specified the MSTI will not be created.

Bridged (config-mst) #commit Commit the candidate configuration to the running configuration.

Bridge4 (config-mst) #exit Exit MST Configuration mode.

Bridged (config) #interface eth2 Enter interface mode for eth2

Bridged (config-if) #switchport Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group 4 Associating the interface to bridge-group 4

(

Bridged (config-if) #bridge-group 4 instance Assigning bridge-group 4 to this instance
2

Bridged (config-if) #bridge-group 4 instance Assigning bridge-group 4 to this instance
3

Bridged (config-if) #bridge-group 4 instance Assigning bridge-group 4 to this instance
4

Bridged (config-if) #bridge-group 4 instance Assigning bridge-group 4 to this instance
5
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Bridged (config-if) #commit

Commit the candidate configuration to the running configuration.

Bridged (config-if) #exit

Exit interface mode.

Bridge4 (config) #interface eth3

Enter interface mode for eth3

Bridged (config-if) #switchport

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group

4

Associating the interface to bridge-group 4

(
(
(
(
(
(

Bridged (config-if) #bridge-group
2

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
3

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
4

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
5

4 instance

Assigning bridge-group 4 to this instance

Bridge4 (config-if) #commit

Commit the candidate configuration to the running configuration.

Bridged (config-if) #exit

Exit interface mode.

Bridged (config) #interface ethd

Enter interface mode for eth4

Bridged (config-if) #switchport

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group

4

Associating the interface to bridge-group 4

(
(
(
(
(
(

Bridged (config-if) #bridge-group
2

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
3

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
4

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
5

4 instance

Assigning bridge-group 4 to this instance

Bridge4 (config-if) #commit

Commit the candidate configuration to the running configuration.

Bridged (config-if) #exit

Exit interface mode.

Bridge4 (config) #interface ethb

Enter interface mode for eth5

Bridged (config-if) #switchport

Configure interface as a layer 2 port.

Bridged (config-if) #bridge-group

4

Associating the interface to bridge-group 4

(
(
(
(
(
(

Bridged (config-if) #bridge-group
2

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
3

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
4

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #bridge-group
5

4 instance

Assigning bridge-group 4 to this instance

Bridged (config-if) #commit

Commit the candidate configuration to the running configuration.

Bridged (config-if) #exit

Exit interface mode.

Validation

show spanning-tree, show spanning-tree mst detail

# show spanning-tree mst detail

114
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% 1: Bridge up - Spanning Tree Enabled - topology change detected

% 1: CIST Root Path Cost 0 - CIST Root Port 4 - CIST Bridge Priority 32768
% 1l: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

% 1: CIST Root Id 1000525400751db5

% 1: CIST Reg Root Id 1000525400751db5

% 1: CIST Bridge Id 80005254009cb7e6

% 1: 32 topology change(s) - last topology change Mon Aug 17 10:45:25 2020

1: portfast bpdu-filter disabled
1: portfast bpdu-guard disabled

eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - Role Rootport - State
orwarding

eth2: Designated External Path Cost 0 -Internal Path Cost 200000
eth2: Configured Path Cost 200000 - Add type Explicit ref count 5
eth2: Designated Port Id 0x8004 - CIST Priority 128 -

eth2: CIST Root 1000525400751db5

eth2: Regional Root 1000525400751db5

eth2: Designated Bridge 1000525400751db5

eth2: Message Age 0 - Max Age 20

eth2: CIST Hello Time 2 - Forward Delay 15

eth2: CIST Forward Timer 0 - Msg Age Timer 5 - Hello Timer 0 - topo change
imer O

eth2: forward-transitions 1

eth2: Restricted-role OFF

eth2: Version Multiple Spanning Tree Protocol - Receive MSTP - Send MSTP
eth2: No portfast configured - Current portfast off

eth2: bpdu-guard default - Current bpdu-guard off
eth2: bpdu-filter default - Current bpdu-filter off
eth2: no root guard configured - Current root guard off

eth2: Configured Link Type point-to-point - Current point-to-point
eth2: No auto-edge configured - Current port Auto Edge off

eth3: Port Number 5 - Ifindex 5 - Port Id O0x8005 - Role Alternate - State
iscarding

eth3: Designated External Path Cost 0 -Internal Path Cost 200000

eth3: Configured Path Cost 200000 - Add type Explicit ref count 5

eth3: Designated Port Id 0x8005 - CIST Priority 128 -

eth3: CIST Root 1000525400751db5

eth3: Regional Root 1000525400751db5

eth3: Designated Bridge 1000525400751db5

eth3: Message Age 0 - Max Age 20

eth3: CIST Hello Time 2 - Forward Delay 15

eth3: CIST Forward Timer 0 - Msg Age Timer 5 - Hello Timer 0 - topo change
imer O

eth3: forward-transitions 2

eth3: Restricted-role OFF

eth3: Version Multiple Spanning Tree Protocol - Receive MSTP - Send MSTP
eth3: No portfast configured - Current portfast off

eth3: bpdu-guard default - Current bpdu-guard off
eth3: bpdu-filter default - Current bpdu-filter off
eth3: no root guard configured - Current root guard off

eth3: Configured Link Type point-to-point - Current point-to-point
eth3: No auto-edge configured - Current port Auto Edge off

ethd4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Alternate - State
iscarding
eth4: Designated External Path Cost 0 -Internal Path Cost 200000

A° T o A o A o o o A A A (T o A A N A o A o T A A A A A A A A A A (T A o A A A o A° o o ] d° o° o
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ethd4: Configured Path Cost 200000 - Add type Explicit ref count 5
eth4: Designated Port Id 0x8006 - CIST Priority 128 -

eth4: CIST Root 1000525400751db5

eth4: Regional Root 1000525400751db5

ethd4: Designated Bridge 800052540046f549

eth4: Message Age 0 - Max Age 20

eth4: CIST Hello Time 2 - Forward Delay 15

eth4: CIST Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1 - topo change
imer O

ethd4: forward-transitions 3

ethd4: Restricted-role OFF

ethd4: Version Multiple Spanning Tree Protocol - Receive MSTP - Send MSTP
ethd4: No portfast configured - Current portfast off

eth4: bpdu-guard default - Current bpdu-guard off
eth4: bpdu-filter default - Current bpdu-filter off
eth4: no root guard configured - Current root guard off

eth4: Configured Link Type point-to-point - Current point-to-point
eth4: No auto-edge configured - Current port Auto Edge off

eth5: Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Designated - State
orwarding

eth5: Designated External Path Cost 0 -Internal Path Cost 200000
ethb: Configured Path Cost 200000 - Add type Explicit ref count 5
eth5: Designated Port Id 0x8007 - CIST Priority 128 -

eth5: CIST Root 1000525400751db5

eth5: Regional Root 1000525400751db5

ethb: Designated Bridge 80005254009cb7e6

eth5: Message Age 0 - Max Age 20

ethb: CIST Hello Time 2 - Forward Delay 15

ethb5: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1 - topo change
imer O

ethb: forward-transitions 4

ethb: Restricted-role OFF

eth5: Version Multiple Spanning Tree Protocol - Receive MSTP - Send MSTP
eth5: No portfast configured - Current portfast off

eth5: bpdu-guard default - Current bpdu-guard off
ethb: bpdu-filter default - Current bpdu-filter off
eth5: no root guard configured - Current root guard off

eth5: Configured Link Type point-to-point - Current point-to-point
ethb5: No auto-edge configured - Current port Auto Edge off

0C 0 A° o A A A A AN AN (T AN AN AN AN AN N AN N AN T A N AN A AN N AN AN N AN AN (T A O A O A o° o

o°

Instance 2: Vlans: 2

1: MSTI Root Path Cost 200000 -MSTI Root Port 6 - MSTI Bridge Priority 32768
1: MSTI Root Id 800252540046£549
1: MSTI Bridge Id 80025254009cb7e6
eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - Role Alternate - State
iscarding
eth2: Designated Internal Path Cost 200000 - Designated Port Id 0x8004
eth2: Configured Internal Path Cost 200000
eth2: Configured CST External Path cost 200000
eth2: CST Priority 128 - MSTI Priority 128
eth2: Designated Root 800252540046£f549
eth2: Designated Bridge 80025254009cb7e6
eth2: Message Age 0
eth2: Hello Time 2 - Forward Delay 15

A0 A A A A A ° o° [T o° o o
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o°

eth2: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Alternate - State
iscarding

eth3: Designated Internal Path Cost 200000 - Designated Port Id 0x8005
eth3: Configured Internal Path Cost 200000

eth3: Configured CST External Path cost 200000

eth3: CST Priority 128 - MSTI Priority 128

eth3: Designated Root 800252540046f549

eth3: Designated Bridge 80025254009cb7e6

eth3: Message Age 0

eth3: Hello Time 2 - Forward Delay 15

eth3: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

o° 0 0° o° o° O° O° o° o° T e

eth4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Rootport - State
orwarding

eth4: Designated Internal Path Cost 0 - Designated Port Id 0x8006
eth4: Configured Internal Path Cost 200000

eth4: Configured CST External Path cost 200000

ethd4: CST Priority 128 - MSTI Priority 128

ethd4: Designated Root 800252540046£f549

eth4: Designated Bridge 80025254009cb7e6

ethd4: Message Age O

eth4: Hello Time 2 - Forward Delay 15

eth4: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

o A o o° o° o° o° o° o ] o

ethb: Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Alternate - State
iscarding

ethb: Designated Internal Path Cost 200000 - Designated Port Id 0x8004

ethb5: Configured Internal Path Cost 200000

eth5: Configured CST External Path cost 200000

eth5: CST Priority 128 - MSTI Priority 128

eth5: Designated Root 800252540046£f549

eth5: Designated Bridge 80025254009cb7e6

eth5: Message Age 0

ethb5: Hello Time 2 - Forward Delay 15

ethb: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

AC A A A A° A° o° o° o° T o

Instance 3: Vlans: 3

o°

1: MSTI Root Path Cost 200000 -MSTI Root Port 6 - MSTI Bridge Priority 32768
1: MSTI Root Id 800352540046£549
1: MSTI Bridge Id 80035254009cb7e6
eth2: Port Number 4 - Ifindex 4 - Port Id O0x8004 - Role Alternate - State
iscarding
eth2: Designated Internal Path Cost 200000 - Designated Port Id 0x8004
eth2: Configured Internal Path Cost 200000
eth2: Configured CST External Path cost 200000
eth2: CST Priority 128 - MSTI Priority 128
eth2: Designated Root 800352540046f549
eth2: Designated Bridge 80035254009cb7e6
eth2: Message Age 0
eth2: Hello Time 2 - Forward Delay 15
eth2: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

AC o A A A A O A O T A o° o

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Alternate - State
iscarding

T oe
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o°

eth3: Designated Internal Path Cost 200000 - Designated Port Id 0x1005
eth3: Configured Internal Path Cost 200000

eth3: Configured CST External Path cost 200000

eth3: CST Priority 128 - MSTI Priority 128

eth3: Designated Root 800352540046f549

eth3: Designated Bridge 80035254009cb7e6

eth3: Message Age 0

eth3: Hello Time 2 - Forward Delay 15

eth3: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

0° o o° o° o o° o°

o

eth4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Rootport - State
orwarding

eth4: Designated Internal Path Cost 0 - Designated Port Id 0x8006
ethd4: Configured Internal Path Cost 200000

eth4: Configured CST External Path cost 200000

eth4: CST Priority 128 - MSTI Priority 128

eth4: Designated Root 800352540046£f549

eth4: Designated Bridge 80035254009cb7e6

eth4: Message Age 0

ethd4: Hello Time 2 - Forward Delay 15

ethd4: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

A A A A AC A° o° o° o Frf oo

ethb5: Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Alternate - State
iscarding

eth5: Designated Internal Path Cost 200000 - Designated Port Id 0x8004

eth5: Configured Internal Path Cost 200000

ethb: Configured CST External Path cost 200000

ethb: CST Priority 128 - MSTI Priority 128

eth5: Designated Root 800352540046£f549

ethb: Designated Bridge 80035254009cb7e6

ethb5: Message Age 0

ethb5: Hello Time 2 - Forward Delay 15

ethb: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

o° 0 0° 0° O° A° O° o° o° T e

o

Instance 4: Vlans: 4

1: MSTI Root Path Cost 200000 -MSTI Root Port 6 - MSTI Bridge Priority 32768
1: MSTI Root Id 800452540046£549
1: MSTI Bridge Id 80045254009cb7e6
eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - Role Alternate - State
iscarding
eth2: Designated Internal Path Cost 200000 - Designated Port Id 0x8004
eth2: Configured Internal Path Cost 200000
eth2: Configured CST External Path cost 200000
eth2: CST Priority 128 - MSTI Priority 128
eth2: Designated Root 800452540046£549
eth2: Designated Bridge 80045254009cb7e6
eth2: Message Age 0
eth2: Hello Time 2 - Forward Delay 15
eth2: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

AC O A A A A A A O° T A o° o

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Alternate - State
iscarding

eth3: Designated Internal Path Cost 200000 - Designated Port Id 0x1005

eth3: Configured Internal Path Cost 200000

eth3: Configured CST External Path cost 200000

A° A d° T oo
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o°

eth3: CST Priority 128 - MSTI Priority 128

eth3: Designated Root 800452540046f549

eth3: Designated Bridge 80045254009cb7e6

eth3: Message Age 0

eth3: Hello Time 2 - Forward Delay 15

eth3: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

o o° o oe

o©°

eth4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Rootport - State
orwarding

eth4: Designated Internal Path Cost 0 - Designated Port Id 0x8006
eth4: Configured Internal Path Cost 200000

ethd4: Configured CST External Path cost 200000

ethd4: CST Priority 128 - MSTI Priority 128

eth4: Designated Root 800452540046£549

eth4: Designated Bridge 80045254009cb7e6

eth4: Message Age 0

eth4: Hello Time 2 - Forward Delay 15

eth4: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

A° A A A o° o° o° o° o ] o

eth5: Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Alternate - State
iscarding

ethb: Designated Internal Path Cost 200000 - Designated Port Id 0x8004

eth5: Configured Internal Path Cost 200000

eth5: Configured CST External Path cost 200000

eth5: CST Priority 128 - MSTI Priority 128

eth5: Designated Root 800452540046£f549

ethb: Designated Bridge 80045254009cb7e6

eth5: Message Age 0

ethb5: Hello Time 2 - Forward Delay 15

ethb5: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

AC A A A A A° o° o° o° T o

o©°

Instance 5: Vlans: 5

1: MSTI Root Path Cost 200000 -MSTI Root Port 6 - MSTI Bridge Priority 32768
1: MSTI Root Id 800552540046£549
1: MSTI Bridge Id 80055254009cb7e6
eth2: Port Number 4 - Ifindex 4 - Port Id O0x8004 - Role Alternate - State
iscarding
eth2: Designated Internal Path Cost 200000 - Designated Port Id 0x8004
eth2: Configured Internal Path Cost 200000
eth2: Configured CST External Path cost 200000
eth2: CST Priority 128 - MSTI Priority 128
eth2: Designated Root 800552540046£f549
eth2: Designated Bridge 80055254009cb7e6
eth2: Message Age 0
eth2: Hello Time 2 - Forward Delay 15
eth2: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

AC 0 A O A A A A A T A o o

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Alternate - State
iscarding

eth3: Designated Internal Path Cost 200000 - Designated Port Id 0x8005

eth3: Configured Internal Path Cost 200000

eth3: Configured CST External Path cost 200000

eth3: CST Priority 128 - MSTI Priority 128

eth3: Designated Root 800552540046£f549

eth3: Designated Bridge 80055254009cb7e6

AC A A o° o° o° T oe
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eth3: Message Age 0
eth3: Hello Time 2 - Forward Delay 15
eth3: Forward Timer 0 - Msg Age Timer 5 - Hello Timer O

ethd4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Rootport - State

orwarding

eth4: Designated Internal Path Cost 0 - Designated Port Id 0x8006
eth4: Configured Internal Path Cost 200000

eth4: Configured CST External Path cost 200000

eth4: CST Priority 128 - MSTI Priority 128

ethd4: Designated Root 800552540046f549

ethd4: Designated Bridge 80055254009cb7e6

ethd4: Message Age 0

ethd4: Hello Time 2 - Forward Delay 15

eth4: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

eth5: Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Alternate - State

iscarding

ethb5: Designated Internal Path Cost 200000 - Designated Port Id 0x8004
eth5: Configured Internal Path Cost 200000

eth5: Configured CST External Path cost 200000

ethb5: CST Priority 128 - MSTI Priority 128

eth5: Designated Root 800552540046£f549

eth5: Designated Bridge 80055254009cb7e6

eth5: Message Age 0

eth5: Hello Time 2 - Forward Delay 15

ethb: Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1

#show spanning-tree
Bridge up - Spanning Tree Enabled - topology change detected
CIST Root Path Cost 0 - CIST Root Port 4 - CIST Bridge Priority 32768

Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
hops 20

CIST Root Id 1000525400751db5

CIST Reg Root Id 1000525400751dbb5

CIST Bridge Id 80005254009cb7e6

32 topology change(s) - last topology change Mon Aug 17 10:45:25 2020

portfast bpdu-filter disabled
portfast bpdu-guard disabled
eth2: Port Number 4 - Ifindex 4 - Port Id 0x8004 - Role Rootport - State

orwarding

eth2: Designated External Path Cost 0 -Internal Path Cost 200000

eth2: Configured Path Cost 200000 - Add type Explicit ref count 5

eth2: Designated Port Id 0x8004 - CIST Priority 128 -

eth2: CIST Root 1000525400751db5

eth2: Regional Root 1000525400751db5

eth2: Designated Bridge 1000525400751db5

eth2: Message Age 0 - Max Age 20

eth2: CIST Hello Time 2 - Forward Delay 15

eth2: CIST Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1 - topo change

imer O

eth2: forward-transitions 1

eth2: Restricted-role OFF

eth2: Version Multiple Spanning Tree Protocol - Receive MSTP - Send MSTP
eth2: No portfast configured - Current portfast off

eth2: bpdu-guard default - Current bpdu-guard off

eth2: bpdu-filter default - Current bpdu-filter off
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eth2: no root guard configured - Current root guard off
eth2: Configured Link Type point-to-point - Current point-to-point
eth2: No auto-edge configured - Current port Auto Edge off

eth3: Port Number 5 - Ifindex 5 - Port Id 0x8005 - Role Alternate - State
iscarding

eth3: Designated External Path Cost 0 -Internal Path Cost 200000

eth3: Configured Path Cost 200000 - Add type Explicit ref count 5

eth3: Designated Port Id 0x8005 - CIST Priority 128 -

eth3: CIST Root 1000525400751db5

eth3: Regional Root 1000525400751db5

eth3: Designated Bridge 1000525400751db5

eth3: Message Age 0 - Max Age 20

eth3: CIST Hello Time 2 - Forward Delay 15

eth3: CIST Forward Timer 0 - Msg Age Timer 4 - Hello Timer 1 - topo change
imer O

eth3: forward-transitions 2

eth3: Restricted-role OFF

eth3: Version Multiple Spanning Tree Protocol - Receive MSTP - Send MSTP
eth3: No portfast configured - Current portfast off

eth3: bpdu-guard default - Current bpdu-guard off
eth3: bpdu-filter default - Current bpdu-filter off
eth3: no root guard configured - Current root guard off

eth3: Configured Link Type point-to-point - Current point-to-point
eth3: No auto-edge configured - Current port Auto Edge off

eth4: Port Number 6 - Ifindex 6 - Port Id 0x8006 - Role Alternate - State
iscarding

ethd4: Designated External Path Cost 0 -Internal Path Cost 200000

eth4: Configured Path Cost 200000 - Add type Explicit ref count 5

eth4: Designated Port Id 0x8006 - CIST Priority 128 -

eth4: CIST Root 1000525400751db5

eth4: Regional Root 1000525400751db5

eth4: Designated Bridge 800052540046£f549

eth4: Message Age 0 - Max Age 20

eth4: CIST Hello Time 2 - Forward Delay 15

ethd4: CIST Forward Timer 0 - Msg Age Timer 3 - Hello Timer 0 - topo change
imer O

ethd4: forward-transitions 3

eth4: Restricted-role OFF

eth4: Version Multiple Spanning Tree Protocol - Receive MSTP - Send MSTP
eth4: No portfast configured - Current portfast off

eth4: bpdu-guard default - Current bpdu-guard off
ethd4: bpdu-filter default - Current bpdu-filter off
eth4: no root guard configured - Current root guard off

ethd4: Configured Link Type point-to-point - Current point-to-point
eth4: No auto-edge configured - Current port Auto Edge off

eth5: Port Number 7 - Ifindex 7 - Port Id 0x8007 - Role Designated - State
orwarding

eth5: Designated External Path Cost 0 -Internal Path Cost 200000
eth5: Configured Path Cost 200000 - Add type Explicit ref count 5
eth5: Designated Port Id 0x8007 - CIST Priority 128 -

eth5: CIST Root 1000525400751dbb5

eth5: Regional Root 1000525400751db5

eth5: Designated Bridge 80005254009cb7e6

ethb: Message Age 0 - Max Age 20

ethb5: CIST Hello Time 2 - Forward Delay 15
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ethb5: CIST Forward Timer 0 - Msg Age Timer 0 - Hello Timer 0 - topo change
imer O

ethb: forward-transitions 4

ethb: Restricted-role OFF

eth5: Version Multiple Spanning Tree Protocol - Receive MSTP - Send MSTP
eth5: No portfast configured - Current portfast off

eth5: bpdu-guard default - Current bpdu-guard off
ethb: bpdu-filter default - Current bpdu-filter off
eth5: no root guard configured - Current root guard off

eth5: Configured Link Type point-to-point - Current point-to-point
ethb5: No auto-edge configured - Current port Auto Edge off

A0 0 o0 o O d° O d° de (t o
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cHarTER7 Disable Spanning Tree Configuration

This chapter describes disabling spanning tree operation on a per Multiple Spanning Tree Instance (MSTI) basis.

Topology
Bridge 1
eth1

Bridge 2
el

Figure 7-14: Disable Spanning Tree Topology

Note:

Run the switchport command on each port to change to Layer-2 mode.

Disabling MSTP Configuration
Bridge 1

Disabling MSTP per instance

Bridgel (config-mst) #no bridge 1 instance 2

Disable spanning tree for MSTP on instance 2

Bridgel (config-mst) #no bridge 1 instance 3

Disable spanning tree for MSTP on instance 3

Bridgel (config-mst) #commit

Commit the configure on the node.

Disabling MSTP globally

Bridgel (config) #no bridge 1 multiple-
spanning-tree enable bridge-forward

Disable spanning tree globally for MSTP and keeping the
ports in forwarding state.

Bridgel (config) #commit

Commit the configure on the node.

Disabling MSTP per port

Bridgel (config) #interface ge?2

Enter interface mode for ge2.

Bridgel (config-if) #bridge-group 1 spanning-
tree disable

Disable spanning tree per port for MSTP and put port on
forwarding state. This command disables any type of STP on
the port

Bridgel (config-if) #commit

Commit the configure on the node.

Bridge 2

Disabling MSTP per instance

Bridge?2 (config-mst) #no bridge 1 instance 2

Disable spanning tree for MSTP on instance 2

Bridge2 (config-mst) #no bridge 1 instance 3

Disable spanning tree for MSTP on instance 3

Bridge2 (config-mst) #commit

Commit the configure on the node.
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Disabling MSTP globally

Bridge2 (config) #no bridge 1 multiple- Disable spanning tree globally for MSTP.
spanning-tree enable bridge-forward

Bridge?2 (config) #commit Commit the configure on the node.

Disabling MSTP per port

Bridge?2 (config) #interface xe2 Enter interface mode for xe2.

Bridge?2 (config-if) #bridge-group 1 spanning- Disable spanning tree per port for MSTP and put port on

tree disable

forwarding state. This command disables any type of STP on
the port

Bridge?2 (config-if) #commit Commit the configure on the node.

Validation

Bridge 1

Verify MSTP details with the show spanning-tree mst detail command.

#show spanning-tree mst detail

o° oo

o°

1: Bridge up - Spanning Tree Enabled - topology change detected
1: CIST Root Path Cost 0 - CIST Root Port 905 - CIST Bridge Priority 32768
1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -

Max-hops 20

o

1: CIST Root Id 80003417ebfbedc4

% 1: CIST Reg Root Id 80003417ebfbedc4

% 1: CIST Bridge Id 800064006ac779a0

% 1: 9 topology change(s) - last topology change Thu Nov 17 15:06:17 2016
% 1: portfast bpdu-filter disabled

% 1: portfast bpdu-guard disabled

% 1: portfast errdisable timeout disabled

% 1: portfast errdisable timeout interval 300 sec

% ge2: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Rootport -
State Forwarding

% ge2: Designated External Path Cost 0 -Internal Path Cost 20000

% ge2: Configured Path Cost 20000 - Add type Explicit ref count 2

% ge2: Designated Port Id 0x838a - CIST Priority 128 -

% ge2: CIST Root 80003417ebfbedc4

% ge2: Regional Root 80003417ebfbedc4

% ge2: Designated Bridge 80003417ebfbeSc4

% ge2: Message Age 0 - Max Age 20

% ge2: CIST Hello Time 2 - Forward Delay 15

% ge2: CIST Forward Timer O - Msg Age Timer 4 - Hello Timer 0 - topo change
timer O

% ge2: forward-transitions 1

% ge2: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
% ge2: No portfast configured - Current portfast off

% ge2: bpdu-guard default - Current bpdu-guard off

% ge2: bpdu-filter default - Current bpdu-filter off

% ge2: no root guard configured - Current root guard off

% ge2: Configured Link Type point-to-point - Current point-to-point

% ge2: No auto-edge configured - Current port Auto Edge off

o\
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Disable Spanning Tree Configuration

ge3: Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Alternate -
tate Discarding

ge3: Designated External Path Cost 0 -Internal Path Cost 20000
ge3: Configured Path Cost 20000 - Add type Explicit ref count 2
ge3: Designated Port Id 0x838b - CIST Priority 128 -

ge3: CIST Root 80003417ebfbedc4

ge3: Regional Root 80003417ebfbedc4

ge3: Designated Bridge 80003417ebfbeSc4

ge3: Message Age 0 - Max Age 20

ge3: CIST Hello Time 2 - Forward Delay 15

ge3: CIST Forward Timer 0 - Msg Age Timer 5 - Hello Timer 1 - topo change
imer O

ge3: forward-transitions 2
ge3: Version Multiple Spanning Tree Protocol - Received MSTP - Send MSTP
ge3: No portfast configured - Current portfast off

ge3: bpdu-guard default - Current bpdu-guard off
ge3: bpdu-filter default - Current bpdu-filter off
ge3: no root guard configured - Current root guard off

ge3: Configured Link Type point-to-point - Current point-to-point
ge3: No auto-edge configured - Current port Auto Edge off

0 o A° O A A A A (T A A A A A A o° A° 12 o

o©°

Instance 2: Vlans: 2

: MSTI Root Path Cost 20000 -MSTI Root Port 5001 - MSTI Bridge Priority
68

W oo

2

o°

MSTI Root Id 80023417ebfbe9c4
MSTI Bridge Id 800264006ac779%a0

ge2: Port Number 905 - Ifindex 5001 - Port Id 0x8389 - Role Rootport -
tate Forwarding

ge2: Designated Internal Path Cost 0 - Designated Port Id 0x838a
ge2: Configured Internal Path Cost 20000

ge2: Configured CST External Path cost 20000

ge2: CST Priority 128 - MSTI Priority 128

ge2: Designated Root 80023417ebfbedc4

ge2: Designated Bridge 800264006ac779a0

ge2: Message Age O

ge2: Hello Time 2 - Forward Delay 15

ge2: Forward Timer 0 - Msg Age Timer 4 - Hello Timer O

1
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1
1

o°

0C o° A° o° A o o° o° 1N oe

o©°

o

Instance 3: Vlans: 3

o

1: MSTI Root Path Cost 0 -MSTI Root Port 0 - MSTI Bridge Priority 32768
1: MSTI Root Id 800364006ac779a0
1: MSTI Bridge Id 800364006ac779%a0

ge3: Port Number 908 - Ifindex 5004 - Port Id 0x838c - Role Designated -
tate Forwarding

ge3: Designated Internal Path Cost 0 - Designated Port Id 0x838c
ge3: Configured Internal Path Cost 20000

ge3: Configured CST External Path cost 20000

ge3: CST Priority 128 - MSTI Priority 128

ge3: Designated Root 800364006ac779%a0

ge3: Designated Bridge 800364006ac779a0

ge3: Message Age 0

ge3: Hello Time 2 - Forward Delay 15

ge3: Forward Timer 0 - Msg Age Timer 0 - Hello Timer 1

Verify MSTP configurations when MSTP is enabled globally.

oo

oo

o° o o A A A o° o° 12 o

o

#show running-config
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|
bridge 1 protocol mstp
|

Verify MSTP configurations when MSTP is disabled globally.

#show running-config

|

bridge 1 protocol mstp

no bridge 1 multiple-spanning-tree enable bridge-forward
|

Verify MSTP configurations when MSTP instance 2 and 3 is enabled.

#show running-config spanning-tree
|

spanning-tree mst configuration
bridge 1 instance 2

bridge 1 instance 2 vlan 2

bridge 1 instance 3

bridge 1 instance 3 vlan 3

|

interface xe2
bridge-group 1 instance 2
|

interface xe3

bridge-group 1 instance 3
|

Verify MSTP configurations when MSTP instance 2 is disabled
#show running-config spanning-tree
|
spanning-tree mst configuration
bridge 1 instance 3
bridge 1 instance 3 wvlan 3
|
interface ge3

bridge-group 1 instance 3
|

Verify MSTP configurations when spanning-tree is enabled on interface.

#show running-config interface ge2
|

interface ge?2

switchport

bridge-group 1

switchport mode access

switchport access vlan 2

bridge-group 1 instance 2
|

Verify MSTP configurations when spanning-tree is disabled on interface.

#show running-config interface ge2

|

interface ge?2

switchport

bridge-group 1 spanning-tree disable
switchport mode access

switchport access vlan 2
bridge-group 1 instance 2
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Verify MSTP details after disabling spanning-tree on interface ge2 with the show spanning-tree mst details
command.

#show spanning-tree mst detail
1: Bridge up - Spanning Tree Enabled - topology change detected
1: CIST Root Path Cost 0 - CIST Root Port 908 - CIST Bridge Priority 32768

1: Forward Delay 15 - Hello Time 2 - Max Age 20 - Transmit Hold Count 6 -
Max-hops 20

1: CIST Root Id 80003417ebfbe9c4

o oo

o

o°

% 1: CIST Reg Root Id 80003417ebfbeSc4

% 1: CIST Bridge Id 800064006ac779%a0

% 1: 10 topology change(s) - last topology change Fri Nov 25 2