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Preface

Preface

This guide describes how to configure OcNOS.

Audience

This guide is intended for network administrators and other engineering professionals who configure OcNOS.

Conventions

Table P-1 shows the conventions used in this guide.

Table P-1: Conventions

Convention Description

Italics Emphasized terms; titles of books

Note: Special instructions, suggestions, or warnings

nonospaced type Code elements such as commands, parameters, files, and directories

Chapter Organization

The chapters in command references are organized as described in Command Description Format.
The chapters in configuration guides are organized into these major sections:

* Anoverview that explains a configuration in words

» Topology with a diagram that shows the devices and connections used in the configuration

» Configuration steps in a table for each device where the left-hand side shows the commands you enter and the
right-hand side explains the actions that the commands perform

» Validation which shows commands and their output that verify the configuration

Related Documentation

For information about installing of OcNOS, see the Installation Guide for your platform.

Feature Availability

The features described in this document that are available depend upon the OcNOS SKU that you purchased. See the
Application Notes for a description of the OcNOS SKUs.
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Support

For support-related questions, contact support@ipinfusion.com.

Comments

If you have comments, or need to report a problem with the content, contact techpubs@ipinfusion.com.

SP 3.0 New Features

Control Plane policing (CoPP):
» Chapter 1, Control Plane Policing Configuration
e Chapter 1, Control Plane Policing Commands
ISIS IPv6:
e Chapter 7, IS-IS IPv6 Configuration
* Chapter 5, ISIS IPv6 VRF Configuration
Optical Line Termination (OLT):
» Optical Line Termination Configuration Guide
» Optical Line Termination Command Reference
Layer 2 subinterface:
» Chapter 14, Layer 2 Subinterface Configuration
» Chapter 9, Layer 2 Subinterface Commands
Layer 3 subinterface:
» Chapter 15, Layer 3 Subinterface Configuration
» Chapter 1, Layer 3 Subinterface Commands
Precision Time Protocol (PTP) G.8275.1 (T-GM) with GPS:
» Chapter 1, Boundary Clock Configuration
 Chapter 1, PTP 8275.1 and PTP 8275.2 Commands
Synchronous Ethernet:
e Chapter 1, SyncE Commands
e Chapter 2, SyncE Show Commands
Layer 2 Multicast Listener Discovery (MLD) Snooping:
e Chapter 4, Layer 2 MLD Snooping Commands
6PE Inter-AS option-B:
* BGP Labeled Unicast with Inter-AS
MPLS VPN Inter-AS Option-B:

* neighbor allow-ebgp-vpn
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MPLS ping and trace route:
* ping
e traceroute
DHCP relay with option 82:
 DHCP Relay option 82
* ip dhcp relay information option
» ip dhcp relay information source-ip
ACL over Loopback
Passwordless SSH
» SSH Key-Based Authentication

SP 1.0 ED 2.4 New Features

Chapter 1, Control Plane Policing Configuration
Chapter 5, VXLAN Tunnel Over SVI
ACL over Virtual Terminal
EVPN VxLAN:
e Chapter 2, VXLAN Quality of Service Commands
e Chapter 3, VXLAN Multi-Homing Configuration
CFM Performance Monitoring for VPWS:

e Chapter 4, Y.1731 Performance Monitoring Configurations

e Chapter 3, CFM and Y.1731 Commands
Ethernet Ring Protection Switching (ERPS):
e Chapter 5, G.8032 ERPS Version 2
* Chapter 4, G.8032 ERPS Version 2 Commands
Two-way Active Measurement Protocol (TWAMP):
» Chapter 16, Two-way Active Measurement Protocol
» Chapter 1, TWAMP Commands
IP Fast Reroute/Loop Free Alternate for ISIS/OSPF:
* Loop-Free Alternate Fast Reroute (OSPFv2)
* Loop-Free Alternate (LFA) ECMP PATH (OSPFv2)
IS-IS IPv4 Loop-Free Alternate Fast Reroute
LFA Tie-Breaker (ISISv4)
e LFA Termination (ISISv4)
* LFA For ECMP Paths (I1SISv4)
Chapter 18, VLAN Service Queuing (VLAN Shaping)
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Command Line Interface

This chapter introduces the OcNOS Command Line Interface (CLI) and how to use its features.

Overview

You use the CLI to configure, monitor, and maintain OcNOS devices. The CLI is text-based and each command is
usually associated with a specific task.

You can give the commands described in this manual locally from the console of a device running OcNOS or remotely
from a terminal emulator such as put t y or xt er m You can also use the commands in scripts to automate
configuration tasks.

Command Line Interface Help

You access the CLI help by entering a full or partial command string and a question mark “?”. The CLI displays the
command keywords or parameters along with a short description. For example, at the CLI command prompt, type:

> show ?
The CLI displays this keyword list with short descriptions for each keyword:

show ?
application-priority Application Priority
arp Internet Protocol (IP)
bfd Bi di recti onal Forwardi ng Detection (BFD)
bgp Border Gateway Protocol (BGP)
bi-1sp Bi -directional |Isp status and configuration
bri dge Bri dge group commands
ce-vl an COS Preservation for Custoner Edge VLAN
cl ass-map Cl ass map entry
cli Show CLI tree of current node
clns Connecti onl ess- Mbde Network Service (CLNS)
control - adj acency Control Adjacency status and configuration
control - channel Control Channel status and configuration
cspf CSPF | nformati on
cust omer Di spl ay Custoner spanning-tree
cvl an Di spl ay CVLAN i nfornmation
debuggi ng Debuggi ng functions (see al so 'undebug')
et her channel LACP et her channel
et her net Layer-2

If you type the ? in the middle of a keyword, the CLI displays help for that keyword only.

> show de?
debuggi ng Debuggi ng functions (see al so 'undebug')

If you type the ? in the middle of a keyword, but the incomplete keyword matches several other keywords, OcNOS
displays help for all matching keywords.

> show i ? (CLI does not display the question mark).
interface Interface status and configuration

ip I P information

isis SIS information
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Command Completion

The CLI can complete the spelling of a command or a parameter. Begin typing the command or parameter and then
press the tab key. For example, at the CLI command prompt type sh:

> sh
Press the tab key. The CLI displays:

> show

If the spelling of a command or parameter is ambiguous, the CLI displays the choices that match the abbreviation. Type
show i and press the tab key. The CLI displays:

> show i
interface ip i pv6 isis

> show i
The CLlI displays the i nt er f ace and i p keywords. Type n to selecti nt er f ace and press the tab key. The CLI
displays:

> show in

> show interface
Type ? and the CLI displays the list of parameters for the show i nt er f ace command.

> show i nterface
| FNAME | nterface nane
| Qut put nodifiers
> Qut put redirection
<Cr>

The CLI displays the only parameter associated with this command, the | FNAME parameter.

Command Abbreviations

The CLI accepts abbreviations that uniquely identify a keyword in commands. For example:

> sh in xe0
is an abbreviation for:

> show i nterface xe0

Command Line Errors

Any unknown spelling causes the CLI to display the error Unr ecogni zed conmmand in response to the ?. The CLI
displays the command again as last entered.

> show dd?
% Unr ecogni zed comrand
> show dd

When you press the Enter key after typing an invalid command, the CLI displays:

(config)#router ospf here
AN

% lnvalid input detected at '~" narker.
where the ” points to the first character in error in the command.
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If a command is incomplete, the CLI displays the following message:

> show

% | nconpl et e command.
Some commands are too long for the display line and can wrap mid-parameter or mid-keyword, as shown below. This

does not cause an error and the command performs as expected:

area 10.10.0.18 virtual -1ink 10.10.0.19 aut hent
i cation-key 57393

Command Negation

Many commands have a no form that resets a feature to its default value or disables the feature. For example:

e Theip address command assigns an IPv4 address to an interface

e Theno ip address command removes an IPv4 address from an interface

Syntax Conventions

Table P-2 describes the conventions used to represent command syntax in this reference.

Table P-2: Syntax conventions

one or more. Vertical bars delimit the selections. Do
not enter the braces or vertical bars as part of the
command.

Convention Description Example
nonospaced | Command strings entered on a command line show i p ospf
f ont
| ower case Keywords that you enter exactly as shown in the show i p ospf
command syntax.
UPPERCASE See Variable Placeholders | FNANMVE
@) Optional parameters, from which you must select (A. B. C. D <0-4294967295>)
one. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.
O Optional parameters, from which you select one or (A. B. C. D <0-4294967295>|)
none. Vertical bars delimit the selections. Do not
enter the parentheses or vertical bars as part of the
command.
() Optional parameter which you can specify or omit. (1 FNAME] )
Do not enter the parentheses or vertical bar as part
of the command.
{} Optional parameters, from which you must select {intra-area <1-255>|inter-area

<1- 255>| ext ernal <1-255>}
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Table P-2: Syntax conventions (Continued)

Convention Description Example

[ Optional parameters, from which you select zero or | [ <1- 65535>] AA: NN| i nt ernet | | ocal - AS]|
more. Vertical bars delimit the selections. Do not no- adverti se| no- export]
enter the brackets or vertical bars as part of the
command.

? Nonrepeatable parameter. The parameter that ?rout e- map VWORD

follows a question mark can only appear once in a
command string. Do not enter the question mark as
part of the command.

Repeatable parameter. The parameter that follows a
period can be repeated more than once. Do not
enter the period as part of the command.

set as-path prepend .<1-65535>

Variable Placeholders

Table P-3 shows the tokens used in command syntax use to represent variables for which you supply a value.

Table P-3: Variable placeholders

Token Description

WORD A contiguous text string (excluding spaces)

LI NE A text string, including spaces; no other parameters can follow this parameter

| FNAMVE Interface name whose format varies depending on the platform; examples are: et h0,
Et her net O, et her net 0, xe0

A.B.C.D IPv4 address

A B CDM IPv4 address and mask/prefix

XXX X IPv6 address

XXX XI'M IPv6 address and mask/prefix

HH: MM SS Time format

AA: NN BGP community value

XX XX XX XX XX XX

MAC address

<1-5>
<1-65535>

Numeric range

<0-2147483647>
<0-4294967295>
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Command Description Format

Table P-4 explains the sections used to describe each command in this reference.

Table P-4: Command descriptions

Section

Description

Command Name

The name of the command, followed by what the command does and when should it be used

Command Syntax

The syntax of the command

Parameters

Parameters and options for the command

Default

The state before the command is executed

Command Mode

The mode in which the command runs; see Command Modes

Example

An example of the command being executed

Keyboard Operations

Table P-5 lists the operations you can perform from the keyboard.

Table P-5: Keyboard operations

Key combination

Operation

Left arrow or Ctrl+b

Moves one character to the left. When a command extends beyond a single line, you can press left
arrow or Ctrl+b repeatedly to scroll toward the beginning of the line, or you can press Ctrl+a to go
directly to the beginning of the line.

Right arrow or Ctrl-f

Moves one character to the right. When a command extends beyond a single line, you can press right
arrow or Ctrl+f repeatedly to scroll toward the end of the line, or you can press Ctrl+e to go directly to
the end of the line.

Esc, b Moves back one word

Esc, f Moves forward one word

Ctrl+e Moves to end of the line

Ctrl+a Moves to the beginning of the line

Ctrl+u Deletes the line

Ctrl+w Deletes from the cursor to the previous whitespace

Alt+d Deletes the current word

Ctrl+k Deletes from the cursor to the end of line

Ctrl+y Pastes text previously deleted with Ctrl+k, Alt+d, Ctrl+w, or Ctrl+u at the cursor
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Table P-5: Keyboard operations (Continued)

Key combination Operation

Ctrl+t Transposes the current character with the previous character
Ctrl+c Ignores the current line and redisplays the command prompt
Ctrl+z Ends configuration mode and returns to exec mode

Ctrl+l Clears the screen

Up Arrow or Ctrl+p Scroll backward through command history

Down Arrow or Ctrl+n Scroll forward through command history

Show Command Modifiers

You can use two tokens to modify the output of a show command. Enter a question mark to display these tokens:

# show users ?
| Qutput nodifiers
> Qutput redirection

You can type the | (vertical bar character) to use output modifiers. For example:

> show rsvp | ?

begi n Begin with the line that matches
excl ude Exclude lines that natch

i ncl ude Include lines that nmatch

| ast Last few |lines

redirect Redirect output

Begin Modifier

The begi n modifier displays the output beginning with the first line that contains the input string (everything typed after
the begi n keyword). For example:

# show runni ng-config | begin xel

... ski pping
i nterface xel

i pv6 address fe80::204: 75ff: fee6: 5393/ 64
|

interface xe2
i pv6 address fe80::20d: 56ff:fe96: 725a/ 64
|

line con O
l ogin
|

end

You can specify a regular expression after the begi n keyword, This example begins the output at a line with either
“xe2” or “xe4”:

# show runni ng-config | begin xe[ 3-4]

... ski ppi ng
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i nterface xe3
shut down

I

interface xe4
shut down

!

interface svlan0.1
no shut down

|

}oute-nap nyroute permt 3
!
route-map nymapl pernmit 10
|

?oute—nap rmapl pernmt 3
!
line con O
| ogin
line vty 0 4
I ogin
!
end

Include Modifier

The i ncl ude modifier includes only those lines of output that contain the input string. In the output below, all lines
containing the word “input” are included:

# show interface xel | include input
i nput packets 80434552, bytes 2147483647, dropped O, multicast packets O
input errors 0, length O, overrun 0, CRC O, franme 0, fifo 1, missed O

You can specify a regular expression after the i ncl ude keyword. This examples includes all lines with “input” or
“output”:

#show i nterface xe0 | include (in|out)put
i nput packets 597058, bytes 338081476, dropped 0, multicast packets O
i nput errors 0, length 0, overrun O, CRC O, frane O, fifo O, nissed O
out put packets 613147, bytes 126055987, dropped O
output errors 0, aborted 0, carrier 0, fifo O, heartbeat 0, wi ndow O

Exclude Modifier

The excl ude modifier excludes all lines of output that contain the input string. In the following output example, all lines
containing the word “input” are excluded:

# show interface xel | exclude input
Interface xel
Scope: both
Hardware is Ethernet, address is 0004. 75e6. 5393
index 3 nmetric 1 mtu 1500 <UP, BROADCAST, RUNNI NG MULTI CAST>
VRF Bi ndi ng: Not bound
Admi nistrative Goup(s): None
DSTE Bandwi dt h Constraint Mdde is MAM
inet6 fe80::204: 75ff:fee6: 5393/ 64
out put packets 4438, bytes 394940, dropped O
output errors 0, aborted 0, carrier 0, fifo O, heartbeat 0, wi ndow O
collisions O
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You can specify a regular expression after the excl ude keyword. This example excludes lines with “output” or “input”:

# show interface xe0 | exclude (in|out)put
Interface xe0
Scope: both
Hardware is Ethernet Current HWaddr: 001b. 2139. 6c4a
Physi cal : 001b. 2139. 6¢c4a Logical: (not set)
index 2 netric 1 mu 1500 duplex-full arp ageing tineout 3000
<UP, BROADCAST, RUNNI NG, MULTI CAST>
VRF Bi ndi ng: Not bound
Bandwi dt h 100m
DHCP client is disabled.
inet 10.1.2.173/24 broadcast 10.1.2.255
VRRP Master of : VRRP is not configured on this interface.
inet6 fe80::21b: 21ff:fe39: 6c4al 64
collisions O

Redirect Modifier

The r edi r ect modifier writes the output into a file. The output is not displayed.

# show cli history | redirect /var/frane.txt
The output redirection token (>) does the same thing:

# show cli history >/var/frane.txt

Last Modifier

The | ast modifier displays the output of last few number of lines (As per the user input). The last number ranges from
1 to 9999.

For example:

#show runni ng-config | last 10

Command Modes

Commands are grouped into modes arranged in a hierarchy. Each mode has its own set of commands. Table P-6 lists
the command modes common to all protocols.

Table P-6: Common command modes

Name Description

Executive Also called view mode, this is the first mode to appear after you start the CLI. It is a base mode from where you
mode can perform basic commands such as show, exi t, qui t, hel p,1i st,and enabl e.

Privileged Also called enable mode, in this mode you can run additional basic commands such as debug, wri t e, and
executive show.

mode

Configure Also called configure terminal mode, in this mode you can run configuration commands and go into other
mode modes such as interface, router, route map, key chain, and address family.
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Table P-6: Common command modes (Continued)

Name Description

Interface In this mode you can configure protocol-specific settings for a particular interface. Any setting you configure in
mode this mode overrides a setting configured in router mode.

Router This mode is used to configure router-specific settings for a protocol such as BGP or OSPF.

mode
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Command Mode Tree

The diagram below shows the common command mode hierarchy.

Start in
executive
mode

+ enabl e (password)

Privileged
executive
mode

+ configure terninal

Configure
mode
interface xe0 / \rout er ospf
Interface Router
mode mode

Figure P-1: Common command modes

To change modes:
1. Enter privileged executive mode by entering enabl e in Executive mode.

2. Enter configure mode by entering confi gur e term nal in Privileged Executive mode.

The example below shows moving from executive mode to privileged executive mode to configure mode and finally to
router mode:

> enabl e nypassword

# configure term nal

Enter configuration conmmands, one per line. End with CNTL/Z.
(config)# router ospf

(config-router)#

Note: Each protocol can have modes in addition to the common command modes. See the command reference for
the respective protocol for detalils.
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Architecture Guide

Contents

This document contains this chapter:

» Chapter 1, Architecture Overview
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cHAPTER 1 Architecture Overview

This chapter introduces OcNOS and describes its high-level architecture.

OcNOS is an industry-standard network operating system with advanced networking features to meet the demands of
data center, enterprise, and service provider networks.

The OcNOS networking protocol modules conform to leading IEEE, IETF, and other industry-specific standards:
» Layer 2 switching: VLANS, Spanning Tree

* Layer 3 routing: OSPFv2, OSPFv3, BGPv4, IS-IS

* MPLS: LDP, RSVP, L2VPN, L3VPN

» Carrier Ethernet

» Data center Ethernet

OcNOS provides configuration management through these layers:

* Command line interface

« SNMP
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High-Level Architecture

Figure 1-1 shows the high-level architecture of OcNOS.

Switching and routing devices

e ——

I | B

Management Layer

Protocol Compaonents

MPLS Multicast
L Ll |
[ protocols ] [ L2 protocols ] [ protocols ]
Unicast RIB Layer 2 multicast Layer 3 multicast
module madule module

Service Componants

Figure 1-1: OcNOS high-level architecture

The major components of OcNOS are grouped into these categories:
» The Management Interface that is used to configure and operate the OcNOS routing and switching protocols.
»  Protocol components, which include:

* Layer 2 Protocols

« Layer 3 Protocols

e Multi Protocol Label Switching Protocols

*  Multicast Protocols
» Service components, which include:

» Unicast Routing Information Base Module

* Layer 2 Multicast Module

* Layer 3 Multicast Module
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Management Interface

OcNOS provides a comprehensive set of tools to manage, configure, and operate the routing and switching protocols.
The management interface includes:
* Command Line Interface

* Simple Network Management Protocol

Command Line Interface

The OcNOS command line interface (CLI) offers complete, unified management of OcNOS. Each command is usually
associated with a specific task.

The IMI (Integrated Management Interface) shell is a interactive program for managing the OcNOS configuration. The
IMI shell connects locally from the console of a device running OcNOS or remotely from a terminal emulator program
such assshortel net.

Through the IMI shell, a system administrator can configure and monitor all of the OcNOS protocols through one
centralized connection. The IMI shell stores configuration data and offers extensive monitoring and logging capabilities.

The CLI can use the secure authentication methods of the operating system to manage and validate user names and
passwords.

Note: The Linux bash shell can also be used to apply non-networking commands directly to the Linux system.
However network-related commands such asi f confi g, rout e, vconfi g,i ptunnel ,brctl,i prmaddr, or
their iproute2 equivalents are not supported. The equivalent settings must be configured via the IMI shell in
OcNOS.

Simple Network Management Protocol

The Simple Network Management Protocol (SNMP) provides a standardized framework and a common language for
monitoring and managing devices in a network. The SNMP framework has three parts:

 SNMP manager: A system used to control and monitor the activities of network devices.

 SNMP agent: The component within a managed device that maintains the data for the device and reports data to
SNMP managers.

* Management Information Base (MIB): SNMP exposes management data in the form of variables on the managed
device which network management agents can extract from the OcNOS protocols for all standard defined MIBs.

OcNOS supports the AgentX (Agent Extensibility) protocol defined by RFC 2741 to communicate between the
subagent and the master agent. As shown in Figure 1-2, an SNMP manager on the network sends query packets to
gather status data. Each OcNOS protocol responds to these queries as defined by the corresponding MIB for the
protocol.
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SNMP manager ‘I

Managed device

SNMP master agent ‘

¢

AgentX
subagent

¢

Protocols |‘|

Figure 1-2: SNMP subagent
OcNOS can log both system events and errors.

For details about the MIBs that OcNOS supports, see the MIB compliance documents.

Layer 2 Protocols

OcNOS includes these Layer 2 features:
» Virtual Local Area Networks

e Spanning Tree

»  Carrier Ethernet

e Link Aggregation (802.1AX)

» Multi-Chassis Link Aggregation

Virtual Local Area Networks

The VLAN modules offer consistent network-wide management tools to manage virtual LANs (Local Area Networks)
and bridged VLANSs:

* VLAN bridging divides a single physical LAN into two or more VLANs. Each VLAN is a collection of some of the
LAN nodes grouped together to form individual broadcast domains.

 VLANS, in accordance with IEEE 802.1Q, enable multiple bridged LANSs to transparently share the same physical
network link without leaking information between LANSs. Traffic between VLANS is restricted to bridges that forward
unicast, multicast, or broadcast traffic only on the LAN segments that serve the VLAN to which the traffic belongs.

OcNOS VLAN modules make it easy to administer logical groups of stations that can communicate as if they were on
the same LAN. They make it easier to manage a move, add, delete, or other updates to members of these groups.

The following highlights the features of the VLAN modules.

MAC Bridging (802.1d)

The OcNOS VLAN modules support all IEEE 802.1D LAN MAC (Media Access Control) protocols, shared media, and
point-to-point LANs. MAC bridging allows multiple LANs to be connected together. MAC bridging filters data sent
between LAN segments, reduces network congestion, and allows networks to be partitioned for administrative
purposes.
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Provider Bridging (802.1ad)

Provider Bridging (PB) enables a service provider to use the architecture and protocols of 802.1Q to offer the
equivalent of separate Local Area Networks (LANS), bridged LANSs, or virtual bridged LANs to multiple customers.
Provider bridging requires no active cooperation between customers and requires minimal cooperation between an
individual customers and the service provider.

When VLANSs were originally defined in the 802.1Q, the number of unique VLAN identifiers was limited to 4096. In large
provider networks, each subscriber needs a separate address, thus this limit could prevent a provider from having
more than 4096 subscribers.

To overcome the 4096 VLAN identifier limit, the frame format for 802.1ad inserts an additional VLAN header into a
single 802.1Q Ethernet frame. There are two types of VLAN headers:

» The C-VLAN or inner header which is closest to the payload portion of the frame identifies the customer VLAN

e The S-VLAN or outer header which is closest to the Ethernet header identifier the provider VLAN

The frame format for 802.1ad is also called “Q-in-Q” or “double tagged”.

With the two VLAN identifiers in combination for each provider-customer pair, it is possible to define up to 16,777,216
labels.

VLAN Prioritization (802.1p/Q)

OcNOS includes priority signaling for traffic at the data-link layer. IEEE 802.1Q specifies a priority value of between 0
and 7 inclusive that can be used by QoS (Quality of Service) disciplines to differentiate traffic. Although this technique
is often called “802.1p", there is no standard by that name published by the IEEE. Instead, the technique is now
incorporated into 802.1Q standard.

Spanning Tree

The OcNOS Spanning Tree support are a combination of these modules:

e Spanning Tree Protocol (STP)

» Rapid Spanning Tree Protocol (RSTP)

»  Multiple Spanning Tree Protocol (MSTP)

The following highlights the features of the Spanning Tree Protocol modules.

Note: All OcNOS spanning tree modules support 802.3x flow control, broadcast storm recovery, and port mirroring.

Spanning Tree Protocol (802.1d)

The OcNOS Spanning Tree Protocol (STP) module creates spanning trees within mesh networks of Layer 2 connected
bridges, disabling any links that are not a part of the tree and leaving a single active connection between any two
unique network nodes.

STP devices exchange BPDU (bridge protocol data unit) messages. The Spanning Tree Algorithm calculates the best
path and prevents multiple paths between network segments. STP elects a root bridge, finds paths and determines the
least cost path to the root bridge, then disables all other paths.

Network architects can design a topology that uses redundant links as automatic backup paths in the case of active link
failure. Automatic backup takes place without the pitfalls of bridge loops, or the need to manually enable or disable
backup links.

Rapid Spanning Tree Protocol (802.1w)

The Rapid Spanning Tree Protocol (RSTP) accelerates the re-configuration and restoration of a spanning tree after a
link failure.

© 2021 IP Infusion Inc. Proprietary 87



Architecture Overview

Multiple Spanning Tree Protocol (802.1s)

The Multiple Spanning Tree Protocol (MSTP) is a supplement to the IEEE 802.1ad standard. MSTP allows VLAN
bridges to use multiple spanning trees, by providing the ability for traffic belonging to different VLANS to flow over
potentially different paths within the virtual bridged LAN.

Carrier Ethernet

OcNOS offers a comprehensive set of Carrier Ethernet (CE) protocols from the IETF and IEEE.

Provider network operators can also benefit from Provider Bridging (802.1ad).

Link Level Discovery Protocol (802.1AB)

Link Layer Discovery Protocol (LLDP) is an agent running on an IEEE 802.1 bridge that provides a mechanism for all
the bridges connected to the LAN to send and receive connectivity and management related information to each other.

Link Aggregation (802.1AX)

The link aggregation module allows one or more links to be aggregated together to form a Link Aggregation Group
(LAG), such that a MAC client can treat the Link Aggregation Group as if it were a single link. The Link Aggregation
Control Protocol (LACP) allows bundling of several physical interfaces to form a single logical channel providing
enhanced performance and redundancy. The aggregated interface is viewed as a single link to each switch. The
system treats the aggregated interface as a single interface. When there is a failure in one physical interface, the
remaining interfaces stay up, so there is no data traffic disruption. Link aggregation is defined in IEEE 802.1AX.

Multi-Chassis Link Aggregation

In data centers, spanning tree protocols like STP, RSTP, and MSTP create a loop-free topology that results in under-
utilized physical links as well as redundant links between nodes that are in discarding state. As a result, more than 50%
of the physical links are blocking. Link Aggregation (802.1AX) binds multiple physical links in a node into a single
logical link, thereby increasing bandwidth and providing link-level redundancy. As a result, physical link utilization
improves. However, a node failure in the network causes complete traffic loss as link aggregation does not provide any
node-level redundancy.

The OcNOS implementation of multi-chassis link aggregation (MC-LAG) extends the link aggregation concept to
ensure that connectivity between two networks can be maintained despite the failure of a node. MC-LAG provides
node-level redundancy by allowing two or more nodes in the network to share a common LAG endpoint. MC-LAG
emulates multiple nodes to represent a single logical node to the remote node running link aggregation. Even if one of
the nodes is down, there exists a path to reach the destination via other nodes. MC-LAG allows you to use all
interconnects in an active/active mode.

As shown in Figure 1-3, switch 2 and switch 3 share a common endpoint in switch 1. Switches 2 and 3 are a single
logical node to switch 1. Even if switch 2 or switch 3 is down, there exists a path from switch 1 to reach other
destinations. Switch 2 and switch 3 also share a common endpoint in switch 4.
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Switch 1
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xeb ned
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Figure 1-3: MC-LAG switching topology

With MC-LAG, at either one or both ends of a link aggregation group, a single aggregation system is replaced by a
portal that is a collection of one to three portal systems. In Figure 1-3, switches 1, 2, and 3 are a portal system, each
with physical links that together make up a link aggregation group. The portal’'s systems cooperate to emulate the
presence of a single aggregation system to which the entire link aggregation group is attached. Switches 2, 3, and 4
are also a portal system.

MC-LAG is also called MLAG.

Layer 3 Protocols

OcNOS supports these IP protocols:

» Border Gateway Protocol

* Open Shortest Path First

* Intermediate System to Intermediate System

» Virtual Router Redundancy Protocol

» Bidirectional Forwarding Detection

In addition to the standard Layer 3 routing protocols, OcNOS offers:
e Virtual Routing and Forwarding (VRF) support

e Constrained Shortest Path First (CSPF) topology support for the Open Shortest Path First (OSPF) and
Intermediate System-to-Intermediate System (I1S-IS) protocols

Unicast Routing Information Base Module

OcNOS maintains a central unicast Routing Information Base (RIB). A RIB is a data structure stored in a network
device that lists the routes to particular network destinations and metrics (distances) associated with those routes. A
RIB contains information about the topology of the network immediately around it. Maintaining a RIB by discovering
network topology is the primary purpose of dynamic routing protocols such as BGP and OSPF. Static fixed routes are
added to a RIB by commands. (A RIB is also called a routing table.)
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A Forwarding Information Base (FIB) is used to find the proper interface to which an input interface should forward a
packet. In contrast to RIBs, FIBs are optimized for fast lookup of destination addresses. (A FIB is also called a
forwarding table.)

Protocol modules create their own routes and communicate this protocol-specific information to the unicast RIB. The
OcNOS unicast RIB contains all routing information received from routing peers, for example, destination prefix,
nexthop information, and distance.

Figure 1-4 shows how the Layer 3 protocols and the unicast RIB communicate.

Layer 3 Protocols

1515 OSPF

BGP RIP
alele

Prefix, nexthop,
distance

Unicast RIB module
A

Y
[ Hardware

I Prefix, nexthop

Figure 1-4: Protocol, ust RIB, and kernel interaction
The unicast RIB performs these operations:
» Communicate with OcNOS routing and switching modules to get routing information updates
» Provide configuration for static routes
* Process the routing information and maintain all the received routes from clients as part of the RIB
* Maintain the FIB
e Process the routes and select the FIB route and program the kernel
* Redistribute routes
» Handle interface up and down events

For every known prefix, OcNOS maintains a route node entry in its RIB. OcNOS populates this table upon receiving
routes from:

* Protocols such as BGP and OSPF

e  Static routes configured using commands

* The kernel FIB

» Connected routes derived from interface information

Routing protocols use different metrics to calculate the best path for a destination.The best path is sent to the RIB.
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Border Gateway Protocol

Border Gateway Protocol (BGP) is a core exterior gateway protocol (EGP) used on the Internet. BGP maintains a table
of IP networks, or prefixes, which designate network reachability among Autonomous Systems (AS). BGP is a path-
vector protocol that makes routing decisions based on path, network policies, and/or rule sets.

OcNOS supports BGP version 4 and offers VPN extensions for MPLS-VPN support. The VPN extensions work with
MPLS-LDP and RSVP.

OcNOS BGP features include:

e |Pv4 support

* Route Reflection

* Route Refresh

e Community Attributes

*  Community Attributes in Multi-Home Routing

* Extended Communities

» Protection of BGP Session via the TCP MD5 Signature Option

e Capabilities Advertisement

* Route Flap Damping

* E-BGP Multi hop

»  Stateful implementation

*  Multi-protocol BGP (MP-BGP) extensions

* BGP/MPLS VPNs

»  Graceful restart

* BGP Inter-Domain Routing (IDR):
» Virtual Routing and Forwarding Support
*  Full MIB support

Open Shortest Path First

Open Shortest Path First (OSPF) is a link-state routing protocol that runs internally on a single autonomous IPv4
system. Each router designated to run OSPF maintains an identical database only within area. From this database, a
routing table is calculated by constructing a shortest-path tree.

OcNOS OSPF features include:

e Opaque Link State Attributes (LSA)

» Link State Attributes (LSA) - Throttling

* Link Local Signaling

*  Multiple Instance Support

* Intra- and inter-area routing

» Type 1/2 external routing

e Opaque link state availability (LSA) Option
* Manual and automatic virtual links

» Broadcast, point-to-point and point-to-multi-point models, NBMA network
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» MD?5 authentication

* Incremental SPF

» Traffic Engineering extensions

» Virtual Routing (VR) and Virtual Routing and Forwarding (VRF) support
»  Graceful restart

» Virtual Private Network (VPN) support

* Constrained Shortest Path (CSPF) support

e Full MIB support

Intermediate System to Intermediate System

Intermediate System-to-Intermediate-System (IS-1S) is a link-state routing protocol that runs internally on a single
autonomous system. I1S-1S routers maintain identical databases that describe the autonomous system's topology. A
routing table is calculated from the database by constructing a shortest-path tree.

OcNOS IS-IS features includes:

» Use of OSI IS-IS for Routing in TCP/IP

* Three-Way Handshake for Intermediate System to Intermediate System (I1S-IS) Point-to-Point Adjacencies
* IS-IS Exponential Back-off of SPF

* IS-IS external routes redistribution

* BFD over IS-IS (v4)

*  Full MIB support

Virtual Router Redundancy Protocol

The Virtual Router Redundancy Protocol (VRRP) allows a virtual router composed of two or more routers on the same
subnet to prevent failure by providing at least one standby virtual router if the master virtual router fails. VRRP
eliminates the single point of failure most common in a static default routed environment.

In OcNOS, the VRRP module functions are to:
e Bring up or down VRRP sessions in the respective VR mode
e Create and delete VRRP sessions dynamically

» Transmit and receive VRRP packets to and from the virtual-router peers based on the time-out value or the current
state of the VRRP router

VRRP specifies an election protocol that dynamically assigns responsibility for a virtual router to one of the VRRP
routers on a LAN. The VRRP router controlling the IP addresses associated with a virtual router is called the master,
and it forwards packets sent to these IP addresses. The election process manages dynamic fail-over in the forwarding
responsibility should the master become unavailable. Any of the virtual router's IP addresses on a LAN can then be
used as the default first-hop router by end-hosts. The advantage of using VRRP is a higher availability default path
without requiring configuration of dynamic routing or router discovery protocols on every end-host.

OcNOS supports VRRP as specified in RFC 5798.

Bidirectional Forwarding Detection

Bidirectional Forwarding Detection (BFD) reduces the reliance upon the relatively slow Hello mechanism in routing
protocols to detect failures where no hardware signaling is available to assist. BFD works with BGP, OSPFv2, and IS-
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IS to enable them to configure BFD sessions, and for the sessions to receive the bidirectional forwarding failure
notifications.

BFD provides the following features:

» Asingle mechanism to detect liveliness over any media and in any protocol layer

» Rapid detection of communication failures between adjacent systems to quickly establish alternative paths
» Passive, Active, Synchronous, Asynchronous, and Demand modes of operation

* Improved system performance when faster detection is required, because data-plane reachability detection is
detached from control-plane functionality

» OcNOS protocol modules support BFD irrespective of where BFD packet-sending operations take place: in the
interfaces, data links, or to some extent, in the forwarding engines themselves

» BFD is Graceful-Restart unaware: whenever BFD timers expire, a session-down event is triggered to the protocol
module, and BFD maintains sessions for the protocol while it undergoes Graceful Restart

« Afast mechanism to detect liveliness of static next-hops

Multicast Protocols

OcNOS provides these multicast protocols:
* Layer 2 Multicast Module
* Layer 3 Multicast Module
»  Protocol-Independent Multicast Module

Layer 2 Multicast Module

Multicast packets are transmitted to a specific multicast address that represents a group of receivers that want to
receive the packets. Through the Internet Group Management Protocol (IGMP), a host receiver can join and leave a
multicast group.

IGMP snooping is the ability to passively listen for IGMP packets to learn IPv4 multicast group membership information.
With IGMP snooping, multicast traffic for a group is only forwarded to ports that have members in that group. OcNOS
supports IGMP snooping functionality for IGMP versions 1, 2, and 3.

Layer 3 Multicast Module

The multicast protocols communicate with the Layer 3 multicast module which communicates with the multicast
forwarder. A common multicast routing information base allows multiple multicast protocols to function simultaneously.

Figure 1-5 shows the Layer 3 multicast architecture of OcNOS. The Layer 3 multicast module holds the multicast RIB
and consolidates the routes from multicast routing protocols such as Protocol-Independent Multicast Module and Multi
Protocol Label Switching Protocols and installs them in the multicast FIB.
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L3 multicast PIM Module Unicast RIB
module module

——

Multicast FIB

8

Figure 1-5: Layer 3 multicast architecture

Protocol-Independent Multicast Module

Protocol-Independent Multicast (PIM) is a family of multicast routing protocols for IP networks that provides one-to-
many and many-to-many distribution of data over a network. PIM is termed protocol-independent because it does not
have its own topology discovery mechanism, but instead uses routing information supplied by other routing protocols.

OcNOS support these variants of PIM:

» PIM Sparse Mode (PIM-SM: RFC 4601) efficiently establishes distribution trees across wide area networks (WANS)
by routing packets to multicast groups. PIM-SM constructs a tree from each sender to the receivers in a multicast
group and packets from the sender follow the tree to interested recipients. PIM-SM is for situations where multicast
groups are thinly populated across a large region. Although it can operate in LAN environments, it is most efficient
in WAN environments.

* PIM Source-Specific Multicast (PIM-SSM: RFC 3569) is a subset of PIM-SM that allows deployment of SSM in a
network with hosts that do not support IGMP version 3. PIM-SSM builds trees that are rooted in just one source,
offering a more secure and scalable model for a limited amount of applications (mostly broadcasting of content). In
PIM-SSM, an IP datagram is transmitted by a source S to an PIM-SSM destination address G, and receivers can
receive this datagram by subscribing to channel (S,G).

PIM features include:
* Any CastRP

* Bootstrap router
* PIM border

Multi Protocol Label Switching Protocols

Multi-Protocol Label Switching (MPLS) operates at a layer operated between traditional definitions of Layer 2 (data link
layer) and Layer 3 (network layer). The MPLS modules support enterprise, edge, and core applications.

The OcNOS MPLS module supports the following protocols and features:
* Resource Reservation Protocol-Traffic Engineering

* Label Distribution Protocol

» Layer 2 Virtual Private Network

e Layer 3 Virtual Private Network

Figure 1-6 shows the MPLS high-level architecture.
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Figure 1-6: MPLS High Level Architecture

Resource Reservation Protocol-Traffic Engineering

Resource ReSerVation Protocol-Traffic Engineering (RSVP-TE) communicates with the QoS module to:
* Find if the requested bandwidth is available

* Reserve bandwidth for an LSP

* Release a reserved resource

Label Distribution Protocol

With the Label Distribution Protocol (LDP), two label-switched routers (LSR) exchange label mapping information. The
two LSRs are called LDP peers and the exchange of information is bi-directional. LDP is used to build and maintain
databases of LSRs that are used to forward traffic through MPLS networks.

LDP works with other routing protocols (such as OSPF and BGP) to create the LSPs used when forwarding packets.
An LSP is the path taken by all packets that belong to the Forwarding Equivalence Class (FEC) corresponding to that
LSP. In this way, LDP assigns labels to every destination address and destination prefix provided in the OcNOS RIB.

LDP also establishes sessions between non-directly connected peers (targeted LDP).

Layer 2 Virtual Private Network

OcNOS offers MPLS Layer 2 Virtual Private Network (VPN) and Virtual Private LAN Service (VPLS) protocol modules
that enhance MPLS by providing transparent LAN access between VPN sites. The VPN infrastructure for the Provider
Edge (PE) uses the IP routing, traffic engineering, and MPLS switching features of OcNOS.

Layer 2 VPN connectivity can be implemented by either VPWS (Virtual Private Wire Service) or Virtual Private LAN
Service (VPLS):

 VPWS can be only used when interconnecting two sites
* VPLS provides multi-site connectivity and therefore is more flexible

VPLS provides an end-to-end connection over an MPLS tunnel, using a combination of LDP and/or BGP for peer
discovery and signaling. Virtual Circuits (VC) create point-to-point VPN connections.

Layer 3 Virtual Private Network

The MPLS Layer 3 VPN is a Provider Edge (PE) technology for service provider VPN solutions. It uses BGP to
advertise VPN routes and uses MPLS to forward VPN packets on service provider backbones. A Customer Edge (CE)
device first establishes adjacency with a directly connected PE and advertises its VPN routes to the PE and learns
remote VPN routes from that PE. A CE and a PE use BGP/IGP to exchange routing information
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OcNOS supports BGP-MPLS VPNs for IPv4. Payload data packets are tunneled through the backbone, so that core
routers are unaware of IPv4 VPN routes. BGP allocates the labels for these prefixes and then informs its peer about
these labels. BGP then installs the labels in the data plane and maps the VPN prefix to the underlying MPLS tunnel.
Data traffic is encapsulated with BGP labels and sent on the MPLS tunnel.

System Management

The system management module supports these host protocols:
* Authentication, Authorization, and Accounting
» Dynamic Host Configuration Protocol Client

« Dynamic Host Configuration Protocol Relay

« Domain Name System

* Network Time Protocol

* Remote Authentication Dial In User Service

* Secure Shell

» Simple Network Management Protocol

e Syslog

* Telnet

* User Roles

Authentication, Authorization, and Accounting

The authentication, authorization, and accounting (AAA) commands provide these functions:

» Authentication identifies users by asking them to provide a user name and password. This information can be
encrypted if required, depending on the underlying protocol.

» Authorization provides a method of authorizing commands and services on a per user profile basis.

e Accounting collects detailed system and command information and stores it on a central server where it can be
used for security and quality assurance purposes.

The AAA feature allows you to verify the identity of, grant access to, and track the actions of users managing devices.
The AAA feature works with Remote Authentication Dial In User Service.

Dynamic Host Configuration Protocol Client

The Dynamic Host Configuration Protocol (DHCP) client is used to configure devices that are connected to a network
so they can communicate on that network using the Internet Protocol (IP). DHCP is implemented in a client-server
model where DHCP clients request configuration data, such as an IP address, a default route, or DNS server
addresses from a DHCP server.

Dynamic Host Configuration Protocol Relay

DHCP relay allows DHCP clients to communicate directly with DHCP servers in small networks with only one IP
subnet. To allow DHCP clients on subnets not directly served by DHCP servers to communicate with DHCP servers,
DHCP relay agents can be installed on these subnets. The DHCP client broadcasts on the local link and the relay
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agent receives the broadcast and transmits it to one or more DHCP servers using unicast. The DHCP server replies to
the client and the relay agent then retransmits the response on the local network.

Domain Name System

The Domain Name System (DNS) translates easily-to-remember domain names into numeric IP addresses needed to
locate computer services and devices. By providing a worldwide, distributed keyword-based redirection service, DNS is
an essential component of the Internet.

Network Time Protocol

The Network Time Protocol (NTP) synchronizes computer clock times in a network of computers. NTP uses
Coordinated Universal Time (UTC) to synchronize computer clock times to a millisecond, and sometimes to a fraction
of a millisecond.

Remote Authentication Dial In User Service

Remote Authentication Dial In User Service (RADIUS) provides centralized Authentication, Authorization, and
Accounting management for users that connect to and use a network service. RADIUS is specified in RFC 2865.

Secure Shell

Secure Shell (SSH) is a cryptographic protocol for secure data communication, remote login, remote command
execution, and other secure network services between two networked computers.

Simple Network Management Protocol

In SNMP, administration groups are known as communities. SNMP communities consist of one agent and one or more
SNMP managers. Defining communities provides security by allowing only management systems and agents within the
same community to communicate.

SNMP access rights are organized by groups. Each group is defined with three accesses: read access, write access,
and notification access. Each access can be enabled or disabled within each group.

The SNMP v3 security level determines if an SNMP message needs to be protected from disclosure and if the
message needs to be authenticated and /or encrypted.

SNMP is defined in RFCs 3411-3418.

Syslog

Linux applications use the sysl og utility to collect, identify, time-stamp, filter, store, alert, and forward logging data.
The sysl og utility can track and log all manner of system messages from informational to extremely critical. Each
system message sent to a sysl og server has two descriptive labels associated with it:

» The function (facility) of the application that generated it. For example, applications such as mai | and cr on
generate messages with facilities named mail and cron.

» Eight degrees of severity (numbered 0-7) of the message.
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Telnet

Telnet is a client/server protocol that establishes a session between a user terminal and a remote host:
» The telnet client software takes input from the user and sends it to the server’s operating system
» The telnet server takes output from the host and sends it to the client to display to the user

While telnet is most often used to implement remote login capability, the protocol is general enough to allow it to be
used for a variety of functions.

User Roles

OcNOS provides four user roles:

* Network Administrator: all access permission to make permanent changes to the switch configuration. Changes
are persistent across reset/reboot of switch.

* Network Engineer: all access permission to make permanent changes to the switch configuration. Changes are
persistent across reset/reboot of switch. The st art - shel | and hw shel | commands are blocked for this role.

» Network Operator: all access permission to make permanent changes to the switch configuration. Changes are not
persistent across reset/reboot of switch.

* Network User: access permission to display information, but cannot modify any existing configuration.

Virtual Extensible Local Area Network

Virtual extensible LAN (VXLAN) interconnects Layer 2 networks using VXLAN tunnel end points (VTEPSs) and a Layer 3
tunnel (segment). A VTEP has an IP address and interacts with a local LAN segment and an IP transport network. A
VTEP can be a hypervisor, top-of-rack (TOR) switch, or a gateway. VXLAN can run between VTEPs within a data
center or can interconnect different data centers. VXLAN labels Layer 2 segments with a network identifier (VNID)
which provides up to 16 million tunnels in the same administrative domain.

VXLAN creates LAN segments using MAC Address-in-User Datagram Protocol (MAC-in-UDP) encapsulation.

Figure 1-7 shows VLANs 32 and 47 connected by a VXLAN tunnel named VNID 82.VTEP-14 routes packets from
VLAN 32 to the transport network based on the IP address of VTEP-37. VTEP-37 receives the packets, strips the outer
headers, and forwards the packets to a host identified by the destination MAC address on VLAN 47.

i l IP transport network ' i
~ ! 3 . \
O— VNID 82 ER— S

WVLAN 32 WLAMN 47
Figure 1-7: VXLAN High-level Architecture
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VXLAN EVPN using MP-BGP

OcNOS supports VXLAN EVPN (Ethernet Virtual Private Network) using MP-BGP where the virtual machine MAC
address learning happens in the control plane using MP-BGP and not in the data plane. This allows dynamic learning
and provisioning of tunnels and hosts. BGP route reflectors can be deployed on the carrier backbone network. All

provider edge devices maintain a peer relationship with the BGP route reflectors. The route reflectors distribute the
EVPN routes.
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System Management Configuration Guide

Contents

This guide contains these chapters:

» Chapter 1, User Configuration

* Chapter 2, Using the Management Interface

* Chapter 3, SSH Client Server Configuration

e Chapter 4, Telnet Configuration

» Chapter 5, Syslog Configuration

* Chapter 6, DNS Configuration

» Chapter 7, DHCP Client Configuration

» Chapter 8, Software Monitoring and Reporting

*  Chapter 9, TACACS Client Configuration

e Chapter 10, RADIUS Client Configuration

* Chapter 11, DHCP Relay Agent Configuration

* Chapter 12, NTP Client Configuration

» Chapter 13, Simple Network Management Protocol
» Chapter 14, Access Control Lists Configurations
e Chapter 15, Route-map Continue Configuration
e Chapter 16, Show Tech Support Configurations
e Chapter 17, Debounce Timer
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cHapTER 1 User Configuration

Overview

User management is an authentication feature that provides administrators with the ability to identify and control the

users who log into the network.

OcNOS provides 4 different roles for users.

* Network Administrator: can make permanent changes to switch configuration. Changes are persistent across

reset/reboot of switch.

» Network Engineer: can make permanent changes to switch configuration. Changes are persistent across reset/

reboot of switch.

* Network Operator: can make permanent changes to switch configuration. Changes are not persistent across reset/

reboot of switch.

* Network User: displays information; cannot modify configuration.

User Configuration

#configure terninal

Enter configure mode.

(confi g)#usernane userl password user 12345

Create Username “userl” with password user12345 which will
have default role as network-user. Password should be <8-32>
char, username <2-15>char.

(confi g)#usernane userl rol e network-

Changing the role for userl to network-operator. Password

oper at or password user 12345 should be <8-32> char, username <2-15>char.
(confi g) #usernane user?2 rol e network- Create a user “user2” with role as network-operator. Password
operat or password user 12345 should be <8-32> char, username <2-15>char.

(confi g)#usernane user 3 rol e networ k-adm n

password user 12345

Create a user “user3” with role as network-admin. Password
should be <8-32> char, username <2-15>char.

(confi g) #usernane user4 rol e network-
engi neer password user 12345

Create a user “user4” with role as network-engineer. Password
should be <8-32> char, username <2-15>char.

(confi g) #exi t

Exit configure mode.

Validation

show user-account, show user-account <username>, show role

#show user - account
User: userl

rol es: network-operat or
User: user?2

rol es: network-operat or
User: user3

rol es: network-admn
User: user4

rol es: network-engi neer
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#show rol e

Rol e Nane Info

net wor k- admi n Net wor k Admi ni strator - Have all pernissions
net wor k- engi neer Net wor k Engi neer - Can save configuration

net wor k- oper at or Net wor k Operator - Can not save configuration
net wor k- user Net work User - Can not change configuration

rbac-customni zed-rol e RBAC User - Can change only permitted configuration

#show user -account userl
User: userl
rol es: network-operat or
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cHapTER2  Using the Management Interface

Overview

OcNOS provides support for different types of Management Interfaces. The management interface can be the standard
out of band (OOB) port, or any in-band port.

To provide segregation between management traffic and data traffic, OcNOS provides a Management VRF. The
Management VRF is created by default when OcNOS boots. This VRF cannot be deleted. All ports used as
Management Interface needs to be in Management VRF. The management VRF is used for all types of Management
applications listed below

» Remote access to router (SSH/Telnet)

» File transfer applications (SFTP/SCP)

* Login Authentication via Radius/Tacacs

* Network management protocols (SNMP, Netconf)

Apart from this, DHCP, DNS, NTP, Syslog, License/Software upgrade also uses ports mapped to management VRF for
their operations. Also LLDP protocol can be run on any ports mapped to this Management VRF.

Note: If the management interface flaps, the device becomes unreachable.

Management Port

The Out of Band (OOB) Management Port in OcNOS is identified as “eth0.” This port is automatically mapped to the
Management VRF when OcNOS boots, and will remain in same VRF throughout. It cannot be moved out of this VRF.

The IP address of the management port can be configured statically or via DHCP.

Static IP Configuration

A static IP can be configured on the management port during ONIE installation itself, or after installation using the
OcNOS CLIs commands. To configure a static IP during ONIE installation, do the following

#oni e- di scovery-stop
#ifconfig ethO <ip address> net mask <subnet mask> up

Please check the Install Guide for details.

The IP address configured during ONIE installation will be applied to the management port and the same will be
retained when OcNOS boot up, and the port becomes part of Management VRF.

#show runni ng-config interface ethO
!
interface ethO

ip vrf forwardi ng managenent
i p address 10.12.44.109/ 24

After getting the OcNOS prompt, this IP address can be changed from the CLI.
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#configure term nal Enter configure mode

(config)#interface ethO Enter interface mode

(config-if)#i p address 10.12.44.120/ 24 Assign an IPv4 address to the interface

(config-if)#exit Exit interface mode

(config) #exi t Exit configure mode

If a static IP is not configured during ONIE installation the same can be configured via CLI by following the above steps.
Using the OcNOS CLI, DHCP can also be enabled on the Management port.

#configure terninal Enter configure mode

(config)#interface ethO Enter interface mode

(config-if)#i p address dhcp Enable DHCP on interface

(config-if)#exit Exit interface mode

(confi g) #exi t Exit configure mode

Obtaining IP Address via DHCP

During onie installation, the management port attempts to acquire IP address via DHCP automatically unless stopped
explicitly using “onie-discovery-stop”. So, if management port is getting IP via DHCP, after OcNOS boots, the
management port will continue to use DHCP, even when it is part of the Management VRF.

#show runni ng-config interface ethO
!
interface ethO

ip vrf forwardi ng managenent

i p address dhcp

After OcNOS boots, the IP address can be changed to any static IP from the command line as shown earlier.

In-Band Ports

Any front-end ports of the device (in-band ports) can be made part of the management VRF. Once they are part of the
management VRF they can also support all management applications such as SSH/Telnet and others as listed in
Overview.

Once the ports are part of the management VRF, they should not be used for data traffic and routing or switching
purposes. In-band ports can be added or removed from Management VRF as and when required.

#configure term nal

Enter configure mode

(config)#interface xel/l

Enter interface mode

(config-if)#ip vrf forwardi ng managenent

Add in-band port to Management VRF

(config-if)#exit

Exit interface mode

(config) #exi t

Exit configure mode

#configure term nal

Enter configure mode

(config)#interface xel/l

Enter interface mode
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(config-if)# no ip vrf forwardi ng nanagenent Remove in-band port from Management VRF

(config-if)#exit Exit interface mode

(confi g) #exi t Exit configure mode

Using Ping in Management VRF

To check reachability to any node in the management network, you need to explicitly mention the VRF name as
“management.”

In the following example, Node-1 has management interface ethO and Node-2 has management interfaces ethO and
xe3/1. In order to reach the network 20.20.20.40/24 from Node-1 a static route needs to added.

i - i 10.12.44.106 i - i 20.20.20.40
eth0 eth0 Xeldl

NODE 1 NODE 2

#configure terninal

Enter configure mode

(config)# ip route vrf nanagenent
20.20.20.0/24 10.12.44.106 ethO

Add static route in management VRF to reach 20.20.20.0/24
network

(config) #exi t Exit configure mode

Node- 1#show i p route vrf managenent
Codes: K - kernel, C - connected, S - static, R- RIP, B- BGP
O- OSPF, IA- CSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, L1 - 1S ISlevel-1, L2 - IS 1S level-2, ia- IS ISinter area,
v - vrf | eaked
* - candi date default

| P Route Tabl e for VRF "nmanagenent"
C 10.12.44.0/24 is directly connected, ethO
S 20.20.20.0/24 [1/0] via 10.12.44.106, ethO

Gateway of last resort is not set

Node- 1#pi ng 20. 20. 20. 40 vrf nmanagenent

PI NG 20. 20. 20. 40 (20. 20. 20.40) 56(84) bytes of data.

64 bytes from 20.20.20.40: icnp_seq=1 ttl =64 tinme=0.494 s
64 bytes from 20.20.20.40: icnp_seq=2 ttl=64 tinme=0.476 s
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cHaptER3  SSH Client Server Configuration

Overview

SSH is a network protocol that allows data to be exchanged using a secure channel between two networked devices.
SSH was designed as a replacement for Telnet and other insecure remote shells, which send information, notably
passwords, in plain text, rendering them susceptible to packet analysis.[2] The encryption used by SSH is intended to
provide confidentiality and integrity of data over an unsecured network, such as the Internet. SSH uses public-key
cryptography to authenticate the remote computer and allow the remote computer to authenticate the user.

SSH is typically used to log into a remote machine and execute commands, but it also supports tunneling, forwarding
TCP ports and X11 connections; it can transfer files using the associated SFTP or SCP protocols. SSH uses the client-
server model

TCP port 22 is assigned for contacting SSH servers. This document covers the SSH server configuration to enable
SSH service and key generation and SSH client configuration for remote login to server.

In-band Management over Default VRF

OcNOS supports SSH over the default and management VRFs via the in-band management interface and out-of-band
management interfaces, respectively.

SSH can run on the default and management VRFs simultaneously. By default, it runs on the management VRF.

Topology

Remate
machine
Figure 3-8: SSH sample topology
Basic Configuration
#configure term nal Enter configure mode
(config)#ssh login-attenmpts 2 vrf Set the number of login attempts to 2
managenent
(config)#exit Exit configure mode
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Validation

#show ssh server
ssh server enabled port: 22
aut hentication-retries 2

#show runni ng-config ssh server
feature ssh vrf managenent
ssh login-attenpts 2 vrf managenent

SSH Client Session

When the device acts as an SSH client, it supports both SSH IPv4 sessions to log into the remote machine.

#ssh root @O0. 10. 10. 1 vrf managenent Log into remote machine using an IPv4 address

SSH Keys

Use the ssh key command to generate new RSA/DSA keys for the SSH server. By default, the system has RSA/DSA
public/private key pair placed in / et ¢/ ssh/ . If you want to regenerate RSA keys, you must specify the f or ce option.

Configuration

#configure terninal Enter configure mode.

(config)#ssh key rsa force vrf managenent Specify the f or ce option to regenerate SSH RSA keys

(config)#exit Exit configure mode

Validation
#sh ssh key

****************RSA KEY********************

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDMUVCO) pNgMyNzaqzl ELX6LI saK/
l&7$BI X MVHAGDs Znd _

d Lb18AI B27W58YD8k0+YWOLROr HUPt NeSFVMEsMaQxsalLkSi 7yg86xSJaqgLQry OQUTS/
OC9hr eXkJ73ay

nOy Xa8+br e0oyJq1NWAI 9B1j Ehf SSAi poDSp/
dm:93VJyV+3hgy1FMTAhe{eanUVeLBE si Rl Sf {070-5BYSF6GzArTSuCn_6PAeI pHm
3L4gChcnPL+0out QO f CSLAUOXEZhTFXr zC611 +14LG 8pR6 YN+2uEnUGk g i

aDLEf f | WK4dWCp67JUl ef 1BTOvxRur pssuRds| hJQXDFaj

bitcount: 2048 fingerprint: a4:23:5d: 8a: 5a: 54: 8b: 3e: Ob: 38: 06: 79: 82: €9: 83: 48

kkhkkhkhkhkkkkhkkhkhkhhkkkkhkhkhhhhkkhkkhkikhhhkkkkhkikihhkkkkk*

****************DSA KEY********************

ssh-dsa AAAAB3NzaClkc3MAAACBALpY6MFhFPYI +Vc AHz HopnwVnNXv9oR/

EGHUVBOBBQAQELQ 1mi t 1r f t 40a4t YRA6P4gazKnnNf VE/ _

97FwEbCZaXaz9Wef cf a3ALt svGdy NQ@k2BebYi RnmeWhS3wGVOM D64bAi VO

2p/

LyF6D0yghnZ3up3t t TNSQF Hey YO wy z AAAAFQD+k 6WQyr 511 hXI QSs QD8by8qxj UWAAAI BOLXP3I j n
fszXy\éENNzl XCcJ7ZZKkFYUnt DIxRZI DceuSf 4Q pM Qvr dr gdgqZNhr Ui D&\M

HaCMXOLAEQxf Ph5Tal wPyccngn

VUS83Tx5770f BW6hel | Tey3B3/ 31 +Ff i GKUXS/ . .

nZSyf 5SFVBswwy Zwk FOMVOSRCYTpr nFt 5gx 8awAAAl EA| DNqI\/kngvB&] Bgf 07zbGgXj BQm+dE8f G
j 12znl gg4l hYcMZIVNwTi ydDI gMVNFf Kc1dAT3zr 6qMEZf Gv56EbK
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1qUu103K5CF44Xf VKYNCHIV+/
f cf AJasGUBWh0oSbU5Q08abyMs| GRYTur OVKRhvi f 6sxvi eEpVnVK2/ nPVWXA=

bitcount: 1024 fingerprint: d9:7a: 80: e0: 76: 48: 20: 72: a6: 5b: 1c: 67: da: 91: 9f : 52

R S Sk I R R Rk Sk e b R R R Sk o

Note: The newly created rsa/dsa key can be verified by logging into the device from a remote machine and checking
whether the newly created key's fingerprint matches with the logging session fingerprint.

SSH Encryption Cipher

Specify an SSH cipher to encrypt an SSH session. By default, all the ciphers are supported for a new SSH client to
connect to the SSH server.
SSH supports these encryption algorithms:
* Advanced Encryption Standard Counter:
e aesl28-ctr
* aesl92-ctr
* aes256-ctr
+ aesl28-chbc
* Advanced Encryption Standard Cipher Block Chaining:
* aesl92-cbc
* aes256-cbc
» Triple Data Encryption Standard Cipher Block Chaining:
» 3des-chc

Configuration

#configure terninal Enter configure mode

(config)#ssh server algorithm Set the SSH server encryption algorithm to AES 128 bit counter
encryption aesl128-ctr vrf
nanagement

(config)#ssh server algorithm Set the SSH server encryption algorithm to AES 128 cipher block chaining
encryption aesl128-chc vrf
nanagement

(config)#exit Exit configure mode

Validation

The new cipher encryption algorithm takes effect for a new incoming ssh client connection.

#show runni ng-config ssh server
feature ssh vrf managenent
ssh server algorithmencryption aesl28-ctr aesl128-chbc vrf managenent
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SSH Client Session

#ssh ci pher aes128-ctr root@.1.1.1 vrf |Specify AES 128-bit counter encryption to establish an SSH
managenent connection to a remote machine using an IPv4 address

SSH Key-Based Authentication

Enable OcNOS device SSH server to perform public key based SSH authentication, to enable machine to machine
communication possible without requiring password. Public key based authentication increases the trust between two
Linux servers for easy file synchronization or transfer. Public-key authentication with SSH is more secure than
password authentication, as it provides much stronger identity checking through keys.

Topology

Remote
machine

Figure 3-9: SSH Key-based authentication

Public Key Authentication Method

The server has the public key of the user stored; using this the server creates a random value, encrypts it with the
public key and sends it to the user. If the user is who is supposed to be, he can decrypt the challenge using the private
key and send it back to the server, server uses the public key again to decrypt received message to confirm the identity
of the user. SSH is supported in-band (default VRF) and out of band (management VRF). Installed keys are stored in
the ~/ . ssh/ aut hori zed_keys file.

SSH key based authentication steps:

1. Login to remote machine Linux desktop (ssh client) and generate the key pair using the ssh- keygen command.
2. Create the username in OcNOS device (ssh server).

3. Install the public key of remote Linux ssh client in the OcNOS device.

4. Display the installed key in the OcNOS device using the show r unni ng- confi g command.

5. Log in from the remote Linux ssh client to the OcNOS device without providing a password.
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Useful Commands on Remote Desktop Client

# ssh-keygen To generate key pair on remote Linux machine (ssh client)
# cd /bob/.ssh/ To go to the location of saved key pair
# cat id_rsa.pub Command to display the generated public key in remote Linux client

Configuration commands in OcNOS

#configure term nal Enter configure mode.

#feature ssh vrf nanagenent Enable the SSH feature on vrf management. To enable in
default vrf give the command "feature ssh"

#usernanme fred To create username with default role as network-user. To
create user with different role specify role using command
"username <username> role <role_name>

#usernanme fred sshkey Install the public key of remote Linux client in OcNOS device.
AAAAB3Nz aCly c 2EAAAADAQABAAABAQCB XhFi G ZP6yY
69l Wkew884NvgXgMPSOn3f Qe5kgpXvX0SbcUl5ax! /
VHVgU2YO0/

0gAt RUI Ak5s0oRr f 51 Z2+r TOzZNP37m+TnbHI EFKZZut 0
Ff f GSuXt PKbE+GE QYHEz CBRSNqQUH xr | ve3l GoB1U
UxuWhMzJf gc2vZ78V2znd2zk4ygi N1j x1sE8UI 98W |
cwuqg44t zul aUYAI Cl fr QIXri QM +QcJINERSO8r MS5D
5NnTVhlnr oqoozY8i /

gMKf hCFMoysj i DMHU9GE] NsNbl F/

DQuVWESKFFEVT 6f Or zXyvq26NpgalnZ4pQvz gk CaVwl
6Cy3csoTncwiOvy XV bob@ ocal host . | ocal domai n

#exit Exit configure mode.

Validation

The new cipher encryption algorithm takes effect for a new incoming ssh client connection.

#show runni ng-config

<ski pped ot her content>
feature ssh vrf nanagenent
usernanme fred rol e network-user

username fred sshkey

AAAAB3Nz aCly c 2 EAAAADAQABAAABAQCB XhFi A ZP6y Y6ql Wkew884Nv gXgMPSOn3T Qe5kgpXvX0SbcUl5ax! /
VHvVgU2YO0/

0gAt RUl Ak5s0Rr f 51 Z2+r TOzZNP37m+TnbHI EFKZZut OFf f GSuXt PKbE+GGE QYHEz CBRSnqQUH xr | ve3l GoB1UU
xuWhMzJf gc2vZ78V2znd2zk4ygi N1j x 1sE8UI 98W I cwuq44t zul aUYAI Cl fr QOXri Qr +QcJONERSC8r MS5D5N
nTVhilnr 0qoozY8i / gMKf hCFMoysj i DMVHU9GCI NsNbl F/

DQvWESKFFEVT 6f Or zXyvg26NpgaJnZ4pQvzgkCaVwl6Cy3csoTncwOvy XV bob@ ocal host . | ocal domai n

<ski pped ot her content>
#show runni ng-confi g ssh server
feature ssh vrf nmanagenent
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SSH Key-based Client Session

#ssh fred@O. 10. 26. 186 Specify user name and ip address to access the device. Supports IPv4 and IPv6.User
should be able to access without password and through key based authentication

Restrictions

» Key generation or installation are not supported for "root" user account in OcNOS device.
e Third party SSH utilities cannot be used for key installation, rather OcNOS CLI is the only way to install public keys.

Sample Use Case

1. Login to remote machine linux desktop (ssh client) and generate the key pair using the ssh- keygen command.

[ bob@ ocal host ~] # ssh-keygen

Generating public/private rsa key pair.

Enter file in which to save the key (/bob/.ssh/id_rsa):
/ bob/.ssh/id_rsa already exists.

Overwite (y/n)? vy

Ent er passphrase (enpty for no passphrase):

Ent er same passphrase agai n:

Your identification has been saved in /bob/.ssh/id rsa.
Your public key has been saved in /bob/.ssh/id_rsa. pub.
The key fingerprint is:

b2: d0: cc: d2: dd: db: 3d: 05: c1: 33: fc: 4a: df : 8e: 85: af bob@ ocal host . | ocal domai n
The key's randomart image is:

+--[ RSA 2048]----+
| o. |
| =
| St
| = . . o
| o* S. . +o|
| 0o 0 .0.+
| 0=

| .. 0|
| E |
oo +

[ bob@ ocal host ~]# cd /bob/. ssh/
[ bob@ocal host .ssh]l# cat id_rsa. pub

ssh-rsa

AAAAB3Nz aCly c 2 EAAAADAQABAAABAQCBXhFi A ZP6y Y6ql Wkew884Nv gXgMPSOn3T Qe5kgpXvX0SbcUl5ax! /
VHVgU2YO0/

0gAt RUl Ak5s0Rr f 51 Z2+r TOzZNP37m+TnbHI EFKZZut OFf f GSuXt PKbE+GGE QYHEz CBRSnqQUH xr | ve3l GoB1UU
xuWhMzJf gc2vZ78V2znd2zk4ygi N1j x1sE8UI 98W I cwuq44t zul aUYAI Cl fr QOXri Qr +QcJINERSC8r MS5D5N
nTVhilnr 0qoozY8i / gMKf hCFMoysj i DMHU9GEI NsNbl F/

DQvVESKFFEVT 6f Or zXyvg26NpgaJnZ4pQvzgkCaVwl6Cy3csoTncwOvy XV bob@ ocal host . | ocal domai n

[ bob@ ocal host .ssh]#

2. Create username in OcNOS switch device (ssh server)
(confi g) #usernanme fred

Note: By default, the user role is net wor k- user .
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3. Install the public key of remote Linux ssh client in OcNOS device.

(config) #usernanme fred sshkey

AAAAB3Nz aCly c 2 EAAAADAQABAAABAQCBXhFi A ZP6y Y6ql Wkewd84Nv gXgMPSOa3f Qe5kgpXvX0SbcUl5ax| /
VHVgU2YO0/

0gAt RU Ak5soRr f 51 Z2+r TOzZNP37m+-TnbHI EFKZZut OFf f GSuXt PKbE+Gd QYHEz CBRSnqQuHI xr | ve3l GbB1UU
xuWhMzJf gc2vZ78V2znd2zk4ygi N1j x 1sE8UI 98W 1 cwuqg44t zul aUYAI Cl fr QIXri QM +QcJINERSC8r MS5D5N
nTVhlnr ogoozY8i / qKf hCFMoysj i DVHU9GcI NsNbl F/

DQVvVESKFFEVT 6f Or zXyvg26NpgaJnZ4pQvzgkCaVwl6Cy3csoTncwovy XV bob@ ocal host . | ocal donai n

4. Display the installed key in OcNOS device using the show r unni ng- confi g command.

#show runni ng-config
<ski pped ot her content>
username fred rol e network-user

usernane fred sshkey

AAAAB3Nz aCly c 2 EAAAADAQABAAABAQCSXhFi G ZP6y Y6l Wk ew884Nv gXqMPSOn3f Qe5kgpXvX0SbcUl5ax! /
VHVgU2YO0/

0gAt RUl Ak5s0Rr f 51 Z2+r TOzZNP37m+-TnbHI EFKZZut OFf f GSuXt PKbE+GGE QYHEz CBRSnqQuUH xr | ve3l GoB1UU
xuWhMzJf gc2vZ78V2znd2zk4ygi N1j x1sE8UI 98W I cwug44t zul aUYAI Cl fr QIXri Qr +QcIJ9NER5O8r MS5D5N
nTVhlnr 0qoozY8i / qMKf hCFMoysj i DVHU9GcI NsNbl F/

DQVvVESKFFEVT 6f Or zXyvq26NpgalnZ4pQvzgkCaVwleCy3csoTncwovy XV bob@ ocal host . | ocal domai n

<ski pped ot her content>

5. Login from remote Linux ssh client to OcNOS device without providing password
[ bob@ocal host .ssh]# ssh fred@O. 10. 26. 186
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cHApTER 4 Telnet Configuration

Overview

Telnet is a TCP/IP protocol used on the Internet and local area networks to provide a bidirectional interactive text-
oriented communications facility using a virtual terminal connection. The Telnet program runs, connects it to a server
on the network. A user can then enter commands through the Telnet program and they will be executed as if the user
were entering them directly on the server console.Telnet enables users to control the server and communicate with
other servers on the network. The default port number for Telnet protocol is 23.Telnet offers users the capability of
running programs remotely and facilitates remote administration.

Support for In-band Management Over Default VRF

OcNOS supports Telnet over the default and management VRFs via in-band management interface and OOB
management interface, respectively.

By default, Telnet runs on the management VRF.

Topology

Remuote
machine
Figure 4-10: Telnet topology
Enable and Disable the Telnet Server
#configure terninal Enter configure mode

(config)#no feature telnet vrf managenent Disable Telnet feature

(config)#feature tel net vrf nanagenent Enable Telnet feature

(config)#exit Exit configure mode
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Configure the Telnet Server Port

#configure terninal

Enter configure mode

(config)#no feature telnet vrf nanagenent

Disable Telnet feature

(config)#tel net server port 6112 vrf
nmanagement

Set Telnet port to 61112

(config)#feature tel net vrf nanagenent

Enable Telnet feature

(config)#exit

Exit configure mode

Telnet Client Session

#tel net 10.10.10.1 vrf managenent

Log into remote machine using IPv4 address

Validation Commands

#show t el net server
tel net server enabled port: 6112

#show runni ng-config tel net server
feature tel net
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cHapTER5  Syslog Configuration

Syslog is a standard for logging program messages. It allows separation of the software that generates messages from
the system that stores them and the software that reports and analyzes them. It also provides devices which would
otherwise be unable to communicate, a means to notify administrators of problems or performance.

OcNOS supports logging messages to a syslog server in addition to logging to a file or the console (local or ssh/telnet
console). OcNOS messages can be logged to a local syslog server (the machine on which OcNOS executes) as well
as to one or more remote syslog servers. Remote syslog servers can either be configured with IPv4 addresses or host
names.

Support for In-band management over default VRF

OcNOS supports syslog over the default and management VRFs via in-band management interface and OOB
management interface, respectively.

By default, syslog runs on the management VRF.

Topology

Remaote
machine

Figure 5-11: Syslog sample topology

Enabling rsyslog

#configure terninal Enter configure mode.

config)#feature rsyslog [vrf managenent] Enable feature on default or management VRF. By default this
feature runs on the management VRF.

confi g) #exi t Exit configure mode

Logging to a File

The below configurations shows how to enable debug logs for a particular protocol. In this case, OSPF is shown.

#debug ospf all This enables the debugging on OSPF.
#configure term nal Enter configure mode
(config)#router ospf 1 Enable OSPF process 1
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(config-router)#exit Exit router mode

(config)#feature rsyslog Enable feature on default or management VRF. By default this
feature runs on the management VRF.

(config)#l ogging | evel ospf 7 This enable debug messages for OSPF module.
This is configurable either if default of management VRF.

(config)#l ogging logfile ospfl 7 This creates the log file where the logs will be saved. The path
of the file will be in the directory /log/ospfl. Log File size 4096-
4194304 bytes.

(confi g) #exi t Exit configure mode

To verify this, do some OSPF configuration and view the messages in the log file or with the show | oggi ng | ogfil e
command.

Validation Commands
#show | oggi ng logfile

I(:i7l)e logging : enabled File Name : /log/ospfl Size : 419430400 Severity :

2019 Jan 05 20:10:52.202 : GcNOS : OSPF : INFO : NSM Message Header

2019 Jan 05 20:10:52.202 : &NOS: CSPF : INFO: VR ID O

2019 Jan 05 20:10:52.203 : CNOS: CSPF : INFO: VRFID O

2019 Jan 05 20:10:52.203 : OcNOS : OSPF : INFO : Message type:

NSM _MSG LI NK_ADD

(5)

2019 Jan 05 20:10:52.203 : OcNOS : OSPF : INFO: Message length: 232
2019 Jan 05 20:10:52.203 : OGcNOS : OSPF : INFO: Message |ID: 0x00000000
2019 Jan 05 20:10:52.203 : OcNOS : GSPF : INFO: NSM Interface

2019 Jan 05 20:10:52.203 : GcNOS : OSPF : INFO: Interface index: 100001
2019 Jan 05 20:10:52.203 : OGcNOS : OSPF : INFO: Nane: pol

2019 Jan 05 20:10:52.204 : OGcNOS : OSPF : INFO: Flags: 536875010

2019 Jan 05 20:10:52.204 : OcNOS : OSPF : INFO : Status: 0x00000804

2019 Jan 05 20:10:52.204 : OGcNOS : CSPF : INFO: Metric: 1

2019 Jan 05 20:10:52.207 : OcNOS : OSPF : INFO: MIU 1500

2019 Jan 05 20:10:52.207 : OcNOS : OSPF : INFO: Type: L3

2019 Jan 05 20:10:52.207 : OcNOS : OSPF : INFO: HWtype: 9

2019 Jan 05 20:10:52.208 : OcNOS : CSPF : INFO: HWIlen: 6

2019 Jan 05 20:10:52.209 : OGcNOS : OSPF : INFO: HWaddress: ecf4. bb5c.a2b0
2019 Jan 05 20:10:52.210 : GcNOS : OSPF : INFO : Bandw dth: 0.000000

2019 Jan 05 20:10:52.211 : OGcNOS : OSPF : INFO: Interface lacp key flag O
20%9 Jan 05 20:10:52.212 : CNOS: OSPF : INFO: Interface |acp aggregator
upda

te flag O

#show | oggi ng | evel

Facility Default Severity Current Session Severity
nsm 3 3
ripd 3 3
ospfd 3 7
ospf 6d 3 3
i sisd 3 3
host pd 3 3
| dpd 2 2
rsvpd 2 2
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nri bd 2 2
pi nd 2 2
aut hd 2 2
nst pd 2 2
im 2 2
onnd 2 2
oand 2 2
vl ogd 2 2
vrrpd 2 2
ribd 2 2
bgpd 3 3
| 2nri bd 2 2
| agd 2 2
sfl ow 2 2
pservd 2 2

Logging to the Console

#configure terninal Enter configure mode.

(config)#l oggi ng | evel ospf 7 This enable debug messages for OSFP module.
(confi g) #l oggi ng console 7 This enables the console logs.

(confi g) #debug ospf This enables the debugging on OSPF configurations.
(confi g) #router ospf Enabling ospf for process 1.
(config-router)#exit Exit router mode.

(confi g) #exi t Exit configure mode.

To verify this, do some OSPF configuration and view the messages in the console.

Validation Commands

#show | oggi ng consol e
Consol e | oggi ng . enabl ed Severity: (debugging)

#show | oggi ng | evel

Facility Default Severity Current Session Severity
nsm 3 3
ripd 3 3
ospfd 3 7
ospf 6d 3 3
i sisd 3 3
host pd 3 3
| dpd 2 2
rsvpd 2 2
nri bd 2 2
pi nd 2 2
aut hd 2 2
nst pd 2 2
im 2 2
onnd 2 2
oand 2 2
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vl ogd 2 2
vrrpd 2 2
ribd 2 2
bgpd 3 3
| 2nTi bd 2 2
| agd 2 2
sfl ow 2 2
pservd 2 2

Logging to Remote Server

#configure term nal Enter configure mode.

(config)#l ogging | evel bgp 7 This enable debug messages for BGP module.
(config)#l oggi ng server 10.16.2.1 vrf Redirects the log messages to the server configured.
managemnment

(confi g) #debug bgp This enables the debugging on BGP configurations.
(config)#router bgp 1 Enabling BGP process 1.
(config-router)#exit Exit router mode.

(confi g)#exit Exit configure mode.

Validation Commands

#show | oggi ng server
Renote Servers:
10.16.2.1
severity: (debuggi ng)
facility: local7
VRF: managenent

#show | oggi ng | evel

Facility Default Severity Current Session Severity
nsm 3 3
ripd 3 3
ospfd 3 3
ospf 6d 3 3
i sisd 3 3
host pd 3 3
| dpd 2 2
rsvpd 2 2
nri bd 2 2
pi nd 2 2
aut hd 2 2
nst pd 2 2
im 2 2
onnd 2 2
oand 2 2
vl ogd 2 2
vrrpd 2 2
ribd 2 2
bgpd 3 7

124 © 2021 IP Infusion Inc. Proprietary



Syslog Configuration

| 2nri bd 2 2
| agd 2 2
sfl ow 2 2
pservd 2 2
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cHaptERe  DNS Configuration

Overview

The Domain Name System (DNS) is an Internet service that translates domain names into IP addresses. When a
domain name is used, DNS service translates the name into the corresponding IP address. If one DNS server does not
know how to translate a particular domain name, it gathers information from other Domain Name Systems to obtain the
correct IP address.

Support for In-band Management over default VRF

OcNOS offers support for DNS over default and management VRFs via in-band management interface & OOB
management interface, respectively.

The feature can be enabled to run on default and management VRF simultaneously. By default, it runs on management
VRF.

Topology

Remote

machine

Figure 6-12: DNS sample topology
Configuration
#configure terninal Enter Configure mode.
(config)#i p name-server vrf nmanagenent This add a IPv4 Name Server to the DNS.
10.12.17.11 10.1.1.2
(config)#i p host BINGO vrf managenent This will add IPv4 host to the DNS
10.1.1.1
(config)#exit Exit configure mode.

Validation Commands

#show host s
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VRF: def aul t
DNS | ookup is disabl ed
Default domain is enpty
DNS domain list is enpty

Name Servers : 10.12.17.11 10.1.1.2
Host

Bl NGO

* - Val ues assigned by DHCP dient.

Addr ess
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cHapteEr7  DHCP Client Configuration

Overview

Dynamic Host Configuration Protocol (DHCP) protocol is used for assigning dynamic IP addresses to systems on a
network. Dynamic addressing allows a system to have an IP address each time it connects to the network. DHCP
makes network administration easier by removing the need to manually assign a unique IP address every time a new
system is added to the network. It is especially useful to manage mobile users. Once a system is configured to use
DHCP, it can be automatically configured on any network that has a DHCP server.

DHCP uses a client-server model, in which the DHCP server centrally manages the IP addresses used in the network.
DHCP clients obtain an IP address on lease from the DHCP server.

DHCP Client Configuration for IPv4

Before configuring the DHCP in client, make sure that DHCP server is ready and also dhcpd is running on the server
machine.

Remote

machine
Figure 7-13: DHCP sample topology
#configure term nal Enter Configure mode.
(confi g) #f eature dhcp Enable the feature dhcp. This will be enabled by default.
(config)#interface xel Specify the interface(xel) to be configured and enter the
interface mode.
(config-if)#i p address dhcp The client requests for the IP address to the server, once it

receives the acknowledgment from the server, it assigns the IP
address to the interface in which this command is enabled.

(config if)#exit Exit interface mode.
(config)#interface ethO Enter management interface mode.
(config-if)#i p address dhcp The client requests for the IP address to the server, once it

receives the Acknowledgement from the server, it assigns the IP
address to the management interface.

(config if)#exit Exit interface mode.
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Validation Commands

#show runni ng-confi g dhcp

i nterface xe2
i p address dhcp
|

ip dhcp relay information option

#sh ip interface brief

VLS Type
et hO

o

lo.4
;Ianl.l
;elll
;ellz
;e1/3
;e1/4

xe2

xe3/ 1

| P- Addr ess
10. 12. 44. 20
127.0.0.1
127.0.0.1
unassi gned
2.2.2.3
unassi gned
unassi gned
unassi gned
*40. 40. 40. 40
20.20.30.1

Admi n- St at us
up
up
up
up
up
down
down
up
up
up

Li nk- St at us
up

up

up

down

up

down

down

down

down

up
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cHAPTER8 Software Monitoring and Reporting

Overview

OcNOS provides a mechanism (called “watchdogging”) to monitor all OcNOS modules and provides the following
functions.

1. Periodic heart beat check.
2. Automatic restarts of a module upon a hung state or crash detection.
3. Upon hanging or crashing of a module, a crash report (including system states) is logged.

4. Aproprietary SNMP trap is sent to the trap manager, if configured, after a fault is detected in a protocol module.
Similarly a trap is sent when the module recovers.

By default, the software watchdog is enabled and the keep-alive time interval is 30 seconds. All OcNOS processes
periodically send keep-alive messages to a monitoring module at the configured keep-alive time interval.

This functionality can be disabled for a particular module or all OcNOS modules by using CLI commands. In order to
permanently disable software monitoring functionality, the user has to disable the watchdog feature. If, however,
software watchdogging is disabled the monitoring module doesn’t take any action upon a hang or crash of any OcNOS
module.

Software Monitoring

#configure term nal Enter Configure mode.

(confi g) #f eat ure software-wat chdog Enable software watchdog for all OcNOS modules — This
is the default.

(config)#no software-watchdog im To disable software watchdog for only imi modules.

(confi g) #sof t war e- wat chdog keep-alive-tinme 100 The keep-alive time interval in seconds. Default is 60
seconds and applies to all OcNOS modules.

#show sof t war e- wat chdog st at us Display the keep-alive time interval and list of OcNOS
process names with watchdog status for each OcNOS
modules.

Validation

#show sof t war e- wat chdog st at us
Sof tware Watchdog tineout in seconds : 100

Process nane Wat chdog st atus
nsm Enabl ed
ripd Enabl ed
ospfd Enabl ed
i sisd Enabl ed
host pd Enabl ed
| dpd Enabl ed
rsvpd Enabl ed
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nribd Enabl ed
pi nd Enabl ed
aut hd Enabl ed
nst pd Enabl ed
im Di sabl ed
onnd Enabl ed
HSL Enabl ed
oam Enabl ed
vl ogd Enabl ed
vrrpd Enabl ed
ndd Enabl ed
ribd Enabl ed
bgpd Enabl ed
| 2mri bd Enabl ed
| agd Enabl ed
sfl ow Enabl ed
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cHaptER9  TACACS Client Configuration

Overview

Terminal Access Controller Access Control System (TACACS) is a remote authentication protocol that is used to
communicate with an authentication server. With TACACS, a network device communicates to an authentication server
to determine whether a particular user should be allowed access to the device. TACACS+ listens at port 49.

TACACS Server Authentication

p — —
¥ - >

Authenticating
client

TACACS Server

Figure 9-14: TACACS Server Host Configuration

Authenticating Device

#configure terninal

Enter configure mode.

(config)#feature tacacs+ vrf managenent

Enable the feature TACACS+ for management vrf

(config)#feature tacacs+

Enable the feature TACACS+. for default vrf

(confi g) #tacacs-server |ogin key
testingl0l vrf managenent

Specify the global key for tacacs servers that are not configured
with their respective keys for management vrf This key should
match the one present in the config file of tacacs server

(confi g) #tacacs-server |ogin key Specify the global key for tacacs servers that are not configured

testingl01 with their respective keys for default vrf This key should match
the one present in the config file of tacacs server

(confi g) #tacacs-server |ogin host Specify the tacacs server ipv4 address to be configured with

10. 16.19. 2 vrf nanagenent key testingl23

shared key. The same key should be present on the server
config file

(confi g)#tacacs-server |ogin host
10. 16.19. 2 key testingl23

Specify the tacacs server ipv4 address to be configured with
shared local key for default vif The same key should be present
on the server config file.

(confi g)#tacacs-server host 10.12. 30. 86
vrf managenent seqg-num 2 port 1045

Specify the tacacs server ipv4 address to be configured with the
sequence and port number.The tacacs server should be started
with same port number

confi g) #tacacs-server | ogin host
10. 12. 30. 86 seq-num 2 port 1045

Specify the tacacs server ipv4 address to be configured with the
sequence and port number for default vrf. The tacacs server
should be started with same port number

(confi g) #tacacs-server | ogin host
10.12.17.11 vrf managenent seq-num 8 key 7
65535 port 65535

Specify the tacacs server ipv4 address to be configured with the
sequence, key and port number for management vrf. The tacacs
server should be started with same port number.
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(confi g) #tacacs-server | ogin host
10.12.17.11 seg-num 8 key 7 65535 port
65535

Specify the tacacs server ipv4 address to be configured with the
sequence, key and port number for default vrf. The tacacs
server should be started with same port number.

(confi g)#tacacs-server |ogin host Tacacs-
Server-1 vrf managenent seq-num 7 key 7
65535 port 65535

Specify the tacacs server configured with host-name sequence
number key and port number for management vrf. The tacacs
server should be started with same port number

(confi g)#tacacs-server |ogin host Tacacs-
Server-1 seq-num 7 key 7 65535 port 65535

Specify the tacacs server configured with host-name sequence
number key and port number for default vrf. The tacacs server
should be started with same port number

(confi g)#aaa authentication |ogin default
vrf managenment group tacacs+

Enable authentication for TACACS+ server configured for
management vrf. Authorization is also enabled by default

(confi g)#aaa authentication |ogin default
group tacacs+

Enable authentication for TACACS+ server configured for
default vrf. Authorization is also enabled by default.

(config)#aaa aut hentication |ogin default
vrf managenent group tacacs+ | oca

Enable authentication for TACACS+ and fall-back to local
configured for management vrf. Authorization is also enabled by
default

(confi g)#aaa aut hentication |ogin default
vrf managenent group tacacs+ |ocal none

Enable authentication for TACACS+ fall-back to local followed
by fall-back to none configured for management vrf.
Authorization is also enabled by default

(confi g)#aaa authentication |ogin default
vrf management group tacacs+ none

Enable authentication for TACACS+ fall-back to none configured
for management vrf. Authorization is also enabled by default

(confi g)#aaa authentication |ogin default
group tacacs+ none

Enable authentication for TACACS+ fall-back to none ,
configured for default vrf. Authorization is also enabled by
default

(config)#aaa group server tacacs+ Gl vrf
managenment

Create aaa group G1 for management vrf

(config-tacacs)#server 10.12.30.86 vrf

managemnent

Make the tacacs-server 10.12.30.86 a part of this group G1 for
default vrf

(config-tacacs)#server Tacacs-Server-1

Make the tacacs-server Tacacs-Server-1 a part of this group G1
for management vrf

(config-tacas)#exit

Exit the tacacs-config

(confi g)#aaa group server tacacs+ Gl

Create aaa group G1 for default vrf

(config-tacacs)server 10.12. 30. 86

Make the tacacs-server 10.12.30.86 a part of this group G1 for
default vrf

(config-tacacs) #server Tacacs-Server-1

Make the tacacs-server Tacacs-Server-1 a part of this group G1
for management vrf

(config-tacacs) #exi t

Exit the tacacs-config mode

(confi g)#aaa authentication |ogin default
vrf managenent group Gl

Authenticate the tacacs+ group G1 with aaa authentication for
management vrf

(config)#aaa authentication |ogin default
group Gl

Authenticate the tacacs+ group G1 with aaa authentication for
default vrf

Users are mapped as shown as shown in Table 9-1:

Table 9-1: Role/privilege level mapping

Role Privilege level

Network administrator 15

Network engineer 14
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Table 9-1: Role/privilege level mapping (Continued)

Role

Privilege level

Network operator

1to 13

Network user

0 or any other values (>15 or negative values or any character)

Validation
Leaf 1#show t acacs-server vrf managenent

VRF: managenent
total nunber of servers:4
Tacacs+ Server

Sequence Nunber

Failed Auth Attenpts

Success Auth Attenpts

Fai |l ed Connect Attenpts
Last Successful authentication:

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful authentication:

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful authentication:

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful authentication:

Leaf 1#show t acacs- server
VRF: defaul t
total nunber of servers:4
Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts :
Fai |l ed Connect Attenpts :
Last Successful authentication:

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts

10. 16. 19. 2/ 49
1
0
0
0

10. 12. 30. 86/ 1045

OQOON

Tacacs- Server -1/ 65535

[eoNoNoRN|

10.12.17. 11/ 65535

[eNeNeNed

10. 16. 19. 2/ 49

[eoNeNoN o

10. 12. 30. 86/ 1045
2
0
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Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successf ul

Tacacs+ Server
Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai | ed Connect Attenpts
Last Successful

Tacacs+ Server
Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successf ul

(*)

#show t acacs-server vrf all

VRF: managenent
total nunber of servers:2
Tacacs+ Server

Sequence Nunber

Fail ed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

i ndi cates | ast acti ve.

Tacacs+ Server
Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

VRF: default
total nunber of servers:2
Tacacs+ Server

Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successf ul

Tacacs+ Server
Sequence Nunber

Fail ed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

i ndi cates | ast acti ve.

(*)

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

Tacacs- Ser ver - 1/ 65535

[eNeNeRN

10.12.17. 11/ 65535

[eoNeNoNeo)

Tacacs- Server-1/ 65535(*)
7

0

1

0

2018 Cct ober 30, 10:10:22

10.12.17. 11/ 65535

[eoNeNoNee]

Tacacs- Server -1/ 2222

[eoNoNo RN

100. 0. 0. 1/ 2222

O OO
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#
#
#show t acacs- server
VRF:. default
total nunber of servers:2
Tacacs+ Server . Tacacs- Server-1/2222
Sequence Nunber 7
Failed Auth Attenpts 0
Success Auth Attenpts 0
Fai |l ed Connect Attenpts 0
Last Successful authentication:
Tacacs+ Server . 100.0.0.1/2222
Sequence Nunber . 8
Failed Auth Attenpts -0
Success Auth Attenpts 0
Fai |l ed Connect Attenpts 0

Last Successful authentication:

(*) indicates | ast active.

#show t acacs-server vrf nanagenent groups Gl
VRF: managenent

group Gl:
server Tacacs- Server-1:
seq- num 7
port is 65535
key |S kkkkkkh*k*%x

server 10.12.17.11:
seq-num 8

port is 65535

key | S *kkkkkk*%x

#show t acacs-server vrf all groups Gl
VRF: nmanagenent

group Gl:
server Tacacs-Server-1:
seq-num 7
port is 65535
key |S *kkkkk k%

server 10.12.17.11:
seq-num 8

port is 65535

key | S *kkkkkk*k*%

VRF: defaul t

group Gl:
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#

server Tacacs-Server-1:

seq-num 7
port is 2222
key |S *kkkkkk*k*%

server 100.0.0. 1:

seq-num 8
port is 2222
key iS *kkkkkk*%x

#show t acacs-server groups Gl

VRF: defaul t
group Gl:

server Tacacs-Server-1:

seq-num 7
port is 2222
key IS *xkkkkk*k*%x

server 100.0.0. 1:

seq-num 8
port is 2222
key | [ *kkkkkk*k*%
#show tacacs vrf managenent
VRF: managenent
total nunber of servers:2

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts

Last Successful authentication:

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts

Last Successful authentication:

(*) indicates | ast active.

#show tacacs vrf al
VRF: managenent
total nunber of servers:2

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts

Tacacs- Server -1/ 65535(*)
7

0

1

0

2018 Cctober 30, 10:10:22

10.12.17. 11/ 65535

OO O

Tacacs- Server -1/ 65535(*)

Or, O~
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Last Successf ul

Tacacs+ Server
Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

VRF: default
total nunber of servers:2
Tacacs+ Server

Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successf ul

Tacacs+ Server
Sequence Nunber

Fail ed Auth Attenpts
Success Auth Attenpts
Fai | ed Connect Attenpts
Last Successful

(*) indicates | ast active.
#

#show t acacs

VRF: default

total nunber of servers:2
Tacacs+ Server

Sequence Nunber

Failed Auth Attenpts

Success Auth Attenpts

Fai |l ed Connect Attenpts

Last Successf ul

Tacacs+ Server
Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

(*)

#show tacacs vrf managenent
VRF: managenent
nunber of servers:2

i ndi cates | ast active.

t ot al

Tacacs+ Server
Sequence Nunber

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

2018 COctober 30, 10:10:22

10.12.17. 11/ 65535

O OO0

Tacacs- Server-1/2222(*)
7

0

1

0

2018 Cct ober 30, 10:32:52

100. 0. 0. 1/ 2222

[oNeNeNed

Tacacs- Server-1/2222(*)
7

0

1

0

2018 Cctober 30, 10:32:52

100. 0. 0. 1/ 2222

[eNeNoNed]

Tacacs- Server-1/ 65535(*)
7
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Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successf ul

Tacacs+ Server
Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

(*)

#show tacacs vrf all

VRF: managenent
nunber of servers:2

i ndi cates | ast acti ve.

t ot al

Tacacs+ Server
Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

Tacacs+ Server
Sequence Nunber

Fail ed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

VRF: default
total nunmber of servers:2
Tacacs+ Server

Sequence Nunber

Fail ed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successf ul

Tacacs+ Server
Sequence Nunber

Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful

i ndi cates | ast acti ve.

(*)
#

#show t acacs
VRF: defaul t

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

aut henti cati on:

0
1
0
2018 Cctober 30, 10:10: 22

10.12.17. 11/ 65535

[eNeNoNed]

Tacacs- Server -1/ 65535(*)
7

0

1

0

2018 Cctober 30, 10:10:22

10.12.17.11/ 65535

[eNeNeNed

Tacacs- Server-1/2222(*)
7

0

1

0

2018 Cct ober 30, 10:32:52

100. 0. 0. 1/ 2222

[oNeNoNee]
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total nunber of servers:2

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts
Fai |l ed Connect Attenpts
Last Successful authentication:

Tacacs+ Server
Sequence Nunber
Failed Auth Attenpts
Success Auth Attenpts
Fai | ed Connect Attenpts :
Last Successful authentication:

(*) indicates | ast active.

#show aaa aut hentication vrf nmanagenent
VRF: managenent
default: group Gl
consol e: | oca

#show aaa aut hentication vrf al

VRF. managenent
default: group Gl
consol e: | oca

VRF: default
default: group tacacs+
consol e: | oca

#show aaa aut hentication

VRF: def aul t
default: group tacacs+
consol e: |oca

#

# show aaa groups vrf nmanagenent
VRF: managenent
radi us
tacacs+
Gl

# show aaa groups vrf al
VRF: managenent
radi us
tacacs+
Gl

VRF: defaul t
radi us
tacacs+
Gl

Tacacs- Server-1/2222(*)

7

0

1

0

2018 Cct ober 30, 10:32:52

100. 0. 0. 1/ 2222

[oNeNeNod
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#show aaa groups
VRF: default
radi us
tacacs+
Gl

#show runni ng-confi g tacacs+
feature tacacs+ vrf nmanagenent
tacacs-server |ogin host Tacacs-Server-1 vrf managenent seq-num 7 key 7 65535
po
rt 65535
%acacs-server [ ogin host 10.12.17.11 vrf nmanagenent seg-num 8 key 7 65535 port

5535

feature tacacs+
tacacs-server |ogin host Tacacs-Server-1 seq-num 7 key 7 65535 port 2222
tacacs-server login host 100.0.0.1 seg-num 8 key 7 65535 port 2222

#show runni ng-confi g aaa
aaa authentication login default vrf managenent group Gl
aaa group server tacacs+ Gl vrf nmanagenent
server Tacacs-Server-1 vrf managenent
server 10.12.17.11 vrf managenent

aaa authentication login default group tacacs+
aaa group server tacacs+ Gl

server Tacacs-Server-1

server 100.0.0.1

#show runni ng-config aaa all

aaa authentication login default vrf managenent group Gl
aaa aut hentication |login console |ocal
aaa accounting default vrf managenent | ocal
no aaa authentication login default fallback error |ocal vrf managenent
no aaa authentication login console fallback error |oca
no aaa aut hentication login error-enable vrf managenent
aaa local authentication attenpts nmax-fail 3
aaa | ocal authentication unlock-timeout 1200
aaa group server tacacs+ Gl vrf managenent

server Tacacs-Server-1 vrf managenent

server 10.12.17.11 vrf managenent

aaa authentication login default group tacacs+
aaa authentication |login console |ocal
aaa accounting default |oca
no aaa authentication login default fallback error |oca
no aaa authentication login console fallback error |oca
no aaa authentication login error-enable
aaa local authentication attenpts nmax-fail 3
aaa |l ocal authentication unlock-tineout 1200
aaa group server tacacs+ Gl
server Tacacs- Server-1
server 100.0.0.1
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TACACS Server Accounting

After authentication, the user can configure accounting to measure the resources that the user consumes during

access.

Authenticating Device

#configure terninal

Enter configure mode.

(config)#feature tacacs+ vrf managenent

Enable the feature TACACS+ for vrf management

(config)#feature tacacs+

Enable the feature TACACS+ for default vrf

(confi g) #t acacs-server host 10.16.19.2 vrf
managenment key testingl23

Specify the TACACS server IPv4 address to be configured with
shared key for vrf management. The same key should be
present in the server configuration file.

(confi g) #tacacs-server | ogin host
10. 16.19. 2 key testingl23

Specify the TACACS server IPv4 address to be configured with
shared key default vrf. The same key should be present in the
server configuration file.

(config)#aaa accounting default vrf
managenment group tacacs+

Enable accounting for TACACS server configured for vrf
management.

(confi g)#aaa accounting default group
tacacs+

Enable accounting for TACACS server configured for default vrf

(config)#exit

Exit configure mode

#cl ear tacacs-server counters vrf Clear tacacs server counters for management vrf
managemnent
#cl ear tacacs-server counters vrf all Clear tacacs server counters for management and default vrf

#cl ear tacacs-server counters

Clear tacacs server counters for default vrf

To verify the TACACS accounting process, connect using SSH or Telnet from the host to the client with the user created
and provided TACACS server password, and check whether the client validates the user with corresponding username

and password.

Validation Commands

show tacacs-server, show aaa accounting, show aaa accounting

#show aaa accounting vrf managenent

VRF: managenent
default: group tacacs+

#

#show aaa accounting vrf all
VRF: managenent

default: group tacacs+
VRF: def aul t
default: group tacacs+

#show aaa accounting
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VRF: default
default: group tacacs+
#

#show runni ng-confi g aaa
aaa authentication login default vrf managenent group GlL
aaa accounting default vrf nmanagenent group tacacs+
aaa group server tacacs+ Gl vrf managenent
server Tacacs-Server-1 vrf nmnagenent
server 10.12.17.11 vrf managenent

aaa authentication login default group tacacs+
aaa accounting default group tacacs+
aaa group server tacacs+ Gl

server Tacacs-Server-1

server 100.0.0.1

Sample TACACS Config File Contents

#tacacs configuration file
#set the key

key = "testingl23"
accounting file = /var/log/tac_acc. | og

user = testl {
default service = permt
login = cleartext "12345"

}

group = netadmn {
service = ppp protocol = ip {
priv-lvl =1
}

}

user = test2 {
default service = permt
login = cleartext "12345"
nmenber = netadnin

user = test3 {
default service = permit
login = cleartext "12345"
service = ppp protocol =ip {
priv-lvl =15

TACACS Server Authorization

Authorization is realized by mapping the authenticated users to one of the existing predefined roles as shown in
Table 9-1.
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The privilege information from the TACACS+ server is retrieved for the authenticated users and is mapped onto one of
the roles as shown in Table 9-1.

Each authenticated user is mapped to one of the pre-defined privilege level.

Users with priv-level <=0 and priv-level > 15 are treated as read-only user mapped onto the pre-defined network-user
role.

There is no command to enable authorization. Authorization functionality is enabled by default when remote
authentication is enabled with TACACS+.

Authorization is “auto-enabled”. After successful authentication, a user can enter into privilege exec mode, irrespective
of its privilege level and such user is not prompted with enable mode password, if configured. However based on their
role, commands are rejected if not allowed to perform certain operations.

Example

A network-user has read-only access and can only execute show commands. A network-user cannot enter configure
mode. An error message is displayed upon executing any command which is not allowed.

#wite

% Access restricted for user %
#configure term nal

% Access restricted for user %

The following attribute value pair in TACACS+ server is used to fetch user privilege information.

service = ppp protocol =ip {
priv-lvl = <0..15>
}

Sample TACACS+ Configuration File

#tacacs configuration file from*“tac_plus version F4.0. 3. al pha “
#set the key

key = "testingl123"
accounting file = /var/log/tac_acc.log

#Read only user “testl1”, without any priv-lvl, nmapped to role “network-user”
user = testl {

default service = pernit

login = cleartext "12345"

}

#We can create a group of users mapped to a privilege
group = netadmn {

service = ppp protocol =ip {
priv-lvl =15

}

}

#User “test2” with highest priv-Ivl=15 napped to role “network-adm n”
user = test2 {

default service = pernit

login = cleartext "12345"
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menber = netadm n

}

#User “test3” with priv-lvl= 1.13, mapped to rol e “network-operator”
user = test3 {

default service = permt

login = cleartext "12345"

service = ppp protocol =ip {
priv-lvl =10

}

}

#User “test4” with priv-1vl=14, mapped to role “network-engi neer” user = test4 {
default service = permt
login = cleartext "12345"

service = ppp protocol =ip {
priv-lvl = 14

}

}
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cHapTER 10 RADIUS Client Configuration

Overview

Remote Authentication Dial In User Service (RADIUS) is a remote authentication protocol that is used to communicate

with an authentication server.

A RADIUS server is responsible for receiving user connection requests, authenticating the user, and then returning all
configuration information necessary for the client to deliver service to the user.

The key points for RADIUS authentication are:

* Transactions between client and server are authenticated through the use of a shared key and this key is never

sent over the network.

» The password is encrypted before sending it over the network.

RADIUS Server Authentication

Authenticating
client

E—

RADIUS Server

Figure 10-15: RADIUS Server Host Configuration

Host

#configure terninal

Enter configure mode.

(config)# radi us-server | ogin key testingl01
vrf managemnent

Specify the global key for radius servers that are not
configured with their respective keys for management vrf. This
key should match the one present in the config file of tacacs
server.

(config)# radi us-server

| ogin key testingl01

Specify the global key for radius servers that are not
configured with their respective keys for default vrf. This key
should match the one present in the config file of tacacs
server

(config)# radius-server |ogin host
10.12.17.13 vrf managenent key testingl23

Specify the radius server ipv4 address to be configured with
shared local key for management vrf. The same key should
be present on the server config file.

(config)# radius-server |ogin host
10.12.17.13 key testingl23

Specify the radius server ipv4 address to be configured with
shared local key for default vrf. The same key should be
present on the server config file.

(config)# radius-server |ogin host
10.12.17.11 vrf managenent auth-port 1045

Specify the radius server ipv4 address to be configured with
port number for management vrf. The radius server should be
started with same port number.
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(config)# radius-server |ogin host
10.12.17.11 auth-port 1045

Specify the radius server ipv4 address to be configured with
port number for default vrf. The radius server should be started
with same port number

(confi g)#radi us-server |ogin host
10.12.17.11 vrf nmanagenent key 7 wawyanb123
aut h-port 60000 acct-port 60000 timeout 6

Specify the radius server ipv4 address to be configured with
authentication port number, accounting port number, shared
key for management vrf. The radius server should be started
with same port number.

(confi g) #radi us-server |ogin host
10.12.17.11 key 7 wawyanb123 aut h- port 60000
acct-port 60000 tinmeout 6

Specify the radius server ipv4 address to be configured with
authentication port number, accounting port number, shared
key for default vrf. The radius server should be started with
same port number. The radius server should be started with
same port number

(confi g) #radi us-server |ogin host Radius-
Server-1 vrf managenent key 7 wawyanbl123
aut h-port 60000 acct-port 60000 tinmeout 2

Specify the radius server configured with hostname, key
authentication port number, accounting port number, for
management VRF. The radius server should be started with
same port number

radi us-server | ogin host Radi us-Server-1 key
7 wawyanb123 aut h- port 60000 acct-port 60000
ti meout 2

Specify the radius server configured with hostname sequence
number, key and port number for default VRF. The radius
server should be started with same port number.

(confi g)#aaa aut hentication
vrf managenent group radius

| ogi n default

Enable authentication for radius server configured for
management VRF. Authorization is also enabled by default

(confi g)#aaa authentication |ogin default Enable authentication for radius server configured for default

group radius vrf. Authorization is also enabled by default.

(config)#aaa authentication |ogin default Enable authentication for radius server and fallback to local

vrf managenent group radius | ocal configured for management VRF. Authorization is also
enabled by default

(config)#aaa authentication |ogin default Enable authentication for radius server and fallback to local

group radius | ocal configured for default vrf. Authorization is also enabled by
default

(config)#aaa authentication |ogin default Enable authentication for radius server, fallback to local

vrf managenent group radius |ocal none followed by fallback to none, configured for management VRF.
Authorization is also enabled by default

(confi g)#aaa authentication |ogin default Enable authentication for radius server, fallback to local

radi us | ocal none followed by fallback to none, configured for default vrf.
Authorization is also enabled by default

(confi g)#aaa authentication |ogin default Enable authentication for radius, fallback to none, configured

vrf managenent group radi us none for management VRF. Authorization is also enabled by default

aut henti cati on
none

(confi g) #aaa
group radius

| ogi n default

Enable authentication for radius, fallback to none, configured
for default VRF. Authorization is also enabled by default

(confi g)#aaa group server radius GL vrf

Create aaa radius group G1 for management vrf

managemnment
(confi g)#aaa group server radius Gl Create AAA radius group G1 for default VRF
(confi g-radius)#server 10.12.30. 86 Make the radius server 10.12.30.86 a part of this group G1 for

default VRF

(confi g-radius)#server Radius-Server-1

Make Radius-Server-1 a part of this group G1

(config-radius)#exit

Exit radius mode

(config)#aaa group server radius Gl

Enter radius mode

(confi g-radius)#server 10.12.30.86

Make the radius server 10.12.30.86 a part of this group G1 for
default vrf

(config-radius)#server Radius-Server-1

Make Radius-Server-1 a part of this group G1

(config) #exi t

Exit radius mode.
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(config)#aaa authentication |ogin default
vrf managenent group Gl

Authenticate the tacacs+ group G1 with aaa authentication for
management vrf

(confi g)#aaa authentication |ogin default
group Gl

Authenticate the tacacs+ group G1 with aaa authentication for
default vrf

Validation

To verify the RADIUS authentication process, use SSH or Telnet from the host machine to Host IP with the
authenticating user created, and provide a RADIUS server password and check whether the client validates the user
with the corresponding username and password.

#show radi us-server vrf nanagement

VRF: managenent

ti meout value: 5

Tot al

nunber of servers:?2

Fol | owi ng RADI US servers are conflgured
Radi us Server

Sequence Nunber

avai l abl e for authentication on port
avai | abl e for accounting on port

ti meout

RADI US shared secret

Fai | ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request

Last Successful authentication

Radi us Server

Sequence Nunber

avai l abl e for authentication on port
avai | abl e for accounting on port

ti meout

RADI US shared secret

Fai | ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request

Last Successful authentication

#show r adi us- server

VRF: defaul t

ti meout value: 5

Tot al

nunber of servers:4

Fol | owi ng RADI US servers are conflgured
Radi us Server

Sequence Nunber

avai |l abl e for authentication on port
avai | abl e for accounting on port

ti meout

RADI US shared secret

Fai | ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request

Last Successful authentication

10.12.17.13

1

60000

60000

2

*kkkkk k%

0

2

2

2000 January 05, 20:55:44
10.12.17. 11 (*)

2

60000

60000

2

*kkk k) k%

1

1

0

2000 January 05, 20:58: 33

192.168.1.1

1

60000

60000

2

*kkkkk k%

0

1

2

2000 January 05, 20:45:09
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Radi us Server : 100.0.0.1 (*)
Sequence Nunber 2
avai |l abl e for authentication on port : 60000
avai | abl e for accounting on port : 60000
ti meout D2

Radi us Server : 100.0.0.1 (*)
Sequence Nunber D2
avai l abl e for authentication on port : 60000
avai | abl e for accounting on port : 60000
ti meout D2
RADI US shared secret Do RRR Rk
Fai | ed Aut hentication count 1
Successful Authentication count 1
Fai | ed Connecti on Request . 0
Last Successful authentication : 2000 January 05, 20:46: 36

#show radi us-server vrf nanagenent
VRF: managenent

ti meout value: 5

Total nunber of servers:2

Fol | owi ng RADI US servers are conflgured

Radi us Server : 10.12.17.13

Sequence Nunber 1

avai l abl e for authentication on port : 60000

avai | abl e for accounting on port : 60000

ti meout : 2

RADI US shared secret A

Fai |l ed Aut hentication count . 0

Successful Authentication count D2

Fai | ed Connection Request D2

Last Successful authentication : 2000 January 05, 20:55:44
Radi us Server :10.12.17.11 (*)

Sequence Nunber : 2

avai |l abl e for authentication on port : 60000

avai | abl e for accounting on port : 60000

ti meout : 2

RADI US shared secret Do kAR Rk kA

Fai |l ed Aut hentication count 1

Successful Authentication count 1

Fai | ed Connecti on Request . 0

Last Successful authentication : 2000 January 05, 20:58:33

#show r adi us- server
VRF: defaul t
ti meout value: 5
Total nunber of servers:4

Fol | owi ng RADI US servers are conf|gured

Radi us Server :192.168.1.1
Sequence Nunber 1
avai |l abl e for authentication on port : 60000
avai | abl e for accounting on port : 60000
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ti meout

RADI US shared secret

Fai | ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request

Last Successful authentication

Radi us Server
Sequence Nunber
avai l abl e for authentication on port
avai | abl e for accounting on port
ti meout

Radi us Ser ver
Sequence Nunber
avai | abl e for authentication on port
avai | abl e for accounting on port
ti meout
RADI US shared secret
Fai | ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request
Last Successful authentication

#show r adi us-server vrf al
VRF: managenent
ti meout value: 5

Total nunber of servers:2

Fol | owi ng RADI US servers are confi gured:
Radi us Server :
Sequence Nunber :
avai |l abl e for authentication on port
avai | abl e for accounting on port
ti meout
RADI US shared secret
Fai |l ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request
Last Successful authentication
Radi us Server
Sequence Nunber
avai l abl e for authentication on port
avai | abl e for accounting on port
ti meout
RADI US shared secret
Fai | ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request
Last Successful authentication

VRF: defaul t
ti meout value: 5

Total nunber of servers: 4

2
*kkkkkk*k
0
1
2

2000 January 05,

100.0.0.1 (*)
2

60000

60000

2

100.0.0.1 (*)
2

60000

60000

2

*kkkkkk*k

1

1

0

2000 January 05,

10.12.17. 13
1

60000

60000

2

*kkkkk*k*%

0

2

2

2000 January 05,

10.12.17. 11 (*)
2

60000

60000

2

*kk*kkk k%

1

1

0

2000 January 05,

20: 45: 09

20: 46: 36

20: 55: 44

20: 58: 33
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Fol | owi ng RADI US servers are configured:

Rad

Rad

#sh

i us Server

Sequence Nunber

avai | abl e for authentication on port
avai | abl e for accounting on port

ti meout

RADI US shared secret

Fai | ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request

Last Successful authentication

i us Server

Sequence Nunber

avai |l abl e for authentication on port
avai | abl e for accounting on port

ti meout

RADI US shared secret

Fai | ed Aut hentication count
Successful Authentication count
Fai | ed Connecti on Request

Last Successful authentication

ow runni ng-config radius

192.168.1.1
1

60000

60000

2

*kkkkk k%

0

1

2

2000 January 05, 20:45:09

100.0.0.1 (*)
2

60000

60000

2

*kkkkkk*k

1

1

0

2000 January 05, 20:46: 36

radi us-server |l ogin key 7 0x6f32ba3f9e05a3db vrf nanagenent
i us-server |login host 10.12.17.13 vrf managenent seq-num 1 key 7

rad
0x6

#sh

7ef db4ad9d771c3ed8312b2bc74cedb

ow runni ng-confi g aaa

aaa authentication login default vrf nmanagenment group radi us
aaa group server radius radl vrf managenent

server Radius-Server-1 vrf managenent

server 100.0.0.1 vrf managenent

aaa aut hentication |login default group radius

aaa

#sh

group server radius radl
server Radius-Server-1
server 100.0.0.1

ow runni ng-config aaa al

aaa authentication login default vrf nmanagenment group radi us

aaa
aaa

no aaa authentication login default fallback error |oca
no aaa authentication login console fallback error |oca

aut hentication | ogin console | ocal

accounting default vrf nmanagenent | ocal

no aaa aut hentication login error-enable vrf managenent

aaa
aaa
aaa

aaa
aaa
aaa

no aaa authentication login default fallback error |oca
no aaa authentication login console fallback error |oca

| ocal authentication attenpts max-fai

3

| ocal authentication unlock-tineout 1200
group server radius radl vrf managenent

server Radius-Server-1 vrf managenent

server 100.0.0.1 vrf managenent

aut hentication |login default group radius

aut hentication | ogin consol e | ocal
accounting default |oca

vrf managenent
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no aaa authentication login error-enable

aaa | ocal

aaa | ocal

aaa group server radius radl
server Radi us-Server-1
server 100.0.0.1

aut hentication attenmpts max-fail 3
aut henticati on unl ock-ti neout

1200

RADIUS Server Accounting

You can configure accounting to measure the resources that another user consumes during access.

User

#configure term na

Enter configure mode.

(confi g) #radi us-server | ogin host
10.12.17.11 vrf nmanagenent key 7 wawyanb123
aut h-port 60000 acct-port 60000 tinmeout 6

Specify the radius server ipv4 address to be configured with
authentication port number, accounting port number, shared
key for management vrf. The radius server should be started
with same port number.

(confi g) #radi us-server | ogin host
10.12.17.11 key 7 wawyanb123 aut h-port 60000
acct-port 60000 tineout 6

Specify the radius server ipv4 address to be configured with
port number for default vrf. The radius server should be started
with same port number

(config)#aaa accounting default vrf
managenent group radius

Enable accounting for radius server configured for vrf
management

(confi g)#aaa accounting default group radius

Enable accounting for radius server configured for default vrf

Validation

#show aaa accounting vrf managenment
VRF: managenent
default: group radius
#show aaa accounting vrf all
VRF: managenent

default: group radius
VRF: def aul t
defaul t: group radius

#show aaa accounting
VRF: default

default: group radius

#
#show runni ng-confi g aaa
aaa authentication login default vrf management group radius
aaa accounting default vrf managenment group radi us
aaa group server radius radl vrf managenent

server Radius-Server-1 vrf managenent

server 100.0.0.1 vrf managenent
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aaa authentication login default group radius
aaa accounting default group radius
aaa group server radius radl

server Radius-Server-1

server 100.0.0.1

Sample Radius Clients.conf File
client 10.12.58.20 {

secret = testingl23
shortname = | ocal host
}
client 192.168.1.2 {
secr et = testingl23
shortname = | ocal host
}
client 10.12.37.196 {
secret = testingl23
}
client 100.0.0.2 {
secr et = testingl23
shortname = | ocal host
}

# 1 Pv6 Cient
#client ::1 {

# secret = testingl23
# short nane = | ocal host
#}

#

# All IPv6 Site-local clients
#client fe80::/16 {
# secret

# short nane

testingl23
| ocal host

Sample Radius Users Configuration File
#

#DEFAULT

# Servi ce-Type = Logi n-User,

# Logi n-Servi ce = Rl ogi n,

# Logi n-1P-Host = shel |l box. i spdomai n. com

# #

# # Last default: shell on the local term nal server.
# #

# DEFAULT

# Servi ce- Type = Admi ni strative- User
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# On no match, the user is denied access.

sel ftest C eartext-Password := "password"

testuserl Cl eartext-Password := "userl1l@O1l"
testuser?2 Cl eartext-Password := "user2@02"
testuser3 Cl eartext-Password : = "user 3@03"
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cHarTER 11 DHCP Relay Agent Configuration

Overview

The DHCP Relay feature was designed to forward DHCP broadcast requests as unicast packets to a configured DHCP
server or servers for redundancy.

DHCP Relay for IPv4

Before configuring DHCP Relay, make sure DHCP server and client configurations are done.

i , Xe2 xe2

DHCP Relay
Agent
DHCP Server DHCP Client

Figure 11-16: DHCP Relay Configuration

DHCP Agent

#configure term nal Enter configure mode.

(config)#feature dhcp Enable the feature dhcp. This is enabled by default.
(config)#ip dhcp rel ay By default this will be enabled. It starts the ip dhcp relay

service.

(config)# ip dhcp relay address 10.10.10.2  The relay address configured should be server interface
address connected to DUT machine.

(config)#interface xel Enter interface mode.

(config-if)#i p address 10.10.10.1/24 Configure ipv4 address on the interface xel.

(config-if)#ip dhcp relay uplink Configure relay uplink on the device connecting the server.

(config if)#exit Exit interface mode.

(config)#interface xe2 Enter interface mode.

(config-if)#i p address 20.20.20.1/24 Configure ipv4 address on the interface xe2.

(config-if)#ip dhcp rel ay Relay should be configured on the interface connecting to the
client.

(config if)#exit Exit interface mode.
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Validation Commands
#show runni ng- confi g dhcp

i p dhcp relay address 10.10.10.2
interface xe2

i p dhcp rel ay
!

i nterface xel
ip dhcp relay uplink
!

#show i p dhcp rel ay
DHCP rel ay service is Enabl ed.
VRF Name: default

Option 82: Disabled

DHCP Servers configured: 10.10.10.2
Interface

xe2 Downl i nk
xel Upl i nk

#show i p dhcp rel ay address
VRF Name: default
DHCP Servers confi gured:

10. 10. 10. 2

Upl i nk/ Downl i nk

DHCP Relay for IPv6 Configuration

DHCP Agent

#configure term na

Enter configure mode.

(config)#feature dhcp

Enable the feature dhcp. This is enabled in default.

(config)#i pve dhcp rel ay

By default this will be enabled. It starts the ipv6 dhcp relay
service.

(config)#i pve dhcp relay address 2001::2

The relay address configured should be server interface
address connected to DUT machine.

(config)#interface xel

Enter interface mode.

(config-if)#i pvé address 2001::1/64

Configure ipv6 address on the interface xel.

(config-if)#i pve dhcp rel ay uplink

Configure relay uplink on the device connecting the server.

(config if)#exit

Exit interface mode.

(config)#interface xe2

Enter interface mode.

(config-if)#i pve address 2002::1/64

Configure ipv6 address on the interface xe2.

(config-if)#i pve dhcp rel ay

Relay should be configured on the interface connecting to the
client.

(config if)#exit

Exit interface mode.
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Validation Commands
#sh i pv6e dhcp rel ay address

VRF Narne: default
DHCPv6 Servers configured: 2001::2

#show runni ng-confi g dhcp

| pv6 dhcp relay address 2001::2
i nterface xe2

i pv6 dhcp rel ay

|

interface xel
i pv6 dhcp relay uplink
!

DHCP Relay option 82

This section contains examples of DHCP Relay option-82 configuration. DHCP option 82 (Agent Information Option) provides
additional security when DHCP is used to allocate network addresses. It enables the DHCP relay agent to prevent DHCP client
requests from untrusted sources. Service Providers use remote identifier (option 82 sub option 2) for troubleshooting, authentication,
and accounting. The DHCP Option 82 Remote ID Format feature adds support for the interpretation of remote-IDs that are inserted
by end users. On the relay agent, you can configure information option to add option 82 information to DHCP requests from the
clients before forwarding the requests to the DHCP server. When configured with option 82 and remote-id, the server will receive the
DHCP request packet with Agent Circuit ID and remote-id.

The two examples below, show how to configure the DHCP Relay option 82:
» Configuration of DHCP Relay option 82 on a physical interface with Agent information and remote-id.

» Configuration of DHCP Relay option 82 on a VLAN interface with Agent information and remote-id.

Topology

Relay Agent Client

DHCP
Server

Figure 11-17: DHCP 82 interface topology
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Physical Interface Configuration

Here, the DHCP Server is running with IP 192.168.1.2 with another pool of subnet 10.10.20.0 configured in the server.
Configure a static route to 10.10.20.0 network for DHCP OFFER packets to reach the Relay Agent.

Relay agent

#configure term na

Enter configure mode.

(config)#ip dhcp rel ay

Enable DHCP Relay

(config)#ip dhcp relay address 192.168.1.2

The relay address configured should be server interface
address connected to DUT machine

(config)#ip dhcp relay information option
renote-i d host name

Enable DHCP Relay information option with both agent circuit
id which is sub option 1 of option 82 and remote-id which is
sub option 2 of option 82. String support is also provided for
remote-id.

(config)#interface xeb

Enter interface mode.

(config-if)#i p address 10. 10. 20. 2/ 24

Add IP address

(config-if)#i p dhcp relay

Configure DHCP relay for the interface connecting to client.

(config-if)#exit

Exit from interface mode

(config)#interface xed

Enter interface mode

(config-if)#i p address 192.168.1.1/24

Configure ipv4 address on the interface xe4

(config-if)#i p dhcp relay uplink

Configure DHCP relay uplink for the interface connecting to
server.

(config-if)#exit

Exit interface mode.

Client

#configure terninal

Enter configure mode.

(config)#interface xeb5

Enter interface mode.

(config-if)#i p address dhcp

Configure IP address DHCP

(config-if)#exit

Exit from interface mode

Validation

Relay Agent

#show runni ng- confi g dhcp
|

ip dhcp relay informati on option renote-id hostnane

ip dhcp relay address 192.168.1.2
interface xeb

i p dhcp rel ay

|

interface xed
ip dhcp relay uplink
!

#show i p dhcp rel ay
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DHCP rel ay service is Enabl ed.
VRF Nare: default
Option 82: Enabl ed
Renote |d: OcNGCS
DHCP Servers configured: 192.168.1.2

Interface Upl i nk/ Downl i nk
xeb Downl i nk
xed Upl i nk
Client
#show ip interface brief | include xe5
xe5 *10. 10. 20. 10 up up

Packet captured at DHCP Server

Boot strap Protocol (Discover)
Message type: Boot Request (1)
Har dware type: Ethernet (0x01)
Har dwar e address length: 6
Hops: 1
Transaction I D Ox4e61176c¢c
Seconds el apsed: 0
Bootp flags: Ox0000 (Unicast)
O... .... .... .... = Broadcast flag: Unicast
. 000 0000 0000 0000 = Reserved flags: 0x0000
Client I P address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server |P address: 0.0.0.0 (0.0.0.0)
Rel ay agent |P address: 10.10.20.2 (10.10.20.2)
dient MAC address: b8:6a:97:35:d7:9d (b8:6a:97: 35:d7: 9d)
dient hardware address paddi ng: 00000000000000000000
Server host nanme not given
Boot file nane not given
Magi ¢ cooki e: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Di scover (1)
Option: (55) Paranmeter Request List
Length: 3
Paramet er Request List Item (1) Subnet Mask
Paramet er Request List Item (28) Broadcast Address
Par amet er Request List Item (3) Router
Option: (60) Vendor class identifier
Length: 39
Vendor class identifier: onie vendor:x86 64-accton_as7326 56x-r0
Option: (82) Agent Information Option

Lengt h: 12
Option 82 Suboption: (1) Agent Circuit ID
Length: 3

Agent Circuit ID 786535
Option 82 Suboption: (2) Agent Renote ID
Length: 5
Agent Renpte | D:. 4f 634e4f53
Option: (255) End
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Option End: 255
Paddi ng

Physical Interface Configuration with non-default VRF

Here, the DHCP Server is running with IP 192.168.1.2 with another pool of subnet
10.10. 20.0 configured in the server. Configure a static route to 10.10.20.0 network for

DHCP OFFER packets to reach the Rel ay Agent.

Relay agent

#configure term na

Enter configure mode.

(config)#ip dhcp rel ay

Enable DHCP Relay.

(config)#ip vrf vrf_dhcp

Configuring non default vrf vrf_dhcp

(config-vrf)#ip dhcp relay information
option renote-id hostnane

Enable DHCP Relay information option with both agent circuit
id which is sub option 1 of option 82 and remote-id which is
sub option 2 of option 82 on non default vrf.. String support is
also provided for remote-id.

(config-vrf)#ip dhcp relay address
192.168.1.2

Configure DHCP relay address in non default vrf.

(config)#interface xeb

Enter interface mode.

(config-if)#ip vrf forwarding vrf_dhcp

Configure vrf forwarding for vrf_dhcp.

(config-if)#i p address 10.10.20.2/24

Add IP address.

(config-if)#ip dhcp rel ay

Configure DHCP relay for the interface connecting to client.

(config-if)#exit

Exit from interface mode

(config)#interface xe4

Enter interface mode

(config-if)#ip vrf forwarding vrf_dhcp

Configure vrf forwarding for vrf_dhcp

(config-if)#i p dhcp relay uplink

Configure DHCP relay uplink for the interface connecting to
server.

(config-if)#i p address 192.168.1.4/24

Add IP address.

(config-if)#exit

Exit interface mode.

Client

#configure terninal

Enter configure mode.

(config)#interface xeb

Enter interface mode.

config-if)#ip vrf forwarding vrf_dhcp

Configure ip vrf forwarding for non default vrf.

(config-if)#i p address dhcp

Configure IP address DHCP.

(config-if)#exit

Exit from interface mode.
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Validation

Relay Agent

#show runni ng- confi g dhcp

|

ip vrf vrf_dhcp
ip dhcp relay information option renote-id hostnane
ip dhcp relay address 192.168.1.2

interface xe5
ip dhcp rel ay

|

interface xed
ip dhcp relay uplink
[

#show i p dhcp rel ay
DHCP rel ay service is Enabl ed.
VRF Nane: vrf _dhcp
Option 82: Enabl ed
Renote 1d: OcNOS
DHCP Servers configured: 192.168.1.2

Interface Upl i nk/ Downl i nk
xeb5 Downl i nk
xe4 Upl i nk
Client
#show ip interface brief | include xe5
xeb5 *10. 10. 20. 10 up up

Packet captured at DHCP Server

Boot strap Protocol (Discover)
Message type: Boot Request (1)
Har dware type: Ethernet (0x01)
Har dwar e address |l ength: 6
Hops: 1
Transaction I D: 0x4e61176c¢c
Seconds el apsed: 0
Bootp flags: 0x0000 (Unicast)
0... .... .... .... = Broadcast flag: Unicast
. 000 0000 0000 0000 = Reserved flags: 0x0000
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server |P address: 0.0.0.0 (0.0.0.0)
Rel ay agent |P address: 10.10.20.2 (10.10.20.2)
Cient MAC address: b8:6a:97:35:d7:9d (b8: 6a:97: 35:d7: 9d)
Cient hardware address paddi ng: 00000000000000000000
Server host nanme not given
Boot file nane not given
Magi ¢ cooki e: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Di scover (1)
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Option: (55) Parameter Request List

Length: 3

Paramet er Request List Item (1) Subnet Mask

Parameter Request List Item (28) Broadcast Address

Paramet er Request List Item (3) Router
Option: (60) Vendor class identifier

Length: 39

Vendor class identifier: onie_vendor:x86 64-accton_as7326 56x-r0
Option: (82) Agent Information Option

Length: 12
Option 82 Suboption: (1) Agent Circuit ID
Length: 3

Agent Circuit ID 786535
Option 82 Suboption: (2) Agent Renote |D
Length: 5
Agent Renpte | D: 4f 634e4f53
Option: (255) End
Option End: 255
Paddi ng

Sampl e DHCP configuration for using Renote-id
class "renote-id" {

match if option agent.renpte-id = CcNCS
} # renpte-id

subnet 10. 10. 20. 0 net mask 255. 255. 255.0 {

pool {
al | ow menbers of "renote-id";
defaul t-1ease-tine 600;
max- | ease-ti ne 7200;
range 10.10. 20. 3 10.10.10. 100
option routers 10. 10. 20. 2;
option broadcast-address 10. 10. 20. 255;
option subnet - mask 255. 255. 255. 0;
option donmai n- nane-servers 4,2.2.2;
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VLAN Interface Configuration

Topology

[
(=]

xed

DHCP
Server

Relay Agent

xeb,
vian
1.20

Client

Figure 11-18: DHCP 82 vlan topology

Here, the DHCP Server is running with IP 192.168.1.2 with another pool of subnets 10.10.20.0 configured in the server.
Configure a static route to 10.10.20.0 network for DHCP OFFER packets to reach the Relay Agent. In the above
topology, vlan 20 is part of interface xe5 in relay Agent and xe5 in Client.

Relay Agent

t

#configure terninal

Enter configure mode.

(config)#ip dhcp rel ay

Enable DHCP Relay

(config)#ip dhcp relay information option
renote-id host nane

Enable DHCP Relay information option with both agent circuit
id which is sub option 1 of option 82 and remote-id which is
sub option 2 of option 82. String support is also provided for
remote-id.

(config)#ip dhcp relay address 192.168.1.2

Configure DHCP relay address

(config)#bridge 1 protocol rstp vlan-bridge

Configure bridge

(config)#vlan 2-100 bridge 1 state enable

Enable some VLANs

(config)#interface xeb

Enter interface mode

(config-if)#sw tchport

Configure switchport

(config-if)#bridge-group 1

Configure bridge-group

(config-if)#sw tchport node hybrid

Configure switchport mode

(config-if)#swi tchport hybrid all owed vl an
al |

Enable vlan

(config-if)#exit

Exit from interface mode

(config)#interface vlanl. 20

Enter interface mode for the vlan interface towards client.

(config-if)#i p address 10.10. 20.2/24

Add IP address

(config-if)#ip dhcp rel ay

Configure DHCP relay on the vlan interface connecting to
client.
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(config-if)#exit

Exit from interface mode

(config)#interface xe4

Enter interface mode

(config-if)#i p dhcp relay uplink

Configure DHCP relay uplink for the interface connecting to
server.

(config-if)#ip address 192.168.1.4/24

Add IP address

(config-if)#exit

Exit interface mode.

Client

#configure terninal

Enter configure mode.

(config)#bridge 1 protocol rstp vlan-bridge

Configure bridge

(config)#vlan 2-100 bridge 1 state enable

Enable VLANs

(config)#interface xeb

Enter interface mode.

(config-if)#sw tchport

Configure switchport

(config-if)#bridge-group 1

Configure bridge-group

(config-if)#sw tchport node hybrid

Configure switchport mode

(config-if)#switchport hybrid allowed vlan
add 20 egress-tagged enabl e

Enable vlan

(config-if)#exit

Exit from interface mode

(config)#interface vlanl. 20

Enter interface mode for the vlan interface which connects
relay.

(config-if)#i p address dhcp

Configure IP address DHCP

(config-if)#exit

Exit from interface mode

Validation

Relay Agent

#show runni ng-confi g dhcp
I

ip dhcp relay informati on option renote-id hostnane

ip dhcp relay address 192.168.1.2
!

interface vlanl. 20

i p dhcp rel ay

!

interface xe4

ip dhcp relay uplink

!

#show i p dhcp rel ay
DHCP rel ay service is Enabl ed.
VRF Nane: default

Option 82: Enabl ed

Renpte 1d: ocnos
DHCP Servers configured: 192.168.1.2
I nterface

Upl i nk/ Downl i nk

166
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VI anl. 20 Downl i nk
xe4 Upl i nk
Client
#show ip interface brief |include vlanl.20
vl anl. 20 *10. 10. 20. 10 up up

Packet captured at DHCP Server

Boot strap Protocol (Discover)
Message type: Boot Request (1)
Har dware type: Ethernet (0x01)
Har dwar e address |l ength: 6
Hops: 1
Transaction I D: 0x59591459
Seconds el apsed: 0
Bootp flags: 0x0000 (Unicast)
0... .... .... .... = Broadcast flag: Unicast
. 000 0000 0000 0000 = Reserved flags: 0x0000
Client I P address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server |P address: 0.0.0.0 (0.0.0.0)
Rel ay agent |P address: 10.10.20.2 (10.10.20.2)
Cient MAC address: b8:6a:97:35:d7:9d (b8:6a:97: 35:d7: 9d)
dient hardware address paddi ng: 00000000000000000000
Server host nanme not given
Boot file nane not given
Magi ¢ cooki e: DHCP
Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Di scover (1)
Option: (55) Parameter Request List
Length: 3
Par amet er Request List Item (1) Subnet Mask
Paranmeter Request List Item (28) Broadcast Address
Paramet er Request List Item (3) Router
Option: (60) Vendor class identifier
Length: 39
Vendor class identifier: onie_vendor:x86 64-accton_as7326 56x-r0
Option: (82) Agent Information Option

Length: 17
Option 82 Suboption: (1) Agent Circuit ID
Length: 8

Agent Circuit ID 766c616e312e3230
Option 82 Suboption: (2) Agent Renote |ID

Length: 5

Agent Renote | D: 4f 634e4f 53

Option: (255) End
Option End: 255
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cHarTER 12 NTP Client Configuration

Overview

NTP modes differ based on how NTP allows communication between systems. NTP communication consists of time
requests and control queries. Time requests provide the standard client/server relationship in which a client requests
time synchronization from an NTP server. Control queries provide ways for remote systems to get configuration
information and reconfigure NTP servers.

SNTP is a simplified form of NTP that does not reach the level of accuracy compared to a full implementation of NTP.
SNTP can be used for simple applications where the requirements for accuracy and reliability are not too demanding.
OcNOS supports SNTP version 4, defined in RFC 2030.

Note: OcNOS uses “nt p” for the SNTP command names instead of “snt p.”

Support for Default VRF via In-band Management

OcNOS now offers support for NTP over default and management VRFs via in-band management interface & OOB
management interface, respectively.

The feature can either be running on the default or management VRF. By default, it runs on the management VRF.

NTP Modes

The following describes the various NTP node types.

Client

An NTP client is configured to let its clock be set and synchronized by an external NTP timeserver. NTP clients can be
configured to use multiple servers to set their local time and are able to give preference to the most accurate time
sources. They do not, however, provide synchronization services to any other devices.

Server

An NTP server is configured to synchronize NTP clients. Servers can be configured to synchronize any client or only
specific clients. NTP servers, however, will accept no synchronization information from their clients and therefore will
not let clients update or affect the server's time settings.

Peer

With NTP peers, one NTP-enabled device does not have authority over the other. With the peering model, each device
shares its time information with the others, and each device can also provide time synchronization to the others.

Authentication

For additional security, you can configure your NTP servers and clients to use authentication. Routers support MD5
authentication for NTP. To enable a router to do NTP authentication:
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1. Enable NTP authentication with the nt p aut hent i cat e command.

2. Define an NTP authentication key with the ntp authentication-key vrf management command. A unique number
identifies each NTP key. This number is the first argument to the ntp authentication-key vrf management
command.

3. 3.Use the ntp trusted-key vrf management command to tell the router which keys are valid for authentication. If a
key is trusted, the system will be ready to synchronize to a system that uses this key in its NTP packets. The
trusted key should already be configured and authenticated.

NTP Configuration

NTP client, user can configure an association with a remote server. In this mode the client clock can synchronize to the
remote server

After configuring the NTP servers, wait a few minutes before you verify that clock synchronization is successful. When
the clock synchronization has actually happened, there will be an ** symbol along with the interface while you give the
“show ntp peers”command.

Topology
SNTP Server
SNTP Client

Figure 12-19: SNTP Client and Server
NTP Client
#configure term nal Enter Configure mode.
(config)#feature ntp vrf managenent Configure feature on default or management VRF. By default

this feature runs on management VRF.

(config)# ntp enable vrf managemnent This feature enables ntp. This will be enabled in default.
(config)#ntp server 10.1.1.1 vrf Configure ntp server ip address.
nmanagement
(config)#exit Exit from the Configure Mode.

Validation Commands

#show ntp peers

Peer | P Address Serv/ Peer

10.1.1.1 Server (configured)

#show ntp peer-status
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Total peers : 1

* - selected for sync, + - peer node(active),
- - peer node(passive), = - polled in client node

renot e refid st t when poll reach del ay offset jitter
*10.1.1.1 LOCAL( 0) 7 u 14 32 37 0.194 -4.870 3.314

Maxpoll and Minpoll Configuration

The maximum poll interval are specified in defaults to 6 (64 seconds), but can be increased by the naxpol | option to
an upper limit of 16 (18.2 hours). The minimum poll interval defaults to 4 (16 seconds), and this is also the minimum
value of the i npol | option.

The client will retry between ni npol | and maxpol | range configured for synchronization with the server.

Client
#configure termn nal Enter Configure mode.
(config)#feature ntp vrf managenent Configure feature on default or management VRF. By default
this feature runs on management VRF.
(config)#ntp server 10.1.1.1 naxpoll 7 Configure mi npol | and maxpol | range for ntp server.
m npoll 5 vrf managenent
(config)#exit Exit from the Configure Mode.
Validation Commands
#show ntp peers
Peer | P Address Serv/ Peer
10.1.1.1 Server (configured)
#show ntp peer-status
Total peers : 1
* - selected for sync, + - peer node(active),
- - peer node(passive), = - polled in client node
renot e refid st t when poll reach del ay offset jitter
*10.1.1.1 LOCAL( 0) 7 u 14 32 37 0.194 -4.870 3.314

NTP Authentication

When you enable NTP authentication, the device synchronizes to a time source only if the source carries the
authentication keys specified with the source by key identifier. The device drops any packets that fail the authentication
check, and prevents them from updating the local clock.
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Client

#configure term nal

Enter Configure mode.

(config)#feature ntp vrf managenent

Enable feature on default or management VRF. By default this
feature runs on management VRF..

(config)#ntp server 10.1.1.1 vrf
managenment

Configure ntp server ip address.

(config)#ntp authenticate vrf nanagenent

Enable NTP Authenticate. NTP authentication is disabled by
default.

(config)#ntp authentication-key 1234 nd5
text vrf managemnent

Configure ntp authentication key along with md5 value.

(config)#ntp trusted-key 1234 vrf
managemnment

Configure trusted key <1-65535>

(config)#exit

Exit from the Configure Mode.

Validation Commands
#show ntp aut hentication-status
Aut henti cati on enabl ed

#show ntp aut henti cati on-keys

#show ntp trusted-keys

Trust ed Keys:
1234
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cHAPTER 13 SImple Network Management Protocol

Overview
SNMP provides a standardized framework and a common language for monitoring and managing devices in a network.
The SNMP framework consists of three parts:

* An SNMP manager: The system used to control and monitor the activities of network devices. This is
sometimes called a Network Management System (NMS).

* An SNMP agent: The component within a managed device that maintains the data for the device and reports
these data SNMP managers.

* Management Information Base (MIB): SNMP exposes management data in the form of variables which
describe the system configuration. These variables can be queried (and sometimes set) by SNMP managers.

In SNMP, administration groups are known as communities. SNMP communities consist of one agent and one or more
SNMP managers. You can assign groups of hosts to SNMP communities for limited security checking of agents and
management systems or for administrative purposes. Defining communities provides security by allowing only
management systems and agents within the same community to communicate.

A host can belong to multiple communities at the same time, but an agent does not accept a request from a
management system outside its list of acceptable community names.

SNMP access rights are organized by groups. Each group is defined with three accesses: read access, write access,
and notification access. Each access can be enabled or disabled within each group.

The SNMP v3 security level determines if an SNMP message needs to be protected from disclosure and if the
message needs to be authenticated. The security levels are:

* noAuthNoPriv: No authentication or encryption

» authNoPriv: Authentication but no encryption

« authPriv: Both authentication and encryption
SNMP is defined in RFCs 3411-3418.

Topology

—
\

|
.
| |
—

Getting and Setting MIB Valuse ——— E

-———  Sending Responses and Traps

Device

SNMP Manager
Figure 13-20: SNMP sample topology
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Standard SNMP Configurations

#configure terninal

Enter configure mode.

(config)#snmp-server view all .1 included

vrf managenent

Creates SNMP view labeled as “all” for OID-Tree as “.1” for vrf
management.

(confi g) #snnp- server

comunity test group
net wor k- oper at or vrf

managenent

Set community string as “test” for group of users having
“network-operator” privilege.

(confi g)#snnp-server host 10.12.6.63 traps
versi on 2c test udp-port 162 vrf managenent

Specify host “10.12.6.63” to receive SNMP version 2
notifications at udp port number 162 with community string as

“test”.

(confi g)#snnp-server
nanagemnment

enabl e snnp vrf Use this command to start the SNMP agent.

(confi g)#exit Exit configure mode.

Validation

Use the below commands to verify the SNMP configuration:

#show runni ng-config snnp
snnp-server view all .1 included vrf managenent
snnp-server community test group network-operator vrf managenent

snnp-server host 10.12.6.63 traps version 2c test udp-port 162 vrf managenent

#show snnp group

community/user  group version Read-View Wite-view Notify-view

test  network-operator  2c/1 all  nome all

#show snnp host

st ~ Port Version Level Type Sechame

10.12.6.63 162 2c  noauth trap test
SNMP GET Command

F RIS ) %8 18 153" 1015745 238 22. 10. 12. 6. 63. 52214

TCP-M B: : t cpConnLocal Addr ess. 10. 12. 45. 238. 22. 10. 12. 6. 63. 52214 = | pAddr ess:

10. 12. 45. 238

SNMP WALK Command

SNMP WALK for particular OID

#snmpwal k -v2c -c¢ test 10.12.45.238 .1.3.6.1.2.
HOST- RESOURCES- M B: : hr FSLast Ful | BackupDate. 1 =

1.25.3.8.1.8
STRING 0-1-1,0:0:0.0
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HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :
HOST- RESOURCES- M B: :

Complete SNMP WALK

hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.
hr FSLast Ful | BackupDat e.

#snnmpwal k -v2c -c¢ test 10.12.45.238 .1

4 = STRING 0-1-1,0:0:0.0

5 =STRING 0-1-1,0:0:0.0

6 = STRING 0-1-1,0:0:0.0

10 = STRING 0-1-1,0:0:0.0
12 = STRING 0-1-1,0:0:0.0
13 = STRING 0-1-1,0:0:0.0
14 = STRING 0-1-1,0:0:0.0
15 = STRING 0-1-1,0:0:0.0
16 = STRING 0-1-1,0:0:0.0
17 = STRING 0-1-1,0:0:0.0
18 = STRING 0-1-1,0:0:0.0
19 = STRING 0-1-1,0:0:0.0
20 = STRING 0-1-1,0:0:0.0
21 = STRING 0-1-1,0:0:0.0
22 = STRING 0-1-1,0:0:0.0
23 = STRING 0-1-1,0:0:0.0
24 = STRING 0-1-1,0:0:0.0
25 = STRING 0-1-1,0:0:0.0
26 = STRING 0-1-1,0:0:0.0

SNMP WALK Command

#snnpset -v2c -c test 10.12.45.102 1.3.6.1.
is0.3.6.1.2.1.10.246.1.2.1.30.1 = Gauge32:

2.1.10.246.1.2.1.30.1 u 123
123
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cHapTER 14 Access Control Lists Configurations

This chapter contains a complete example of access control list (ACL) configuration.

Overview

An Access Control List is a list of Access Control Entries (ACE). Each ACE in ACL specifies the access rights allowed

or denied.

Each packet that arrives at the device is compared to each ACE in each ACL in the order they are defined. The device
continues to look until it has a match. If no match is found and the device reaches the end of the list, the packet is
denied. For this reason, place the most frequently occurring specifications at the top of the list.

The device stops checking the specifications after a match occurs.

Note: If there is no match, the packet is dropped (implicit deny). Therefore, an ACL intended to deny a few selected
packets should have at least one permit filter of lower priority; otherwise, all traffic is dropped because of the
default implicit deny filter.

Topology
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Figure 14-21: ACL sample topology

IPv4 ACL Configuration

#configure terninal

Enter configure mode.

(config)#ip access-list T1

Create an IP access list named T1.

(config-ip-acl)#deny any host 1.1.1.1 any

Create an access rule to deny IP packets with source address
1.1.1.1.

(config-ip-acl)#permt any host 1.1.1.1/
24 any

Create an access rule to permit IP packets with source address
1.1.1.1.

(config-ip-acl)#exit

Exit access list mode.

(config)#interface xel0

Enter interface mode.

(config-if)#no sw tchport

Configure the interface as Layer 3.

(config-if)#ip address 1.1.1.3/24

Assign an IP address.

(config-if)#i p access-group Tl in

Apply access group T1 for inbound traffic to the interface.

(config-if)#end

Exit interface and configure mode.
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Validation

Use the commands below to verify the match count. When inbound IP packets reach interface xel0 with source
address 1.1.1.1, then the match count for access rule 10 increases equal to the number of packets sent.

#show i p access-lists T1
| P access list T1
10 deny any host

default deny-all

1.1.1.1 any [ mat ch=200]
20 pernmit any 1.1.1.1/24 any

When inbound IP packets reach interface xe10 with a source address in the range from 1.1.1.1 to 1.1.1.254, then the
match count for access rule 20 increases equal to the number of packets sent.

#show i p access-lists Tl
| P access list T1
10 deny any host 1.1.1.1 any

20 permt any 1.1.1.1/24 any [natch=2000]

default deny-all

Use the command cl ear
access-list <access-|ist

Note:

i p access-1ist counters toclear the statistics of all ACLs or cl ear ip
name> count er s to clear statistics of a particular ACL.

ICMP ACL Configuration

#configure terninal

Enter configure mode.

(config)#ip access-list icnp-acl-01

Create an IP access list named icmp-acl-01.

(config-ip-acl)#10 deny icnp 1.1.1.2/24
2.2.2.2/24 dscp af 11 fragnents

Create an access rule with sequence number 10 to deny ICMP
packets from a specific source towards a specific destination with
a DSCP value of afl11.

Note: The sequence number is optional.

(configip-acl)#20 permt icnp 1.1.1.1/24
2.2.2.2/ 24 precedence fl ash

Create an access rule with sequence number 20 to permit ICMP
packets from a specific source towards a specific destination with
precedence as flash.

(config-ip-acl)#exit

Exit access list mode.

(config)#interface xelO

Enter interface mode.

(config-if)#no sw tchport

Configure the interface as Layer 3.

(config-if)#ip address 1.1.1.3/24

Assign an IP address.

(config-if)#i p access-group icnp-acl-01
in

Apply access group icmp-acl-01 for inbound traffic to the
interface.

(config-if)#end

Exit interface and configure mode.

Validation

Use the commands below to verify the match count. When inbound IP packets reach interface xel0 with source
address 1.1.1.X, destination address 2.2.2.X, DSCP value af11, and are fragmented, then the count for access rule 10

increases equal to the number of packets sent.

#show i p access-lists icnp-acl-01
| P access-list icnp-acl-01

10 deny icnp 1.1.1.2/24 2.2.2.2/24 dscp af1l [mat ch=200]

20 pernit

icnp 1.1.1.1/24 2.2.2.2/24 precedence flash
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default deny-all

When inbound IP packets reach interface xel10 with source address as 1.1.1.X, destination address 2.2.2.X, and
precedence value flash, then the count for access rule 20 increases equal to the number of packets sent.

#show i p access-lists icnp-acl-01

| P access-list icnp-acl-01
10 deny icnp 1.1.1.2/24 2.2.2.2/24 dscp af 1l
20 permt icnp 1.1.1.1/24 2.2.2.2/24 precedence flash [ mat ch=200]
default deny-all

Note: Use the commandcl ear ip access-list counters to clear statistics of all ACLs configured or cl ear
ip access-list <access-list nane> count ers to clear statistics of a particular ACL.

Access List Entry Sequence Numbering

You can change the sequence numbers of rules in an access list.

Note: Re-sequencing an ACL attached to a management interface clears the ACL counters associated to it.

#configure term nal Enter configure mode.
(config)#ip access-1ist icnp-acl-01 Enter access list mode for ACL icmp-acl-01.
(config-ip-acl)#resequence 100 200 Re-sequence the access list, starting with sequence number 100

and incrementing by 200.

(config-ip-acl)#1000 deny icnp 1.1.1.2/24 Re-sequencing specific access rule 100 with sequence number

2.2.2.2/24 dscp afll 1000
(config-ip-acl)#exit Exit access list mode.
Validation

Before re-sequencing:

#show access-1ists icnp-acl-01

| P access list icnp-acl-01
10 deny icnp 1.1.1.2/24 2.2.2.2/24 dscp afl1l |og
20 pernmit icnp 1.1.1.1/24 2.2.2.2/24 precedence flash
default deny-all

After re-sequencing the access list, starting with sequence number 100 and incrementing by 200

#show access-1lists icnp-acl-01

| P access list icnp-acl-01
100 deny icnp 1.1.1.2/24 2.2.2.2/24 dscp afl1l | og
300 permt icnp 1.1.1.1/24 2.2.2.2/24 precedence flash
default deny-all

After re-sequencing specific access rule 100 with sequence number 1000

#show access-1lists icnp-acl-01

| P access list icnp-acl-01
300 permit icnp 1.1.1.1/24 2.2.2.2/24 precedence flash
1000 deny icnmp 1.1.1.2/24 2.2.2.2/24 dscp afl1l | og
default deny-all
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IPv6 ACL Configuration

#configure term nal Enter configure mode.

(config)#i pve access-list ipv6-acl-01 Create an IPv6 access list named as icmp-acl-01.

(config-ipv6-acl)#11 deny ip any any Create access rule sequence number 11 to deny IPv4

flowlabel 100 encapsulated packets in IPv6 with any source address to any
destination address with flow label 100.

(config-ipv6-acl)#default permt-all Update the default rule to permit all.

(config-ipv6-acl)#exit Exit access list mode

(config)#interface xelO Enter interface mode.

(config-if)#no sw tchport Configure the interface as Layer 3.

(config-if)#i pve address 1:1::1:3/64 Assign an IPv6 address.

(config-if)#i pve access-group i pv6-acl-01 Apply access group ipv6-acl-01 for inbound traffic to the interface.
in

(config-if)#end Exit interface and configure mode.

Validation

Use the commands below to verify the match count. When inbound IPv6 packets reach interface xel10 with IPv4
packets encapsulated with flow label 100, then count for access rule 11 increases equal to the number of packets sent.

#show i pv6 access-lists ipv6-acl-01

| Pv6 access-list ipv6-acl-01
11 deny ip any any flowlabel 100 [nmat ch=1000]
default pernmt all

For all other IPv6 packets, access rule 100 is invoked and the match counts increase equal to the number of packets
sent.

#show i pv6 access-lists ipv6-acl-01

| Pv6 access-list ipv6-acl-01
11 deny ip any any flow | abel 100
default permit-all [match=2000]

Note: Use the command cl ear i pv6 access-Ilist counters to clear statistics of all IPv6 ACLs configured or
clear ipv6 access-list <ipv6 access-list nane> count ers to clear statistics of the particular
IPv6 ACL.

MAC ACL Configuration

#configure term nal Enter configure mode.
(config)#mac access-list mac-acl-01 Create a MAC access list named mac-acl-01.
(config-mac-acl)#22 permt host Create an access rule with sequence number 22 to permit packets

0000. 0011. 1212 host 0000. 1100. 2222 vl an 2 from a host with a specific MAC towards a host with a specific
MAC with VLAN 2.

(config-mac-acl) #exi t Exit access list mode.
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(config)#bridge 1 protocol rstp vlan- Create a VLAN-aware RSTP bridge.

bri dge

(config)#vlan 2 bridge 1 state enable Create VLAN 2.

(config)#interface xel0 Enter interface mode.

(config-if)#sw tchport Configure the interface as Layer 2.
(config-if)#bridge-group 1 Associate the interface with bridge group 1.
(config-if)#sw tchport node trunk Set the switching characteristics of this interface to trunk mode.

(config-if)#sw tchport trunk all owed vl an Enable all VLAN identifiers on this interface.
al |

(config-if)#mac access-group mac-acl-01 Applies the MAC access list mac-acl-01 to ingress traffic.
in

(config-if)#end Exit interface and configure mode.

Validation

Use the commands below to verify the match count. When inbound packets reach interface xel10 with the specific
source and destination MAC with the VLAN as 2, then the count for access rule 22 increases equal to the number of
packets sent.

#show nmac access-lists

MAC access list mac-acl-01
22 permt mac host 0000.0011.1212 host 0000.1100.2222 vl an 2 [nmat ch=3000]
default deny-all

For all other packets, default rule is invoked and the match counts increases equal to the number of packets sent.

#show mac access-lists mac-acl-01

MAC access |list mac-acl-01
22 permt mac host 0000.0011.1212 host 0000.1100. 2222 vlan 2
default deny-all [natch=2000]

Note: As per the present design, ARP/ND packets will be filtered based on the source MAC address only (host mac
address).

Note: Use the command cl ear nac access-1i st count ers to clear statistics of all MAC ACLs or cl ear mac
access-list <mac access-list name> count ers to clear statistics of a particular MAC ACL.

Management ACL Overview

Management Port ACL can be used to provide basic level of security for accessing the management network. ACLs
can also be used to decide which types of management traffic to be forwarded or blocked at the management port.

When configuring access list on a router or a switch, each access list needs to be identified by a unique name or a
number. Each access list entry can have permit or deny actions. Each entry will be associated with a sequence number
in the range of <1-268435453>. Lower the sequence number, higher the priority.

User should be able to configure the system to allow certain IP address for a protocol and don’t allow any other IP
address matching for that protocol.

Note: If there is no match, the packet is dropped (implicit deny). Therefore, an ACL intended to deny a few selected
packets should have at least one permit filter of lower priority; otherwise, all traffic is dropped because of the
default implicit deny filter.
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Topology
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Figure 14-22: Management ACL Sample Topology

Management ACL Configuration

#configure term na

Enter configure mode.

(config)#ip access-1ist ngnt

Create an IP access list named mgmt

(config-ip-acl)#pernmit tcp host
10.12. 45.57 host 10.12.29.49 eq ssh

Create an access rule to permit TCP connection with source
address 10.12.45.57 with destination address 10.12.29.49 on
destination port equal to SSH.

(config-ip-acl)#permt tcp host
10. 12. 45.58 host 10.12.29.49 eq tel net

Create an access rule to permit TCP connection with source
address 10.12.45.58 with Destination address 10.12.29.49 on
destination port equal to Telnet.

(config-ip-acl)#permt udp any host
10.12.29.49 eq snnp

Create an access rule to permit UDP packet with any source
address with Destination address 10.12.29.49 on destination port
equal to SNMP.

(config-ip-acl)#permt udp any host
10.12.29.49 eq ntp

Create an access rule to permit UDP packet with any source
address with Destination address 10.12.29.49 on destination port
equal to NTP.

(config-ip-acl)#permt udp host
10.12.29.49 any eq snnptrap

Create an access rule to permit UDP packet with source address
10.12.29.49 with any Destination address on destination port
equal to SNMPTrap.

(config-ip-acl)#permt tcp host
10.12.29.49 eq ssh host 10.12.45.57

Create an access rule to permit TCP connection with source
address 10.12.29.49 on source port equal to ssh with Destination
address 10.12.45.57 .

(config-ip-acl)#deny tcp host 10.12. 45.58
host 10.12.29.49 eq ssh

Create an access rule to deny TCP connection with source
address 10.12.45.58 with Destination address 10.12.29.49 on
destination port equal to SSH.

(config-ip-acl)#deny tcp host 10.12.45.57
host 10.12.29.49 eq tel net

Create an access rule to deny TCP connection with source
address 10.12.45.57 with Destination address 10.12.29.49 on
destination port equal to Telnet.

(config-ip-acl)#exit

Exit access list mode.

(config)#interface ethO

Enter interface mode of Management Interface.

(config-if)#no swi tchport

Configure the interface as Layer 3.

(config-if)#i p address 10.12.29.49/24

Assign an IP address.

(config-if)#ip access-group ngnmt in

Apply access group mgmt for inbound traffic to the interface.

(config-if)#end

Exit interface and configure mode.

Validation

Use the commands below to verify the match count. When a TCP connection for Destination Port SSH reach interface
ethO with source address 10.12.45.57, then the match count for access rule 10 increases equal to the number of

packets sent.
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#show i p access-lists ngnt
| P access |ist ngnt

10 permit tcp host 10.12.45.57 host 10.12.29.49 eq ssh [ mat ch=9]
20 pernit tcp host 10.12.45.58 host 10.12.29.49 eq tel net
30 permit udp any host 10.12.29.49 eq snnp
40 permt udp any host 10.12.29.49 eq ntp
50 permt udp host 10.12.29.49 any eq shnptrap
60 permit tcp host 10.12.29.49 eq ssh host 10.12.45.57
70 deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh
80 deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net
default deny-all

When a TCP connection for Destination Port Telnet reach interface ethO with source address 10.12.45.58, then the
match count for access rule 20 increases equal to the number of packets sent.

#show i p access-lists ngnt
| P access |ist ngnt

10 permit tcp host 10.12.45.57 host 10.12.29.49 eq ssh
20 permt tcp host 10.12.45.58 host 10.12.29.49 eq telnet [match=10]
30 permit udp any host 10.12.29.49 eq snnp
40 permt udp any host 10.12.29.49 eq ntp
50 permt udp host 10.12.29.49 any eq shnptrap
60 permit tcp host 10.12.29.49 eq ssh host 10.12.45.57
70 deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh
80 deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net
default deny-all

When a UDP packet for Destination Port SNMP reach interface ethO with any source address, then the match count for
access rule 30 increases equal to the number of packets sent. Prior to this SNMP should be configured on Device
(10.12.29.49).

Exanpl e:
snnp-server comunity SNMPTEST group network-adm n vrf nmanagenent

snnp-server host 10.12.6.86 traps version 2c SNVWPTEST udp-port 162 vrf
managenent

snnp-server enable snnp vrf nmanagenent

#show i p access-lists nmgnt

| P access |ist ngnt
10 permit tcp host 10.12.45.57 host 10.12.29.49 eq ssh
20 pernit tcp host 10.12.45.58 host 10.12.29.49 eq tel net
30 permt udp any host 10.12.29.49 eq snnp [ nmat ch=50]
40 permt udp any host 10.12.29.49 eq ntp
50 permt udp host 10.12.29.49 any eq shnptrap
60 permit tcp host 10.12.29.49 eq ssh host 10.12.45.57
70 deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh
80 deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net
default deny-all

When a UDP packet for Destination Port NTP reach interface ethO with any source address, then the match count for
access rule 40 increases equal to the number of packets sent. Prior to this NTP should be configured on Device
(10.12.29.49).

Exanpl e:

ntp enable vrf managenent

ntp authenticate vrf nmanagenent

ntp authentication-key 123 nd5 sww 7 vrf nanagenent
ntp trusted-key 123 vrf managenent

ntp server 10.12.45.36 vrf managenent

ntp server 10.12.16.16 prefer vrf managenent
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ntp server 10.12.16.16 key 123 vrf nmanagenent

#show i p access-lists ngnt
| P access list ngnt

10 permt tcp host 10.12.45.57 host 10.12.29.49 eq ssh
20 pernit tcp host 10.12.45.58 host 10.12.29.49 eq tel net
30 permit udp any host 10.12.29.49 eq snnp
40 permt udp any host 10.12.29.49 eq ntp [natch=1]
50 permt udp host 10.12.29.49 any eq shnptrap
60 permit tcp host 10.12.29.49 eq ssh host 10.12.45.57
70 deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh
80 deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net
default deny-all

When a TCP connection request for Destination Port SSH reach interface ethO with source address 10.12.45.58, this
should deny the connection and the match count for access rule 70 increases equal to the number of packets sent.

#show i p access-lists ngnt
| P access list ngnt

10 permit tcp host 10.12.45.57 host 10.12.29.49 eq ssh
20 pernit tcp host 10.12.45.58 host 10.12.29.49 eq tel net
30 permit udp any host 10.12.29.49 eq snnp
40 permt udp any host 10.12.29.49 eq ntp
50 permt udp host 10.12.29.49 any eq shnptrap
60 permit tcp host 10.12.29.49 eq ssh host 10.12.45.57
70 deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh [ mat ch=1]
80 deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net
default deny-all

When a TCP connection request for Destination Port Telnet reach interface ethO with source address 10.12.45.57, this
should deny the connection and the match count for access rule 80 increases equal to the number of packets sent.

#show i p access-lists ngnt
| P access list ngnt

10 permit tcp host 10.12.45.57 host 10.12.29.49 eq ssh
20 pernit tcp host 10.12.45.58 host 10.12.29.49 eq tel net
30 permit udp any host 10.12.29.49 eq snnp
40 permt udp any host 10.12.29.49 eq ntp
50 permt udp host 10.12.29.49 any eq shnptrap
60 permit tcp host 10.12.29.49 eq ssh host 10.12.45.57
70 deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh
80 deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net[match=1]
default deny-al

To enable SNMPTRAPS, apply the ACL outbound to the Management interface.

#configure term nal Exit access list mode.

(config)#interface ethO Enter interface mode of Management Interface.
(config-if)#i p access-group ngnt out Apply access group mgmt for outbound traffic to the interface.
(config-if)#end Exit interface and configure mode.

When a UDP packet for Destination Port SNMPTrap sends out of interface ethO with any Destination address, then the
match count for access rule 50 increases equal to the number of packets received. Prior to this SNMPTrap should be
configured on Device (10.12.29.49) to listen to port 162.

Exanpl e:
snnp-server comunity SNVMPTEST group network-adm n vrf managenent
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snnp- server

managenent

host 10.12.6.86 traps version 2c SNMPTEST udp-port 162 vrf

snnp-server enable snnp vrf nmanagenent

#show i p access-lists nmgm
| P access |list ngnt

10
20
30
40
50
60
70
80

permit tcp host 10.12.45.57 host 10.12.29.49 eq ssh
permit tcp host 10.12.45.58 host 10.12.29.49 eq tel net
permt udp any host 10.12.29.49 eq snnp

permt udp any host 10.12.29.49 eq ntp

permt udp host 10.12.29.49 any eq snnptrap [ nmatch=5]
permt tcp host 10.12.29.49 eq ssh host 10.12.45.57
deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh
deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net

default deny-all

When an ACL is applied on interface ethO outbound and inbound together, then we must configure an ACL to establish
a TCP connection between source 10.12.29.49 with source Port SSH to destination address 10.12.45.57. When a TCP
connection is established on port SSH, then the match count for access rule 10 and 60 increases equal to the number
of packets sent and received.

#show i p access-lists nmgm
| P access |list ngnt

10
20
30
40
50
60
70
80

permit tcp host 10.12.45.57 host 10.12.29.49 eq ssh [ match=9]
permit tcp host 10.12.45.58 host 10.12.29.49 eq tel net

permt udp any host 10.12.29.49 eq snnp

permt udp any host 10.12.29.49 eq ntp

permt udp host 10.12.29.49 any eq snnptrap

permt tcp host 10.12.29.49 eq ssh host 10.12.45.57[ mat ch=9]
deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh

deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net

default deny-all

Note: Usethe commandcl ear ip access-list counters to clearthe statistics of all ACLsorcl ear ip
access-list <access-list nanme> counters to clear statistics of a particular ACL.

#show access-1ists
| P access |ist ngnt

10
20
30
40
50
60
70
80

permit tcp host 10.12.45.57 host 10.12.29.49 eq ssh
permit tcp host 10.12.45.58 host 10.12.29.49 eq tel net
permt udp any host 10.12.29.49 eq snnp

permt udp any host 10.12.29.49 eq ntp

permt udp host 10.12.29.49 any eq snnptrap

permt tcp host 10.12.29.49 eq ssh host 10.12.45.57
deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh
deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net

#show access-lists summary
| PV4 ACL ngnt
statistics enabled
Total ACEs Configured: 8
Configured on interfaces:

ethO - ingress (Router ACL)

Active on interfaces:

ethO - ingress (Router ACL)

#show access-1ists expanded
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| P access |list ngnt

10 permt tcp host 10.12.45.57 host 10.12.29.49 eq ssh
20 permt tcp host 10.12.45.58 host 10.12.29.49 eq tel net
30 permt udp any host 10.12.29.49 eq snnp

40 permt udp any host 10.12.29.49 eq ntp

50 permit udp host 10.12.29.49 any eq shnptrap

60 pernmit tcp host 10.12.29.49 eq ssh host 10.12.45.57
70 deny tcp host 10.12.45.58 host 10.12.29.49 eq ssh

80 deny tcp host 10.12.45.57 host 10.12.29.49 eq tel net

default deny-all [match=4]

ARP ACL Overview

ARP ACL can be used to permit or deny the ARP packets, based on the ARP request or response option configured.

Topology

o

IXIA

Ged é -—fﬁ': p

Figure 14-23: ARP ACL Sample Topology

ARP ACL Configuration

#configure term na

Enter configure mode.

(config)#interface ged

m

(config-if)#i p address

Assign IPv4 address.

(config-if)#exit

Exit access list mode.

(config)#mac access-list macl

Enter mac access list mode.

(confi g-mac-acl ) #permt 0000. 3ae0. 456d
0000. 0000. 0000 any arp request

Create an access rule to permit specific ARP request.

(config-mac-acl ) #permt 0000. 3ae0. 456d
0000. 0000. 0000 any arp response

Create an access rule to permit specific ARP response.

(confi g-mac-acl )#permt any any ipvé

Create an access rule to permit any IPv4 packet.

(confi g-mac-acl) #exi t

Exit access list mode.

(config)#interface ged

Enter interface mode.

(config-if)#mac access-group nmacl in

Apply access group macl for inbound traffic to the interface.

(config-if)#end

Exit interface and configure mode.
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Validation

Use the commands below to assign IP address on IXIA and ping from IXIA.

#show nac access-lists

MAC access |ist macl
10 permit host 0000. 3AEOQ. 456D any arp request [nmatch=1]
20 permt host 0000. 3AEQ. 456D any arp response [match=1]
30 pernit any any ipv4 [match=1]
default deny-al

ACL over Loopback

The loopback interface ACL feature provides basic security for management applications accessible through In-band

interfaces.

Note: Refer to the command reference section for limitations, default behavior, and unsupported features.

Topology

Host

& -

Router
Figure 14-24: ACL Loopback Topology

#configure term na

Enter configure mode.

(config)#interface | o

Enter interface mode.

(config-if)# p address

3.3.3.3/32 secondary

Assign the IPv4 secondary address.

(config-if)#i p address

4.4.4.4/32 secondary

Assign the IPv4 secondary address.

(config-if)#i p address

5.5.5.5/32 secondary

Assign the IPv4 secondary address.

(config-if)# p address

6. 6. 6. 6/ 32 secondary

Assign the IPv4 secondary address.

(config-if)#i p address

7.7.7.7/32 secondary

Assign the IPv4 secondary address.

(config-if)# exit

Exit interface mode.

(config)#ip access-1Ii st

| oopback

Create loopback access list

(config-ip-acl)# 10 permt tcp any host

3.3.3.3 eq tel net

Permit telnet session from any source with specific
destination.

(config-ip-acl)# 20 deny tcp any host

Deny telnet session from any source with specific destination.

i p-acl)# 30 permit tcp any host

Permit ssh session from any source with specific destination.

Deny ssh session from any source with specific destination.

4.4.4.4 eq tel net

(config-

5.5.5.5 eq ssh

(config-ip-acl)# 40 deny tcp any host
6.6.6.6 eq ssh

(config-ip-acl)# 50 deny udp any host
6.6.6.6 eq snnp

Deny udp from any source with specific destination.
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(config-ip-acl)# 60 deny udp any host Deny udp from any source with specific destination.
7.7.7.7 eq ntp

(config-ip-acl)#exit Exit interface acl mode

(config)#interface |l o Enter interface lo mode

(config-if)#i p access-group | oopback in Associate loopback acl over lo interface
(config-if)#exit Exit interface mode

(config) #exi t Exit config mode

Validation

#sh access-lists
| P access list | oopback

10 permt tcp any host 3.3.3.3 eq telnet [match=12]
20 deny tcp any host 4.4.4.4 eq telnet [natch=12]
30 permt tcp any host 5.5.5.5 eq ssh

40 deny tcp any host 6.6.6.6 eq ssh

50 deny udp any host 6.6.6.6 eq snnp [ nmatch=6]

60 deny udp any host 7.7.7.7 eq ntp

#sh ip access-lists sumary
| PV4 ACL | oopback
statistics enabl ed
Total ACEs Configured: 6
Configured on interfaces:
lo - ingress (Router ACL)
Active on interfaces:
lo - ingress (Router ACL)
Configured on line vty:

#sh runni ng-confi g acl ngr
ip access-list | oopback

10 permit tcp any host 3.3.3.3 eq tel net
20 deny tcp any host 4.4.4.4 eq tel net
30 pernmit tcp any host 5.5.5.5 eq ssh
40 deny tcp any host 6.6.6.6 eq ssh

50 deny udp any host 6.6.6.6 eq snhnp

60 deny udp any host 7.7.7.7 eq ntp

interface lo

i p access-group | oopback in
!

ACL over Virtual Terminal

When a Telnet or SSH connection is made, OcNOS associates the connection with a virtual terminal (VTY) line. The
ACL over VTY feature provides security for management features associated with VTY.

Standard ACLs are supported on VTY lines. Any standard ACL rule when applied on a VTY line permits/denies only
management access ports such as SSH, Telnet, SNMP, and NTP.
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Note:
This is an example configuration:

#show run access-1i st
i p access-list standard abc
permt host 1.1.1.1

deny any
!

#show i p access-lists sumary
| PV4 STANDARD ACL abc
Total ACEs Configured: 2
Configured on interfaces:
Active on interfaces:
Configured on line vty:
all vty lines - ingress

IPv6 and "out" filters for standard ACLs on VTY lines are not supported.

Topology

Host

S

Router
Figure 14-25: Line VTY ACL

#configure term na

Enter configure mode.

(config)#interface lo

Enter interface mode

(config-if)#ip address 3.3.3.3/32 secondary Assign the IPv4 secondary address.
(config-if)#ip address 4.4.4.4/32 secondary Assign the IPv4 secondary address.
(config-if)#ip address 5.5.5.5/32 secondary Assign the IPv4 secondary address.
(config-if)#ip address 6.6.6.6/32 secondary Assign the IPv4 secondary address.
(config-if)#ip address 7.7.7.7/ 32 secondary Assign the IPv4 secondary address.

(config-if)#exit

Exit interface mode.

(config)#ip access-list vty

Create loopback access list

(config-ip-acl)#10 permt tcp any host
3.3.3.3 eq tel net

Permit telnet session from any source with specific
destination.

(config-ip-acl)#20 deny tcp any host 4.4.4.4
eq tel net

Deny telnet session from any source with specific destination.

(config-ip-acl)#30 permt tcp any host
5.5.5.5 eq ssh

Permit ssh session from any source with specific destination.

(config-ip-acl)#40 deny tcp any host 6.6.6.6
eq ssh

Deny ssh session from any source with specific destination.

(config-ip-acl)#50 deny udp any host 6.6.6.6
eqg snnp

Deny udp from any source with specific destination.

(config-ip-acl)#60 deny udp any host 7.7.7.7
eq ntp

Deny udp from any source with specific destination.
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(config-ip-acl)#exit

Exit interface acl mode

(config)#line vty

Enter Line vty mode

(config-all-line)#ip

access-group vty in Associate acl over VTY

(config-all-line)#end Exit interface mode

(confi g)#exit

Exit config mode

Validation

#sh access-lists
| P access list vty

10
20
30
40
50
60

permit tcp any host 3.3.3.3 eq telnet [nmatch=53]
deny tcp any host 4.4.4.4 eq tel net

permit tcp any host 5.5.5.5 eq ssh

deny tcp any host 6.6.6.6 eq ssh [ mat ch=4]

deny udp any host 6.6.6.6 eq shnp

deny udp any host 7.7.7.7 eq ntp

#sh ip access-lists
| PV4 ACL vty
statistics enabl ed

Tot al

summary

ACEs Configured: 6

Configured on interfaces:
Active on interfaces:
Configured on line vty:

al |

vty lines - ingress

#sh runni ng-confi g acl ngr

i p access-list vty

10 pernmit tcp any host 3.
20 deny tcp any host 4. 4.
30 permit tcp any host 5.
40 deny tcp any host 6. 6.
50 deny udp any host 6. 6.
60 deny udp any host 7.7.

|
line vty

.3 eq tel net
eq tel net
.5 eqg ssh
eq ssh

eq snnp

eq ntp

Noookw
~No oo b w

i p access-group vty in

190

© 2021 IP Infusion Inc. Proprietary



Route-map Continue Configuration

cHAPTER 15 Route-map Continue Configuration

This section contains Route-map continue configuration with BGP.

Overview

The continue clauses allow you to configure and organize more modular policy definitions to reduce the number of
policy configurations that are repeated within the same route map.

Continue clause under a route-map provides the capability to execute additional entries in a route map after an entry is
executed with a successful match and set clauses. The continue command allows multiple entries to be evaluated
within a single route-map. Continue commands can be assigned optional sequence numbers that indicates the order in
which clauses are to be evaluated.

Using Continue with Match Clauses

When a mat ch clause exists in a route-map with continue clause then cont i nue clause is executed only when a
successful match occurs. If a mat ch clause does not exist in the route-map and if a cont i nue clause exists, the
cont i nue clause will be evaluated and will go to the specified route-map entry. When a successful match occurs and
we have a cont i nue clause, the route-map executes the set clauses and then goes to the specified route-map entry.
If aconti nue clause does not exist in the next route map, then the route-map will behave normally. If a cont i nue
clause exists in the next route-map but a match is not successful, the route-map will not continue and will “fall through”
to the next sequence number if one exists

Using Continue with Set Actions

Set clauses are executed after the route-map evaluation is done. The set clauses are evaluated and executed in the
order in which they were configured. Set clauses are only executed after a successful match occurs. The cont i nue
statement proceeds to the specified route-map entry only after configured set actions are performed. If a set action is
configured in the first route-map and then the same set action occurs again but with a different value, in a subsequent
route-map entry, then the last set action will override the previous set actions which were configured with the same
set command.

Topology

o

¥%eh ®e32/3

20111724 20112724

Figure 15-26: Route-map continue

Configure Route-map continue on R1

In the below example we will apply route-map cont i hue on R1 under BGP 100, with redistributed connected routes
from R2 on R1. Here, 10.1.0.0/16 is a superset, while 10.1.1.0/24, 10.1.2.0 /24, 10.1.3.0/24, 10.1.4.0/24, and 10.1.5.0/
24 are subsets and will filter PF1, which is a superset and sets several prefixes.
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R1

Rl#configure terninal

Enter configure mode.

Rl(config)#interface xebl

Enter interface mode.

Ri(config-if)#i p address 20.1.1.1/24

Configure the IP address of the interface.

Rl(config-if)#exit

Exit interface mode.

Ri(config)#ip prefix-list PFl seq 5 pernmt
10.1.0.0/16 le 32

Configure super set prefix PF1

Ri(config)#ip prefix-list Pl seq 5 pernit
I

Configure subset prefix P1

10.1.1.0/24 le 32
Ri(config)#ip prefix-list P2 seq 5 pernit Configure subset prefix P2
10.1.2.0/24 le 32

Ri(config)#ip prefix-list P3 seq 5 permt
10.1.3.0/24 le 32

Configure subset prefix P3

R1(config)#router bgp 100

Configure bgp process 100

Rl(config-router)#bgp router-id 1.1.1.1

Configure bgp router id

Rl(confi g-router)#nei ghbor 20.1.1.2 renote-
as 100

Configure bgp remote-as 100 with neighbor IP

R1(config-router)#nei ghbor 20.1.1.2 route-

map nyidl in

Configure bgp route-map myidl as In bound policy with
neighbor ip

R1(confi g-rout ed) #exit

Exit the router bgp mode

Ri(config)#route-map nyidl permt 1

Configure route-map myid1 with sequence number 1

Rl(config-route-nmap)match i p address prefix-
list PF1l

Match for prefix PF1

R1(confi g-route-map)conti nue

Configure continue command without sequence number

Rl(config-route-nap)set netric 10

Set metric as 10

R1(config-route-nmap)set weight 3465789

Set weight as 3465789

Rl(config-route-map)route-map nyidl permt 2

Configure route-map myid1 with sequence number 2

Rl(config-route-nap)match i p address prefix-
list P1

Match for IP prefix-list P1

R1(config-route-map)conti nue 3

Configure continue with sequence number 3

Rl(config-route-nap)set netric 20

Set metric as 20.

Rl(config-route-nmap)set origin igp

Set origin as IGP protocol

Rl(config-route-map)route-map nyidl permt 3

Configure route-map myid1 with sequence number 3

Rl(config-route-nap)match i p address prefix-
list P2

Match for IP prefix-list P2

R1(confi g-route-map)conti nue 4

Configure continue with sequence number 4

Rl(config-route-nmap)set netric 30

Set metric as 30.

R1(config-route-nap)set as-path prepend 600

Set as-path prepend as 600

Rl(config-route-map)route-map nyidl permt 4

Configure route-map myid1 with sequence number 4

Rl(config-route-nap)match i p address prefix-
list P3

Match for IP prefix-list P3.

R1(config-route-map)set |ocal -preference 400

Set local preference as 400

R1(config-route-nap)set wei ght 400

Set weight as 400

R1(confi g-rout e- map) end

End the route-map

192
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R2

R2#configure terninal

Enter configure mode.

R2(config)#interface xe32/1

Enter interface mode.

R2(config-if)#i p address 10.1.1.1/24

Configure the IP address of the interface on an interface
which is up and running

R2(config-if)#interface xe32/2

Enter interface mode.

R2(config-if)#i p address 10.1.2.1/24

Configure the IP address of the interface on an interface
which is up and running

R2(config-if)#interface xe32/4

Enter interface mode.

R2(config-if)#i p address 10.1.3.1/24

Configure the IP address of the interface on an interface
which is up and running

R2(config-if)#interface xel7/1

Enter interface mode.

R2(config-if)#i p address 10.1.4.1/24

Configure the IP address of the interface on an interface
which is up and running

R2(config-if)#interface xe2l/1

Enter interface mode.

R2(config-if)#i p address 10.1.5.1/24

Configure the IP address of the interface on an interface
which is up and running

R2(config-if)#interface xe32/3

Enter interface mode.

R2(config-if)#i p address 20.1.1.2/24

Configure the IP address on the connected interface.

R2(config-if)#exit

Exit interface mode.

R2(config)#router bgp 100

Configure BGP process 100

R2(config-router)#bgp router-id 2.2.2.2

Configure BGP router id

R2(confi g-router)#nei ghbor 20.1.1.1 renote-
as 100

Configure BGP remote-as 100 with neighbor IP

R2(config-router)#redistribute connected

Redistribute the connected routes which are 10 networks
here.

Validation

R1
Rl#show i p bgp sunmary

BGP router identifier 1.1.1.1, |ocal AS nunber 100

BGP table versionis 5

2 BGP AS-PATH entri es

0 BGP community entries

Nei ghbor V AS MsgRecv MsgSen Tbl Ver InQ QutQ Up/
Down St at e/ Pf xRcd

20.1.1.2 4 100 145 177 5 0 0
00: 40: 05 5

Total nunber of neighbors 1

Total nunber of Established sessions 1

Not e: Check the prefixes learnt here are 5.
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R1#

Rl#show i p bgp
BGP table versionis 5, local router IDis 1.1.1.1
Status codes: s suppressed, d danped, h history, * valid, > best, i -

i nternal,
| - labeled, S Stale

Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Wi ght Path
*>j  10.1.1.0/24 20.1.1.2 20 100 3465789 i
f)>i 10.1.2.0/ 24 20.1.1.2 30 100 3465789 600
*>i  10.1.3.0/ 24 20.1.1.2 10 400 400 ?
*>j  10.1.4.0/ 24 20.1.1.2 10 100 3465789 2
*>i  10.1.5.0/24 20.1.1.2 10 100 3465789 7

Total nunber of prefixes 5
R1#

Note: Inthe above example, 10.1.4.0/24 and 10.1.5.0/24 prefixes will match only on PF1 which is a super set prefix
and metric is set as 10, while the 10.1.1.0/24, 10.1.2.0/24 and 10.1.3.0/24 prefixes will match in P1, P2 and P3
prefix-lists and execute the set clauses respectively.

Rl#show i p route
Codes: K - kernel, C - connected, S - static, R- RIP, B- BG
O- CSPF, |A - COSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS-1S |evel-
ia - IS ISinter area, E - EVPN,
v - vrf |eaked
* - candi date default

| P Route Table for VRF "default™

B 10.1.1.0/24 [200/20] via 20.1.1.2, xe51, 00:45:05
B 10.1.2.0/24 [200/30] via 20.1.1.2, xe51, 00:45:05
B 10.1.3.0/24 [200/10] via 20.1.1.2, xe51, 00:45:05
B 10.1.4.0/24 [200/10] via 20.1.1.2, xebl1l, 00:25:05
B 10.1.5.0/ 24 [200/ 10] via 20.1.1.2, xebl, 00:24:35
C 20.1.1.0/24 is directly connected, xe51, 01:00: 40
C 127.0.0.0/8 is directly connected, lo, 02:26:41

Gateway of last resort is not set
R1#

Rl#show i p bgp route-map nyidl
BG° table version is 5, local router IDis 1.1.1.1
Status codes: s suppressed, d danped, h history, * valid, > best, i -

i nternal,
| - labeled, S Stale
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Wei ght Path
*>j 10.1.1.0/24 20.1.1.2 20 100 3465789 i
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R2

f)>i 10.1. 2.0/ 24 20.1.1.2 30 100 3465789 600
*>i  10.1.3.0/ 24 20.1.1.2 10 400 400 ?
*>j  10.1.4.0/ 24 20.1.1.2 10 100 3465789 ?
*>j  10.1.5.0/24 20.1.1.2 10 100 3465789 ?
Total nunber of prefixes 5

R1#

R1#

R2#show i p bgp sunmary

BGP router identifier 2.2.2.2, |local AS nunber 100
BGP table version is 3

1 BGP AS-PATH entri es

0 BGP community entries

Nei ghbor V AS MsgRev MsgSen Tbl Ver InQ QutQ Up/
Down St at e/ Pf xRcd

20.1.1.1 4 100 133 133 3 0 0

00: 39: 57 0

Total nunber of neighbors 1

Total nunber of Established sessions 1
R2#
R2#

R2#show i p bgp
BGP table version is 3, local router IDis 2.2.2.2

Status codes: s suppressed, d danped, h history, * valid, > best, i -
i nternal,

| - labeled, S Stale

Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Wei ght Path

*> 10.1.1.0/24 0.0.0.0 0 100 32768 ?
*> 10.1.2.0/24 0.0.0.0 0 100 32768 ?
*> 10.1.3.0/24 0.0.0.0 0 100 32768 ?
*> 10.1.4.0/ 24 0.0.0.0 0 100 32768 ?
*> 10.1.5.0/24 0.0.0.0 0 100 32768 ?
*> 20.1.1.0/24 0.0.0.0 0 100 32768 ?

Total nunber of prefixes 6
R2#

R2#show i p route
Codes: K - kernel, C - connected, S - static, R- RIP, B- BG
O- CSPF, |A - COSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - IS1S L1 - IS I1Slevel-1, L2 - IS-1S |evel-2,
ia - IS ISinter area, E - EVPN,
v - vrf |eaked
* - candi date default
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IP Route T
10.1.1.0/ 24
10.1.2.0/ 24

10.1.3.0/ 24

1
1
1

C is directly
C [
C [
C 10.1.4.0/ 24 i
C [
C [
C [

directly
directly
directly
directly
directly
directly

10.1.5.0/ 24
20.1.1.0/ 24
127.0.0.0/8

nunnnounuon

Gateway of last resort is not
R2#

abl e for_VRF "defaul t"

connect ed,
connect ed,
connect ed,
connect ed,
connect ed,
connect ed,
connect ed,

set

xe32/1, 01:
xe32/ 2, 01:
xe32/ 4, 01:
xel7/1, O00:
xe21/1, 00
xe32/ 3, 01:

| o,

Route-map Show Commands

Rl#show runni ng-confi g route-nap

|
route-map nyidl permt 1
match i p address prefix-Ilist
conti nue

set nmetric 10

set wei ght 3465789

|
route-map nyidl permt 2
match i p address prefix-Ilist
continue 3

set metric 20

set originigp

|

route-map nyidl permt 3
match i p address prefix-Ilist
continue 4

set nmetric 30

set as-path prepend 600

|

route-map nyidl permt 4
match i p address prefix-Ilist
set | ocal -preference 400

set wei ght 400

|

R1#

Rl#show r out e- map
route-map nyidl, permt, sequence 1

Mat ch cl auses:

PF1

P1

P2

P3

i p address prefix-list: PF1
Conti nue clause: next sequence

Set cl auses:
nmetric 10
wei ght 3465789

route-map nyidl, permt, sequence 2

Mat ch cl auses:

ip address prefix-list: P1

Conti nue cl ause: sequence 3:

Set cl auses:
nmetric 20

02:
01:
02:
26:
26:
02:

01: 34: 40

22
46
21
52
32
22
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originigp
route-map nyidl, permt, sequence 3
Mat ch cl auses:
ip address prefix-list: P2
Conti nue cl ause: sequence 4:
Set cl auses:
metric 30
as-path prepend 600
route-map nyidl, permt, sequence 4
Mat ch cl auses:
ip address prefix-list: P3
Set cl auses:
| ocal - preference 400
wei ght 400
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cHapTER 16 Show Tech Support Configurations

Overview

OcNOS maintains a collection of consolidated information about system configurations and statistics. This information
is for debugging and diagnosing system issues.

Note: Output is displayed on the terminal.

Tech Support Samples

‘#s how t ech- support Collects system configurations and statistics for all modules.
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cHAPTER 17 Debounce Timer

The debounce timer avoids frequent updates (churn) to higher layer protocols during flapping of an interface. If the
status of a link changes quickly from up to down and then back to up, the port debounce timer suppresses the link
status natification. If the link transitions from up to down, but does not come back up, the port debounce timer delays
the link status notification.

Note: Keep the following in mind when using the debounce timer:
» Debounce timer is supported only for physical L2 and L3 interfaces.
e The debounce flap-count refers to the number of flaps OcNOS receives while the debounce timer is running:

e The flap-count is only updated if the timer is still running and OcNOS receives a link status event for the
interface.

* The flap-count is reset at the subsequent start of the debounce timer.

»  Protocol-specific timers such as BFD which depend on the link status should be configured to minimum of 1.5
times the value of the debounce time. Otherwise it could affect the protocol states if the debounce timer is still
running.

Topology

Figure 17-27 is a simple deployment using the debounce timer

Figure 17-27: Debounce timer

RTR 1

#configure term nal Enter Configure mode.
(config)#interface xel Enter into interface mode

(confi g) #debounce-ti me 4000 Configure debounce-time as 4000ms
(config)#exit Exit configure mode

RTR 2

#configure term nal Enter Configure mode.
(config)#interface xel Enter into interface mode

(confi g) #debounce-ti ne 4000 Configure debounce-time as 4000ms
(config)#exit Exit configure mode.
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Validation

#show runni ng-confi g
debounce-ti me 4000
#show i nterface xel
Debounce tiner: enabl ed
Debounce-ti nme 4000 ns
Flap Count: O

Debounce status : idle

RTR1 and RTR2 outputs after interface flap:

#show i nterface xel

Debounce tinmer: enabl ed

Debounce-ti me 4000 ns

Flap Count: 1

Last Debounce Flap : 2019 Aug 14 17:24:33 (00:00:10 ago)
Debounce status : idle

#show i nterface xel

Debounce tinmer: enabl ed

Debounce-ti nme 4000 ns

Flap Count: 1

Last Debounce Flap : 2019 Aug 14 17:24:35 (00:00: 16 ago)
Debounce status : idle

Log Messages

The following is a configuration example to log debounce timer activity:

#configure term nal Enter Configure mode

(config)#l ogging |l evel nsm?7 Enable operational log to display debounce start and end.

Example Log Messages

2019 Aug 14 17:24:32.532 : rtrl : NSM: INFO : Start Debounce Timer on interface xel,
prev_state UP new_state DOMN

2019 Aug 14 17:24:33.810 : rtrl : NSM: INFO: Interface xel Flapped, prev_state UP
new state UP, flap count 1

2019 Aug 14 17:24:36.532 : rtrl : NSM: INFO : Debounce Tiner Expired on interface xel,
prev_state UP, new state UP
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System Management Command Reference

Contents

This document contains these chapters and appendices:

Chapter 1, Dynamic Host Configuration Protocol Client
Chapter 2, Domain Name System

Chapter 3, Secure Shell

Chapter 4, Simple Network Management Protocol
Chapter 5, Telnet

Chapter 6, Syslog

Chapter 7, User Management

Chapter 8, Network Time Protocol

Chapter 9, Dynamic Host Configuration Protocol Relay
Chapter 10, Remote Management

Chapter 11, Software Monitoring and Reporting
Chapter 12, Source Interface Commands
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Dynamic Host Configuration Protocol Client

cHapTER 1 Dynamic Host Configuration Protocol Client

This chapter describes the Dynamic Host Configuration Protocol (DHCP) client commands.

DHCP is used to configure devices that are connected to a network so they can communicate on that network using
the Internet Protocol (IP). DHCP is implemented in a client-server model where DHCP clients request configuration
data, such as an IP address, a default route, or DNS server addresses from a DHCP server.

This chapter contains these commands:
» feature dhcp
e ip address dhcp
e ip dhcp client request
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feature dhcp

Use this command to enable the DHCP client and DHCP relay on the device.
Use the no form of this command to disable the DHCP client and DHCP relay and delete any DHCP-related
configuration.

Command Syntax
feature dhcp
no feature dhcp

Parameters

None

Default
By default, feature dhcp is disabled

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure term nal
(confi g) #f eature dhcp
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Dynamic Host Configuration Protocol Client

ip address dhcp

Use this command to get an IP address from a DHCP server for this interface.
Use the no form of this command to disable the DHCP client for this interface.

You can give the ip dhcp client request command before giving this command to request additional options.

Command Syntax
i p address dhcp
no i p address dhcp

Parameters

None

Default

No default value is specified.

Command Mode

Interface mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure term nal
(config)#interface ethO
(config-if)#i p address dhcp
(config-if)#
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Dynamic Host Configuration Protocol Client

ip dhcp client request

Use this command to add an option to a DHCP request.

Use the no form of this command to remove an option from a DHCP request.

Command Syntax
i p dhcp client request dns-naneserver
ip dhcp client request host-nane
ip dhcp client request |og-server
i p dhcp client request ntp-server
no ip dhcp client request dns-nameserver
no i p dhcp client request host-nane
no ip dhcp client request |og-server

no i p dhcp client request ntp-server

Parameters
dns- naneser ver List of DNS name servers (DHCP option 6)

host - nane Name of the client (DHCP option 12)

nt p- server List of NTP servers (DHCP option 42)

| 0g-server List of log servers (DHCP option 7)
Default

By default, ip dhcp client request is enabled

Command Mode

Interface mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure term nal
(config)#interface ethO
(config-if)#i p dhcp client request ntp-server
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Domain Name System

cHapTER2  Domain Name System

This chapter describes Domain Name System (DNS) commands. DNS translates easily-to-remember domain names
into numeric IP addresses needed to locate computer services and devices. By providing a worldwide, distributed
keyword-based redirection service, DNS is an essential component of the Internet.

The DNS database is hierarchical. When a client such as a Web browser gives a request that specifies a host name,
the DNS resolver on the client first contacts a DNS server to determine the server's IP address. If the DNS server does
not contain the needed mapping, it forwards the request to a different DNS server at the next higher level in the
hierarchy. After potentially several forwarding and delegation messages are sent within the DNS hierarchy, the IP
address for the given host eventually arrives at the resolver, that in turn completes the request over Internet Protocol

(IP).
Note: The commands below are supported only on the “management” VRF.
The chapter contains these commands:

* debug dns client

e ip domain-list

e ip domain-lookup

* ip domain-name

* ip host

* ip name-server

* show hosts

* show running-config dns
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Domain Name System

debug dns client

Use this command to display DNS debugging messages.

Use the no form of this command to stop displaying DNS debugging messages.

Command Syntax
debug dns client

no debug dns client

Parameters

None

Default
By default, disabled.

Command Mode

Exec mode, Privileged Exec mode, and Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure term nal
(confi g)#debug dns client
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Domain Name System

ip domain-list
Use this command to define a list of default domain names used to complete unqualified host names. Each domain in
the list is to be tried in turn.

Thei p domai n-1i st command is similar to the ip domain-name command, except that with the i p dorai n-1i st
command you can define a list of domains, each to be tried in turn.

If there is no domain list, the default domain name specified with the i p domai n- name command is used. If there is a
domain list, the default domain name is not used.

Use the no form of this command to remove a domain.

Command Syntax
ip domain-list (vrf managenent]|) DOVAI N- NAMVE
no ip domain-list (vrf nmanagenent|) DOVAI N- NAMVE

Parameters
management Virtual Routing and Forwarding name
DOMAI N- NAVE Domain name, such as company.com
Default

No default is specified.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure term nal
(config)#ip domain-list nmySite.com
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Domain Name System

ip domain-lookup
Use this command to enable DNS host name-to-address translation.

Use the no form of this command to disable DNS.

Command Syntax
i p domai n-1 ookup (vrf managenent|)

no i p domain-1ookup (vrf managenent|)

Parameters

managemnent Virtual Routing and Forwarding name

Default

No default is specified.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure term nal
(config)#i p domai n-1 ookup
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Domain Name System

ip domain-name
Use this command to set the default domain name used to complete unqualified host names (names without a dotted-
decimal domain name).

The ip domain-list command is similar to the i p domai n- name command, except that with the i p domai n- i st
command you can define a list of domains, each to be tried in turn.

If a domain list has been created with ip domain-list, the default domain name is not used. If there is no domain list, the
default domain name is used.

Use the no form of this command to disable DNS.

Command Syntax
i p domai n-nanme (vrf managenent|) DOVAI N- NAMVE
no i p domai n-nane (vrf nmanagenent|) DOVAI N- NAMVE

Parameters
management Virtual Routing and Forwarding name
DOMAI N- NAVE Domain name, such as company.com
Default

No default is specified.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure term nal
(confi g)#i p domai n- nane conpany. com
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Domain Name System

ip host
Use this command to define static hostname-to-address mappings in DNS. You can specify one or two mappings in a

command.

Use the no form of this command remove a hosthame-to-address mapping.

Command Syntax
ip host (vrf nanagement|) WORD A.B.C.D
ip host (vrf nanagement|) WORD A.B.C.D A.B.C.D
ip host (vrf management|) WORD (X X :X: X | A B.C. D
i p host (vrf nmanagenment|) WORD (X X:: X: X | AB.CD (XX:XXX]| ABCD
no i p host (vrf nmanagenent|) WORD A.B.C.D
no i p host (vrf nmanagenent|) WORD AAB.C.D A B.C. D
no ip host (vrf managenment|) WORD (X X :X: X | A .B.C. D
no ip host (vrf managenent|) WORD (XXX : XX | AB.CD (XX:XX| ABCD

Parameters
managemnent Virtual Routing and Forwarding name
WORD Host name, such as company.com
XX X X IPv6 address of the host
A.B.C.D IPv4 address of the host

Default

No default is specified.

Command Mode

Configure mode

Applicability

This command was introduced before OcNOS version 1.3.

Examples

#configure term nal
(config)#i p host conmpany.com 192.0.2.1
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