Application Brief:

Integrated Routing

and Security

For IT administrators, protecting corporate resources and
eliminating network disruptions are two basic but difficult
tasks. This application brief examines the role that
integrated routing and security can perform to improve

scalability and manageability while reducing IT costs.

Executive Summary

Dynamic routing and security are both essential elements
of Internetworks. Dynamic routing enables network
devices to obtain topology information, routes and IP
addresses from other routers automatically. Security
solutions, such as firewalls and VPNs, protect network
resources against attacks, intrusions, and malicious

activity.

While many organizations implement routing and security
today, these two technologies perform conflicting
functions: routing facilitates network access while
firewalls—to an extent—prevent access. IPSec VPNs
enable private communications over the Internet through
data encryption. But IPSec VPNs do not support a
standard method of exchanging route information over
encrypted tunnels. Organizations have developed
strategies to overcome the opposing goals of routing and
security, such as managing more and more single-
purpose appliances and configuring complicated rules to
support routing across firewalls and VPNs. However, these
imperfect solutions do not scale to meet the needs of

increasingly complex distributed networks.

Routing and Security Development

The Internet was designed to connect remote networks

together with more consideration applied to scalability

than to security. The expansion of the Internet prompted
the creation of new technologies such as dynamic route
management. RIP, the first widely deployed routing
protocol, provided automatic route updates between
devices, eliminating the need to manually maintain
route tables. RIP evolved from Xerox PARC’s
experimental routing software and from Berkeley
Software Distribution’s routed program, released in
1982. Less than eight years later, due to the explosive
growth of the Internet, the IETF (Internet Engineering
Task Force) endorsed new routing protocols like OSPF

and BGP, and routing became universally accepted.

Large organizations quickly adopted routing because it
allowed devices to dynamically learn network
information and reroute traffic around failed network
nodes. Interior gateway protocols such as RIP and OSPF
automatically discovered the addresses and states of
different devices on the network and determined the
optimal path for traffic. This auto-discovery capability
reduced IT costs because administrators did not need to

manually update and maintain route tables.

During the late 1980’s, the Internet community
expanded from a handful of research facilities and
university labs to encompass thousands of corporate,
educational, and residential users. This broader
community triggered a greater need for security. Port
filtering emerged as the earliest form of security,
supported by Cisco and Proteon routers and UNIX
operating systems. In 1992, DEC offered the first
purpose-built firewall, ushering in a flood of new
security products that emerged to block network

intrusions, attacks, and viruses.
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Because many early routers exhibited security
weaknesses, ranging from denial of service
vulnerabilities to unauthorized password retrieval,
security experts recommended that organizations install
dedicated security devices rather than combine security
with routing. Over time, routing technology stabilized
and equipment vendors addressed the security holes
present in earlier routers. Security implementations
also matured as security companies developed a
greater array of instruments to identify and block
vulnerabilities. However, neither routing nor security
vendors promoted integrated, multi-purpose devices.
Equipment vendors discouraged building routing and
security on a single platform because this consolidation
would reduce the number of products that they could
sell. Security companies also advocated separating
firewall and routing functionality on distinct devices,
because few security companies possessed routing
expertise and because firewall-enabled routers could

displace their dedicated firewall products.

Wary IT managers accepted this common wisdom and
installed dedicated firewall and VPN appliances in-line
with routing equipment. Initially, the task of
provisioning routing and security devices was difficult,
but not insurmountable. Organizations installed
firewalls at the edge of their networks, beyond internal
routers and LAN nodes. Security managers manually
updated their firewalls’ route tables and configured
“virtual networks” in their firewall rules policies for

their LAN routers.

The Challenge for Enterprises

For large enterprise networks today, managing vast
numbers of security and routing devices has become
cumbersome and unwieldy. Since firewalls are usually

installed at access points, they require up-to-date route

information. Therefore, security managers must
continually adjust route settings. For hardware
redundancy, administrators must set up complicated
high availability and load balancing implementations
to support stateful failover for routing and security
equipment. Furthermore, firewalls rarely support new
routing and switching protocols such as PIM-SM
multicast forwarding. To support PIM-SM,
administrators must configure routers to tunnel
multicast traffic through a firewall using GRE or L2TP

tunneling.

The expansion of IPSec VPNs has magnified the need
to combine security and routing functionality. Many
organizations today must provide secure
communications between their corporate headquarters
and dozens of satellite offices and telecommuter sites.
They also have to provide transparent access across
encrypted VPN tunnels. If LAN routers are installed at
the corporate headquarters, then administrators must
set up routers at each remote site or manually update
the address information at each VPN gateway when
network changes occur. Additionally, to support PIM-
SM multicast across a VPN tunnel, administrators must
encapsulate multicast traffic using GRE or L2TP

tunneling and then encrypt traffic using IPSec.

But perhaps the greatest disadvantage of deploying
separate security and routing hardware is the sheer
purchase and maintenance costs. Organizations must
purchase, install, and maintain multiple devices when
only a single device is required. When networking
problems occur, IT administrators must troubleshoot
both routers and security products to identify the
cause. The lower total cost of ownership, alone, is a
compelling reason to incorporate routing and security

on a single device.

ip infusion’



Integrated Routing and Security

The Solution: ZebOS™ Server
Routing Suite with Firewall and VPN

The ZebOS Server Routing Suite is a robust, scalable
application that—when combined with firewall or VPN
software—creates a flexible, multi-purpose networking
appliance. The ZebOS Server Routing Suite delivers
access management and policy routing configuration
through its industry-standard command line interface.
But by pairing the ZebOS Server Routing Suite with
best-of-breed security products, organizations can
perform sophisticated firewall and route filtering

policies from a single enforcement point.

Coupling the ZebOS Server Routing Suite with security
applications not only centralizes routing and access
management but also reduces hardware and
maintenance costs. By consolidating several functions
onto one platform, organizations can reduce capital
outlays and streamline network configuration. Figure 1
illustrates the integrated ZebOS Server Routing Suite

and firewall solution.

Figure 1: Distributed network with dedicated
routers and firewall/routing enforcement points
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Besides streamlining configuration, the ZebOS Server
Routing Suite delivers PIM-SM multicast routing and
MPLS-VPN switching--capabilities not natively
supported by most firewalls. So network
administrators do not need to tunnel unsupported
routing and switching protocols through their firewalls.
But most importantly, the ZebOS Server Routing Suite
allows firewalls and VPN appliances to dynamically
learn network information and route traffic through the
optimal path across the network. While load balancing
equipment can balance traffic across multiple devices,
only dynamic routing protocols support commun-
ication to other routers and balance traffic across
multiple paths. Therefore, dynamic routing ensures
greater availability and faster route convergence time

than manual route updates.

"The ZebOS Server Routing
Suite enables scalable and
manageable deployment of
routing and security for
enterprise networks."
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The ZebOS Server Routing Suite provides the following
benefits to network infrastructures with existing firewall

and VPN solutions:

® An industry-standard and intuitive command line

interface.

® SNMP management support and extensive syslog

and debug logging tools.

® Minimized network disruption compared to installing
and configuring new routers since organizations can

use existing servers.

® A more scalable network architecture; organizations
can add Intranet firewalls or remote VPN sites to
their network without needing to provision

additional routers.

® Reduced capital expenditures and maintenance

costs provides low total cost of ownership.

The ZebOS Server Routing Suite has been tested
extensively with other vendors’ routing equipment, so
enterprises can add IP Infusion’s routing software to
their existing networks without causing disruptions.
Besides rigorous internal testing, IP Infusion submits its
full suite of routing protocols for testing to the
University of New Hampshire InterOperability Labs and
participates in MPLS and IPv6 testing and

interoperability conferences.
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Summary and Additional Applications

Due to today's economic environment and companies’
desires to reduce IT costs, network managers are
looking for ways to stretch their current resources. As a
result, there has been a growing trend away from
expensive special purpose equipment to more flexible,
multi-purpose appliances. Because the ZebOS Server
Routing Suite is distributed as an easy-to-install binary
application, it can complement a wide range of security
and access management solutions such as gateway
virus scanning, intrusion detection, and user
authentication. IP Infusion's dynamic routing and
switching protocols also augment web, FTP, DNS,
caching, and load balancing servers. The ZebOS Server
Routing Suite enhances any mission critical server,
especially a server located at a network gateway,
because its routing capabilities enable the server to
route traffic through the best path in the network, to
discover new network nodes, and to automatically

update route information.

IP Infusion’s flexible ZebOS Server Routing Suite
provides enterprises a cost effective way to integrate
routing capabilities with other applications such as
firewalls and VPNs on a single platform. The ZebOS
Server Routing Suite enables scalable and manageable
deployment of routing and security for enterprise

networks.
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